











*****************************


JUSTIFICATION:  





CP-19 (GS-0080) intern will be performing functions relating to Physical Security and Law Enforcement and would be assigned to the Provost Marshal Office at XXXXXXXXX.  The intern through a formal as well as on-the-job training program will develop skills and knowledge in the areas of security of Army property, key and lock control, inspections, access management, law enforcement, and force protection initiatives.  Through the developmental cycle, the intern will progress from basic skills to specialist in the program.  The intern will gradually increase duties and responsibilities as outlined by draft duties and follow/meet comprehensive learning objectives in order to provide a diverse and skilled worker in the Physical Security and Law Enforcement Program for the future civilian workforce.





Due to a recent review (May 97) conducted of CP-19 Army careerists by the program FCR (COL Bruce Conover) and as briefed to General Wilson, CP-19 FC/Cmdr, AMC, on 2 Jun, CP19 is anticipating some turnover based on age and years of service information.  As discussed with General Wilson, leadership feels that now is the time to start initiatives to recruit for interns to filter into the career program in order to anticipate replacement of retiring personnel.  Furthermore, this recruitment practice is anticipated to continue over the next 5 years.  Due to anticipated described circumstances, intern final placements are anticipated to be made within the Department of the Army.





***********************************


DUTIES / OBJECTIVES:





GS-0080-07 (Intern)





MAJOR DUTIES





Serves as a trainee in the first phase of Department of the Army (Army Materiel Command) Physical Security and Law Enforcement Career Intern Program which is designed to provide for the performance of progressively more difficult work in the physical security and law enforcement field leading ultimately to work characteristic of the GS-0080-11 full performance level.  Upon completion of required training, the incumbent may be non-competitively promoted to the next developmental level (GS-09).  Advancement is not automatic, but is predicated on satisfactory performance, completion of training objectives, and necessary time-in-grade requirements.





1.  Completes a prescribed agenda of formal/information classroom and on the job training and self-development.  Training encompasses assignments of specific tasks and duties within one or more of the specialized security areas sucha as physical security, law enforcement, investigation, force protection and crime prevention.  Full scope of objective to be achieved at completion of the intern assignment (i.e. knowledge and skills) are outlined at enclosure.  Receives assignments designed to further skills in investigative and analytical techniques and an understanding of the causes and effects of security problems, conditions, and situations within the various security specializations.  





2.  Tasks are planned to acquaint the incumbent with basic principles, policies, regulations, work processes, and the use of reference materials; to provide an understanding of the site/installation organization, programs and objectives; and to furnish the trainee experience in the application of security principles, procedures and techniques to actual operating situations.





3.  Researches and prepares factual reports in conjunction with higher graded specialist on complex security issues.  Prepares analytical reports of security problems, and assists higher graded specialist in preparing regulatory supplements, standard operation procedures, directives, etc.





4.  Researches, reviews and interprets various Department of Defense, Department of Army, and Army Materiel Command regulations and directives when there are conflicting interpretations.





5.  Coordinates security aspects of operational programs such as classified conferences, symposiums, meetings, etc.





6.  Prepares training materiels for education and security awareness programs, and recommends improvements in security practices, procedures and regulations.





FACTOR 1 - Knowledge Required by the Position





Ability to acquire and utilize knowledge of the basic concepts, policies, principles, practices and methods of physical security and law enforcement programs in several of the security specializations is required in order to perform elementary developmental procedural assignments that are highly structured.





Ability to learn how to analyze and evaluate reports of investigations and reach sound conclusions or recommendations based on facts at hand.





Ability to work cooperatively and successfully with others.





FACTOR 2 - Supervisory Controls





Works under the close supervision of supervisor or higher graded specialist.  Receives specific and detailed instructions on assignments with advice and guidance on problems or questions readily available.  Work is reviewed in detail while in progress and upon completion to ensure progress and evaluate attainment of training objectives and readiness for further training.





FACTOR 3 - Guidelines





Specific, detailed guidelines are provided such as procedures, manuals and checklists to accomplish routine supportive tasks to develop skills for higher level work.





Incumbent works in strict adherence to the guidelines.  Deviations must be authorized in advance by the supervisor or a higher graded specialist..





FACTOR 4 - Complexity





Assignments consist of duties and responsibilities involving the performance of sequences of related steps, methods and procedures inone or several of the security specializations.  As a trainee the incumbent provides assistance to an experienced specialist.  There is usually some choice involved in carrying out assignments such as the form in which information is to be organized or presented, or the selection of the guide appropriate to the assignments.  Actions to be taken are based on well established procedures.





FACTOR 5 - Scope and Effect





Incumbent performs work consisting of specific operations that include a few separate tasks intended to develop skills.





Work performed facilitates the work of higher graded co-workers within the immediate organization.











FACTOR 6 - Personal Contracts





Contacts are primarily with co-workers within the Directorate; however, some contacts are made with employees outside the Directorate, at subordinate locations, and to higher headquarters as warranted.





FACTOR 7 - Purpose of Contacts





The purpose of contacts is to obtain or convey information about various security programs.





FACTOR 8 - Physical Demands





Work is mostly sedentary, some walking may be required with conducting inspections and/or investigations.





FACTOR 9 - Work Environment





Work is performed in an office setting.�



GS-0080-09 (Intern)





MAJOR DUTIES





Serves as a trainee in the second phase of Department of the Army (Army Materiel Command) Physical Security and Law Enforcement Career Intern Program which is designed to provide for the performance of progressively more difficult work in the physical security and law enforcement field leading ultimately to work characteristic of the GS-0080-11 full performance level.  Upon completion of required training, the incumbent may be non-competitively promoted to the next developmental level (GS-11).  Advancement is not automatic, but is predicated on satisfactory performance, completion of training objectives, and necessary time-in-grade requirements.





1.  Receives formal and informal classroom and on-the-job training and engages in self development activities to further develop knowledge and skills in Physical Security and Law enforcement as outlined at enclosure.  Receives assignments designed to further skills in investigative and analytical techniques and an understanding of the causes and effects of security problems, conditions, and situations within the various security specializations.  





2.  Conducts security inspections to detect security violations, prepares violation reports and follows-up to assure corrective action has been taken.





3.  Conducts preliminary inquiries on the less complex cases involving possible compromise of facilities.





4.  Researches and prepares factual reports in conjunction with higher graded specialist on complex security issues.  Prepares analytical reports of security problems, and assists higher graded specialist in preparing regulatory supplements, standard operation procedures, directives, etc.





5.  Researches, reviews and interprets various Department of Defense, Department of Army, and Army Materiel Command regulations and directives when there are conflicting interpretations.





6.  Coordinates security aspects of operational programs such as classified conferences, symposiums, meetings, etc.





7.  Prepares training materiels for education and security awareness programs, and recommends improvements in security practices, procedures and regulations.





FACTOR 1 - Knowledge Required by the Position





Knowledge of the practical application of security principles, concepts and methodologies in carrying out assignments and developing skills by performing limited independent work where the nature of the assignment requires application of previously learned knowledges and techniques.





Ability to conduct inspections, limited investigations, and preliminary inquiries in cases primarily involving the application of procedural know how and knowledge of standard security practice.





Ability to prepare, analyze, and evaluate reports of investigations in a logical, clear, concise and unbaiased manner.





FACTOR 2 - Supervisory Controls





Works under the supervision of a security supervisor or higher graded security specialist.  Recurring assignments are accomplished without detailed instruction; however, specific and detailed instructions are given when each new type of assignment, and as requested by the incumbent whenever questions on the application or interpretation of appropriate guidelines, procedures in specific cases, or deviations from prescribed procedures is encountered, or as required by review of work products.  Work is spot-checked for accuracy, timeliness, and to evaluate incumbent’s developmental progress.





FACTOR 3 - Guidelines





Guidelines which are generally clearly applicable and readily available, consist of policies, regulations, manuals, and established office practices.  The number and similarity of guidelines requires the employee to use judgment in locating and selecting appropriate guidelines for application to specific security assignments.  Significant controversy as to their application is rarely encountered.





FACTOR 4 - Complexity





Work consists of performing various duties requiring the application of different methods, practices, techniques or criteria.  Incumbent compiles, analyzes and summarizes information relating to the security assignment or security problem being reviewed.  The work involves the application of specific, well established rules, regulations, and procedures which serves as a foundation for further developing general skills in physical security and law enforcement.





FACTOR 5 - Scope and Effect





The work is primarily concerned with providing assistance to experienced employees by relieving them of detailed and routine work.  Accomplishment of work contributes to the development of program plans, applicable policies, regulations, established procedures, and methods of implementing security requirements.





FACTOR 6 - Personal Contracts





Contacts are primarily with co-workers within the Directorate; however, some contacts are made with employees outside the Directorate, at subordinate locations, and to higher headquarters as warranted.





FACTOR 7 - Purpose of Contacts





The purpose of contacts is to obtain or convey information about various security programs.





FACTOR 8 - Physical Demands





Work is mostly sedentary, some walking may be required with conducting inspections and/or investigations.





FACTOR 9 - Work Environment





Work is performed in an office setting.�



ENCLOSURE





A.  Comprehensive learning objectives:





     1.  Upon completion of introductory on the job training, the Physical Security and Law Enforcement Career Program Intern will be able to--





         a.  Describe the mission and organization of the assigned security office.





         b.  Summarize information on the physical security and law enforcement civilian career program management.





         c.  Identify the basic security programs, list the organizations that are involved with each of the programs, and describe the responsibilities and functions of each.





         d.  Prepare Army correspondence in the correct format and style.





    2.  Upon completion of designated formal training, the Physical Security and Law Enforcement Career Program Intern should have completed and received a satisfactory grade on mandatory courses.  In addition, the intern should be able to demonstrate that they:





        a.  Have received a general orientation into the Army Materiel Command (AMC) and their training site by describing in general terms the mission, organization, and functions of AMC, their training site and the relationship of both to the Department of the Army (DA), the Department of Defense (DoD), and the Federal Government.  The career intern should also summarize information concerning the career intern program management, career management, civil service appointments and employee status, federal employee benefits, employee responsibilities, and human relations programs.





       b.  Can interpret the Army regulation for the Modern Army Recordkeeping System (MARKS).





       c.  Have studied the principles and procedures of effective writing and the application of writing principles to military communciation by correctly preparing military correspondence.





       d.  Have gained an understanding of legal principles and techniques of investigation by identifying responsiblities under delimitations agreements, describing constitutional guarantees of private citizens in regard to investigations, and by conducting investigations as assigned.





       e.  Have obtained a general knowledge of electronic security by summarizing information concerning the role of security specialist working cooperatively with the facility engineers in the structural design of facilities to incorporate intrusion detection systems and access control devices.





       f.  Have obtained a basic understanding and interpretation of the DoD Information Security Program by describing in general terms the criteria for classification, downgrading, and declassification of defense information and outlining requirements for safeguarding classified information.





       g.  Have obtained a basic understanding of the principles of computer data processing by describing in general terms the functions of the computer in processing business data and basic considerations during systems design.





       h.  Have gained a general knowledge of Army budgeting by contributing to the development of the security office portion of the site/installation defense business operations fund (DBOF).





       i.  Have a working knowledge of regulations, concepts, principles, and technology related to physical security.





       j.   Have a working knowledge of physical security regulations and procedures required to protect Mission Essential Vulnerable Areas (MEVAs).





       k.  Have a working knowledge of interview techniques needed to perform security inspections and surveys.





       l.  Have a working knowledge of physical security survey/inspection and technical site survey/inspection techniques.





       m.  Have a working knowledge of methods for analyzing, organizing, compiling, and reporting data obtained from physical security surveys and inspections.





       n.  Have a working knowledge of risk analysis and vulnerability assessment techniques.





       o.  Have a working knowledge of regulations, concepts, principles, practices, and technology related to law enforcement operations.





      p.  Have a working knowledge of concepts, principles, and practices related to crime prevention.





       q.  Have a working knowledge of conventional arms, ammunition and explosives (AA&E) security standards, requirements, and techniques.





       r.  Have a working knowledge of laws and regulations governing the release of information (e.g. Freedom of Information Act (FOIA), Privacy Act.)


     s.  Have a working knowledge of information security program requirements as related to physical security programs.





      t.  Have a working knowledge of automated information security (AIS) requirements as related to physical security programs.





      u.  Have a working knowledge of personal security program requirements as related to physical security programs.





       v.  Have a working knowledge of industrial security program requirements as related to physical security programs.





       w.  Have a working knowledge of operations security program requirements as related to physical security programs.





       x.  Have a working knowledge of property and supply accountability directives, regulations, and procedures.





       y.  Have a working knowledge of laws and techniques of search, seizure, and the use of force (including deadly force).





       z.  Have a working knowledge of the civil rights of individuals and the rights of suspects.





       aa.  Have a working knowledge of laws, regulations, and procedures pertaining to the collection, preservation, and accountability of evidence.





       bb.  Have a working knowledge of security concepts and procedures for vehicle movements and parking (e.g., traffic flow patters, traffic control devices).





       cc.  Have a working knowledge of national fire prevention codes applicable to physical security programs.





       dd.  Have a working knowledge of physical security plan of the intern training site.














