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Growing drone threat puts
focus on Picatinny technology

The extended area protection system could expand
beyond its original intent to tackle the drone threat.

BY ED LOPEZ
Editor

As drone technology gains greater
public attention, along with its poten-
tial for hostile action against U.S. tar-
gets, Army engineers are seeking to adapt
ongoing research to counter aerial systems
that could threaten Soldiers.

At Picatinny Arsenal, the Extended
Area Protection and Survivability Inte-
grated Demonstration, or EAPS 1D,
began as an Army Technology Objec-
tive program. The goal was to develop
and demonstrate technology that could
support a gun-based solution to counter
rockets, artillery and mortars, or C-RAM.

Research into enhanced C-RAM tech-
nology had the goal of extending the
range and probability of success against
the incoming threat. “The smaller and
smaller the protective area, the more effi-
cient the gun systems become compared
to missiles,” said Manfredi Luciano, the

project officer for the EAPS
system at Picatinny. “You don't
need as many, and the gun _ : Mid-Flight
system has certain logistics |pm ™ - 4 Course
advantages.” 1 Correction
Yet as news reports about
potential airborne threats
to the White House have
stirred public awareness of
such threat to U.S. interests,
ongoing technology aimed at
countering rockets, artillery
and mortars could be used to
defend against Unmanned
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Warhead
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The operational concept behind the Enhanced Area Protection and Survivability technology is to
have a 50mm course-corrected projectile intercept an incoming threat. The warhead has a tan-
talum-tungsten alloy liner to form forward-propelled penetrators for defeat of rockets, artillery
Aerial Systems, or UAS, Luci-  and mortars, while steel-body fragments are designed to counter unmanned aerial systems. The
ano said. technology is in various stages of development and testing.

“It’s unbelievable how much

it’s exploded,” Luciano said about the use
of drones. “Every country has them now,
whether they are armed or not or what
level of performance. This is a huge threat
that has been coming up on everybody. It
has almost sneaked up on people, and it’s

almost more important than the counter-
RAM threat.”

The UAS challenge has grown expo-
nentially in the last decade as the world’s
inventory of Unmanned Aircraft Systems
has grown from approximately 20 system
types and 800 aircraft in 1999, to more

than 200 system types and approximately
10,000 unmanned aircraft in 2010, said
Nancy Elliott, a spokeswoman with the
U.S. Army’s Fires Center of Excellence
at Fort Sill, Oklahoma.

Although a missile-based C-RAM

See AREA PROTECTION, Page 2

Jim Cullen, left, was among a group of Battle of the Bulge veterans
who came to Picatinny Arsenal for a tour and briefing on some of the
latest military technology. Photo by Reggie Mays.

Battle of the Bulge vets tour Picatinny
Arsenal for look at latest technology

“These veterans’ experiences enrich what we do as civilians on Picatinny”

BY REGGIE MAYS
Contributing Writer

More than 70 years ago, WW 1II veterans Jim
Cullen, Marty Rosenbaum, Al Sussarman, Dick
Moran, John Marshall, and Ken Schuetz fought in
one of the most famous battles on the European
front: the Battle of the Bulge.

Fast-forward to July 8, 2015. This small group
of warriors were joined by family members and
guests to a luncheon and tour of Picatinny Arsenal.

Picatinny Arsenal is where most munitions that
were used against our enemy 70 years ago were
designed and refined.

'Those artillery rounds, grenades and mines were
state-of-the-art at the time. They spawned a con-
tinuous process of improvement that provide many
advancements for our fighting forces today. The
weapons used to defeat our enemies, and bring
our boys home, have come a long way since the
Battle of the Bulge.

That battle, from Dec. 16,1944 to Jan. 25 1945,
was a surprise attack that caught the Allied forces

“If I had the opportunity to sit
down with each and every one
of them and ask them one thing
today, I'd ask what really saved

their bacon out there.”

completely off guard. The battle was a major
German offensive, launched toward the end
of World War 1II, through the densely forested
Ardennes region of Wallonia in Belgium, France,
and Luxembourg.

Several stops on the tour of Picatinny for the
Bulge veterans and others took them to hear
and view special presentations. Keith Gooding,
Program Manager for Towed Artillery Systems,
and Ron Mills, Systems Engineer Fire Control
(Abrams), spoke to the visitors.

During their tour, the veterans expressed

See BULGE VETS, Page 3
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AREA PROTECTION
TECHNOLOGY EVOLVES

continued from Page 1

defense system has been selected as the technical
approach for the Indirect Fire Protection Capability
Increment 2 Intercept Program of Record, the gun
alternative continued to mature as force-protection tech-
nologies for other potential applications. In response to
proliferation, UAS threats were recently added to the
project scope of gun-based force protection.

Luciano and his team, working on enhanced area
protection and survivability, tested an integrated system
April 22 by shooting down a Class 2 unmanned aerial
system using command guidance and command warhead
detonation at Yuma Proving Ground, Arizona.

Funding for development and testing was provided
by the ARDEC Technology Office.

The EAPS ARDEC gun alternative envisions a 50mm
cannon to launch command guided interceptors.

COMPUTATIONS ON THE GROUND

The system uses a precision tracking radar interfer-
ometer as a sensor, a fire control computer, and a radio
frequency transmitter and receiver to launch the pro-
jectile into an engagement “basket.”

“In order to minimize the electronics on board the
interceptor and to make it cheaper, all the ‘smarts’ are
basically done on the ground station,” Luciano said.

“The computations are done on the ground, and the
radio frequency sends the information up to the round.”

'The Picatinny area-protection systems tracks both the
incoming threat and interceptor, then computes an ideal
trajectory correction for the interceptor to maximize
probability of mission success.

A thruster on the interceptor/projectile is used for
course correction.

'The ground station uplinks the maneuver and deto-
nation commands, while receiving downlinked assess-
ment data.

'The interceptor takes the commands and computes
the roll orientation and time to execute thruster and
warhead detonation.

The warhead has a tantalum-tungsten alloy liner
to form forward propelled penetrators for defeat of

| (o
Manfredi Luciano, the project officer for the Extended
Area Protection and Survivability technology program
at Picatinny Arsenal, holds a model of the interceptor

projectile that uses advanced, forward-fragmentation
warheads.

unmanned aerial systems.

The April 22 test was performed with a single shot
Mann barrel. The UAS was flying a surveillance-type
track and was engaged on the approach path leg.

The airplane fell precipitously from its flight. The
integrated test demonstrated a proof-of-principle that
direct fire, command guided ammunition can intercept
and negate aerial threats, Luciano said.

POTENTIAL FOR NAVAL AIR DEFENSE

Technologies from the EAPS gun alternative Army
Technology Objective may potentially be used for both
Army and Navy air defense systems, he added.

Luciano said that during another upcoming test,
the engineers would try to intercept and destroy an
unmanned aerial system under a more difficult engage-
ment scenario.

The EAPS fire-control radar interferometer was
designed, fabricated, and operated by Technovative
Applications in Brea, California.

Radar interferometers use multiple receive antennas

TOP: The Extended Area Protection System Gun inter-
ceptor in flight. BOTTOM: Detonation of the command
warhead.

to enhance angular measurements for centimeter track-
ing accuracy. Design of the 50mm cartridge/intercep-
tor was a collaborative effort between ARDEC engi-
neers and Orbital ATK, Armament Systems Division
in Plymouth, Minnesota, Interceptors were assembled
by Orbital ATK and warheads by Aerojet Rocketdyne
in Sacramento, California.

'The fire-control algorithm was a collaborative effort by
the various subject matter experts but led and written by
Propagation Research Associates, Inc., in Atlanta. The
EAPS Integrated Product Team was led by ARDEC’s
Munitions Systems and Technology Directorate at Pica-
tinny Arsenal.

C-RAM targets, and steel body fragments to counter
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Editor’s Note

We want your story ideas. To reach us,
please contact the editor at the Picatinny
Public Affairs Office.

All manuscripts, photos or artwork may
not be returned without prior coordina-
tion. Digital images should be submitted
at a resolution of at least 200 pixels per
inch.

Due to space limitations, the editor re-
serves the right to edit submitted articles.
Contributions can be sent by e-mail to
picavoice@conus.army.mil.

The editorial policy of The Picatinny
Voice is to accept letters to the editor and
commentaries.

Submissions must be signed or received
via e-mail through your own account to
be considered for publication, but writer’s
names may be withheld upon request.
Opinions expressed are those of each au-
thor and not an official expression of the
Department of the Army or the Com-
mand.

The PicatinnyVoice reserves the right
to select, reject or edit letters and ar-
ticles to meet space constraints, achieve
clarity or for suitability considerations.

https://www.pica.army.mil/eVoice
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excitement and curiosity in viewing and
hearing about the changes in military
equipment that have occurred since their
era in combat.

“If we would have had these kinds of
advancements we would have killed a lot
more enemy and brought home more of
our boys alive,” said Cullen, who fought
from Normandy, to France, Germany,
then was drawn into the Bulge of the
Bulge.

LIVING HISTORY, VALUABLE INSIGHTS
Cullen and his battle buddies said they

were impressed with the tour and the pre-
senters. For their part, Mills and Gooding
also expressed admiration for the veterans.

“These men are living history, the last
of the greatest generation,” said Mills.

Although most wars will eventually
come to an end, Mills said the wartime
experiences of veterans are invaluable in
providing insights into how best to equip
and support our warfighters in future
conflicts.

Systems Engineer Ron Mills gives a presentation to a
group of visitors that includes veterans of the Battle of

the Bulge. Photos by Reggie Mays.

“Everything those men did
70-plus years ago to preserve
our freedoms remains relevant
today,” Mills said. “If I had the
opportunity to sit down with
each and every one of them
and ask them one thing today,
I'd ask what really saved their
bacon out there.

BUILDING ON THE PAST

“WEe sit around as engineers
looking at things from a tech-
nical-problem-solving point
of view, but until you've been
down range and actually had
to depend on that vehicle or
that weapons system, or that
piece of kit to complete your
mission, you don’t know how
much they are capable of. I
want to know what they did
to push that Sherman tank to
its limits when the manual said it was
dead in the water.

“I want to know what piece of kit they
used countless times to get you out of
a jam, and I want to know
what they couldn’t have
survived the war without.
I want to know what mal-
functioned when it shouldn’t
have that put them and their
battle buddies in jeopardy,”
Mills added.

“All of these stories help
to shape the designs for the
next generation, and some-
times they apply to fielded
weapons today. Take the
M2 50-caliber machine gun.
Brought into service in 1933,
this John Moses Brown-
ing design has gone virtu-
ally unchanged onto every
vehicle in the U.S. Army
inventory, and been used in

every conflict from WW II to Operation
Enduring Freedom.

“Hearing their stories about the M2 in
WW 11 is as relevant as asking the same
question about the same weapon from a
Soldier who returned from Afghanistan
yesterday,” Mills continued.

“With all the advancements in weapons
technology, I always find myself looking
to the past, to the real innovators, like
Browning. And I'm not the only one.

SAME WEAPONS, DIFFERENT ERA

“The U.S. Marines recently brought
back into service the M1911 (.45 caliber
pistol).

“Why did we bring the 1911 back?
Why does my Abrams carry the same
M2 that the Sherman tank did? Ask these
vets, the men who paved the way for us
all who served.

“They know better than I do the abuse
these weapons take, and how you can
depend on them to bring you home.”
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Battle of the Bulge veterans recently toured Picatinny Arsenal. From left, Dick Moran, Jim Cullen,
Marty Rosenbaum, John Marshall, Al Sussarman and Ken Shuetz.

Gooding also expressed gratitude and
tribute to the veterans on the tour, adding
that their knowledge and experiences
serve to advance research and develop-
ment today.

“It’s an honor for me to be able to share
what we do here and to shake their hands,
and thank them for what they did for our
country,” Gooding said.

“These veterans’ experiences enrich
what we do as civilians here on Picatinny.
The civilian workforce does not always
have military experience, and the veterans’
combat history is a vital contribution to
what we do here.”

After the first presentation on the tour,
the veterans boarded the bus for more
sights and sounds of the installation.

They also met some civilians and mili-
tary members who support today’s war-
fighters, as their Picatinny predecessors
have done in the past, during times of
both war and peace.

y ¢ ¢
[ . T L

The 2015 STEM Academy Summer Enrichment Program gives children the opportunity to conduct experiments
and expand their knowledge of technical subjects. ABOVE: Joe Benvenuto, a retired teacher from Blairstown
Elementary, demonstrates a polymer experiment in which skewers penetrate a bag filled with water without
leaking. Looking on are Picatinny Senior Commander Brig. Gen. Patrick W. Burden, and John Hedderich, Director
of the Armament Research, Development and Engineering Center.
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Army close to releasing new pistol to replace M9

Army News Service

FORT BELVOIR, Va. -- The Army
moved closer to releasing its long-awaited
solicitation for a new, modern handgun
system when it hosted a fourth industry
day for interested vendors at Picatinny
Arsenal, New Jersey, July 8.

The Army named the new weapon
the “XM17” Modular Handgun System.
It will replace the current M9 standard
Army handgun with a more state-of-the-
art weapon system.

“More than 20 companies attended the
event,” said Debi Dawson, PEO Soldier
spokesperson.

Federal procurement restrictions do
not allow the disclosure of the names of
firms participating, she said.

'The government presented changes to
its latest draft solicitation for the XM 17,
which were posted to the Federal Business
Opportunities website, June 8.

SPECIAL-PURPOSE AMMUNITION

Among changes discussed at the indus-
try day was policy that now opens up the
competition to rounds other than ball (full
metal jacket) ammunition.

A representative from the Army Judge
Advocate General’s Office discussed the
decision in detail during the event.

Richard Jackson, special assistant to the
U.S. Army Judge Advocate General for
Law of War, told attendees that federal,
state, local and military law enforcement
elements routinely use expanding and

Sgt. Dave Salvador, of 75th Medical Company Area Support, South Korea, shoots his
M9 during the Stress Shoot Qualification Lane of the Pacific Regional Medical Com-
mand Best Medic Competition, Sept. 21-25, 2014, at Schofield Barracks, Hawaii. The
Army is looking for a new pistol to replace the M9.

fragmenting ammunition in their hand-
guns due to the increased capability it
provides against threats.

“Expanding the XM17 Modular
Handgun competition to include spe-
cial-purpose ammunition will provide

the warfighter with a more accurate and
lethal handgun,” Jackson said.

“Other types of ammunition allow the
XM17 Modular Handgun System to be
optimized by vendors, providing a more
capable system to warfighters across the

Picatinny’s social media sites
inform public of important contributions

Social media sites leverage the power of the Internet to inform
the public and members of the Picatinny Arsenal community
about activities at the home of the United States Army in north-
ern New Jersey.

Please take time to visit and share the addresses of these vari-

Picatinny 5K

ous informative sites:
www.facebook.com/PicatinnyArsenal
www.twitter.com/Picatinny_NJ
www.flickr.com/PicatinnyArsenal
www.youtube.com/user/PicatinnyArsenal
www.facebook.com/peoammo
www.facebook.com/RDECOM.ARDEC
https://twitter.com/ardec
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A 5K Walk/Run kicks off Picatinny Community Day July 9
Photo by Todd Mozes.

1st: Kelly DiCristina, 21:58
2nd: Sarah Collard, 23:07
3rd: Julie Gustafson, 23:43

For more photos of the 5K Walk/Run visit https://w!

Winne

spectrum of shooter experience and skill
level.”

Through the upcoming competition,
the Army intends to replace the M9 with
a more modern handgun system.

“Handgun technology has advanced
significantly thanks to lighter-weight
materials, ergonomics and accessory rails
since 1986, when the M9 entered the
Army’s inventory,” Dawson said.

“The Army is seeking a handgun system
that outperforms the current M9 system.
It also must be modular, meaning it allows
adjustments to fit all hand sizes.”

ARMY PURCHASES NEW HANDGUNS

The Army is encouraging industry to
optimize commercially available gun,
ammunition and magazine compo-
nents to provide a system for maximum
performance.

Current plans call for the Army to
purchase more than 280,000 of the new
handguns from a single vendor. Deliveries
are scheduled to begin in 2018.

The Army also plans to buy approxi-
mately 7,000 compact versions of the new
handgun.

Dawson said that other military ser-
vices, participating in the XM17 program,
may order an additional 212,000 systems
above the Army quantity.

The draft solicitation spells out likely
procedural and schedule details that
responding vendors will have to follow
to participate in the competition.
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ABERDEEN PROVING GROUND,
Md. -- Imagine a future in which a chem-
ical attack on a Middle Eastern village
in the dead of night has no effect on
the people in its path. They are sleeping
soundly in tents embedded with protec-
tive filtration material that prevents any
harm. The village elders, who come out
to investigate, have that same material
in the headscarves they wear over their
faces as they walk about with chemicals
lingering in the air.

That day is coming closer. Two U.S.
Army Edgewood Chemical Biological
Center scientists, Greg Peterson and Jared
DeCoste, are working with chemists at
Northwestern University to make it a
reality.

For the past eight years, Peterson and
DeCoste have been steadily refining and
improving a recently developed class of
chemical compounds known as metal-
organic frameworks, or MOFs. Chem-
ists make them in a laboratory using
organic struts and metallic nodes, much
like an erector set, creating void spaces
for chemical warfare agent, or CWA, or
toxic industrial compound, or TIC, mol-
ecules to enter.

WHAT MAKES MOFS UNIQUE?

These modular building blocks are
organic and inorganic molecular hybrids
that take on the advantages of each. The
inorganic characteristics give MOFs a
very stable compartmentalized struc-
ture while the organic component gives
them the dynamic quality of interacting
with molecules that come into contact
with them. Both the organic and inor-
ganic components can be interchanged
to create a variety of structures and

Picatinny solar project to generate 500 kw of power

BY NICK STECKY
Picatinny Energy Office

The Picatinny Voice July 24, 2015 5

Army chemists study hew kind of molecule

For the past eight years, two Army scientists have been steadily refining and improv-
ing a recently developed class of chemical compounds known as metal-organic frame-
works.

properties designed to absorb or catalyze
CWAs, TICs and other gases as desired.
'Thus, MOFs are truly nano-constructed
designer materials.

As researchers continue to improve
upon how precisely they assemble MOFs,
the actions of these highly customized
molecules will become dramatically more
sophisticated. In theory, a sequence of
MOF crystals could be structured so
their pores serve as bays in which nano-
manufactured proteins perform com-
puting functions: counting, sorting and
coding. This quickly leads to a future in
which fibers, fabrics and even construc-
tion materials perform a wide range of
intelligent functions.

For now, the Army scientists are con-
centrated on two key areas: protection
and decontamination.

switching options.

* Installing occupancy controlled smart electrical

PROTECTION

Peterson and DeCoste are working
with a zirconium-based MOF, known
as the UiO series, to take advantage of its
broader filtration properties. They include
removal of ammonia, cyanogen, chloride,
blister agents and nerve agents. Their goal
is to grow them on fibers that can trans-
form a uniform, a tent or even a head scarf
into personal protective equipment. This
is a potential game-changer in the nation’s
efforts to establish stability in volatile
Middle East countries that have suffered
CWA attacks, such as Syria and Iraq.

Peterson and DeCoste are also working
on a new MOEF, known as NU-1000, cre-
ated by their research partners at North-
western. NU-100 doesn't just trap the
CWA molecules but breaks their bonds

on contact. With the addition of water to
flush the MOFs out, these MOF's do not
get saturated and can keep on working.
Because of that, this new MOF neutral-
izes agent eighty times faster than other
MOFs created thus far.

In addition, NU-1000 remains stable
for years at both extremely high and
extremely low temperatures, and is able to
take the water needed to conduct CWA
neutralization out of the atmosphere.
These qualities make it much more effec-
tive when used in protective mask filters,
building filters, and as a decontamination
material.

DECONTAMINATION

As Peterson and DeCoste and their
research collaborators gain more knowl-
edge of MOFs through their protection
research, applications to decontamina-
tion starting becoming apparent. They
saw that the MOFs they were working
with actually decompose entire classes of
chemical warfare agent or toxic industrial
compounds on contact and in bulk, espe-
cially in the presence of moisture. But to
fully exploit this characteristic, they have
to find the MOF sweet spot.

“We are working with our partners to
design a MOF with both the best pore
structure for agents to enter, and the most
reaction sites where the decomposition
occurs. This is hard because while big
pores take in large molecules, they also
place the reactive sites farther apart. We're
working on getting the right balance,”
Peterson said.

Ultimately, Peterson and DeCoste hope
to develop a decontamination powder that
can be used to neutralize CWAs found in

the field, and even a MOF aerosol.

Minuteman Il

'The Picatinny Energy Office continues its drive
towards energy efficiency and retaining its posi-
tion as one of the leading installations in the Army
Energy Program. The following is an update:

We can now answer the question, “Where is our
solar energy project, When will it come?”

WEe finally have our first solar photovoltaic proj-
ect under construction in an area called “The Old
Burning Grounds.” This ground mounted system
will generate about 500 KW of electric power
and completion is expected in the fall. The Old
Burning Grounds was selected because this was a
productive way to use a recently environmentally
remediated space that due to its nature could be
used for little else.

Next, we have competed for and won special
Army energy funding for a number of projects
and technologies and will be implementing them
this year. They include:

* Replacing inefficient lighting with new high
efficiency LEDs, Light Emitting Diode, lamps.

* Installing technology solutions to improve
control over the use of lighting. For example this
includes occupancy sensors to turn off lighting
when an area or office is unoccupied. Also there
will be changes to lighting circuits to provide more

power strips. We will replace many of the standard
power strips currently in use in offices and cubicles
with smart power strips. These will contain outlets
some of which will be switched by an occupancy
sensor and some that are continuously on. For
example, plug your PC into the always on outlet but
plug your monitor, speakers, energy vampires and
other devices into the occupancy controlled out-
lets. 'The power strips on/off timing does have the
capability to be adjusted to your particular needs.

* Improving the energy efficiency of hot water
heaters by replacing old inefficient water heaters
with new and for others still usable, we will install
insulating “blankets” to improve efficiency.

* Upgrades to heating and cooling systems in
a number of buildings. For example we have just
replaced an old inefficient chiller in Building 65
with a new unit.

In addition, we need to continue our Energy
Awareness focus, encouraging personnel to reduce
energy consumption on post.

Because although energy efficiency is generally
seen as a “technology thing,” such as high efficiency
lamps and equipment, human efforts to reduce
waste and turn things off can bring in as much
savings as the efficient equipment can.

Lzmousme and Car Service

Transportatlon to
all Major Airports

JFK, LaGuardia,
Newark, Teterboro,

Vehicles in our Fleet: 6, 8, 10 Passenger Stretches

14 Passenger Ford Excursion SUV * 15 Passenger Van ® Party Bus
All current vehicles will be upgraded to newer models

Our Drivers & Our Vehicles are Registered

to Service Picatinny Arsenal
COMPUTERIZED DISPATCHING

Account information kept on file, emailed confirmations and/or
receipts, previous reservations looked up and Online reservations

Weddings ¢ Proms ¢ Nights on the Town
Trips to NYC ¢ Theaters ¢ Sporting Events
Long Distance Trips AND MORE

www.mm2limo.com

973-252-7662 | Toll Free 888-767-7662

Fully Insured All Major Credit Cards Accepted
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Joint Improvised-Threat Defeat Agency established, new mission set

JIDA News Service

The Department of Defense approved
a new mission for the Joint Improvised
Explosive Device Defeat Organization
(JIEDDO), renaming the Department’s
newest defense agency as the Joint Impro-
vised-Threat Defeat Agency (JIDA).

“Opver the past year we have made great
strides across the department to ensure
the capabilities JIEDDO brought to
the table will endure through JIDA and
complementary to missions where our
business model ought to be applied,” said
Lt. Gen.John D.Johnson, JIDA’s director.

SEAMLESS TRANSITION

“While we have changed our name
and expanded our mission, the transi-
tion should be seamless to the warfighters
we support daily. We are in the business
of helping warfighters adapt.”

As chartered by the Secretary of
Defense, JIDA shall enable Department
of Defense actions to counter improvised
threats with tactical responsiveness and
anticipatory acquisition in support of
combatant commanders’efforts to prepare

for, and adapt to, battlefield surprise in
support of counter-terrorism, counter-
insurgency, and other related mission
areas including counter-improvised
explosive device.

Reflecting that mission statement, the
new name recognizes the need to sustain
efforts to enable the defeat of improvised
threats globally, and to further enable U.S.
forces’ preparation to counter such threats
when they arise.

The name preserves JIEDDO’s warf-
ighter-recognized brand, sustains its
purpose to rapidly provide capabilities

‘The new name recognizes the need to sustain efforts to
enable the defeat of improvised threats globally, and to
further enable U.S. forces’ preparation to counter such

threats when they arise.

to a joint force, and informs a proactive,
threat-defeat approach.

Embedded at the tactical edge, JIDA
assists joint force commanders by helping
identify and understand their improvised-
threat risks and vulnerabilities.

It enables rapid and early understand-
ing of capability gaps, timely validation of
requirements, and investments in coun-
ter-threat technologies and non-material
solutions for the combatant command
within its latest time of need.

JIDA illuminates threat networks’
use of improvised weapons to enhance
joint force commanders’ force protection,
maneuverability, tactical responsiveness,
operational planning.

This support enables DoD and opera-
tional commanders to take actions against

those networks, leveraging capabilities,
authorities, resources, and access from
wide communities of action both inside
and outside the Department of Defense,
including the U.S. government, industry,
academia, and international partners.

In March, DoD announced JIED-
DO’s transition from a DoD activity to
a defense agency under the direction and
control of the Under Secretary of Defense
for Acquisition, Technology and Logistics
USD (AT&L). Thus, JIDA joined a select
group of defense agencies designated as
combat support agencies.

The alignment aims to preserve joint
capabilities while leveraging USD
(AT&L)’s roles as the Defense Acquisi-
tion Executive and the chairman of the
Warfighter Senior Integration Group.

d

Outgoing Product Manager Gwded Precision Munitions and Mortar Systems (GP-M2S), Lt. Col. William
McDonough; Project Manager Combat Ammunition Systems, Col. Willie Coleman; and incoming Prod-
uct Manager GP-M2S, Lt. Col. Anthony Gibbs, salute during the Product Manager GP-M2S Change of
Management Ceremony July 8. The Product Manager GP-M2S is the life-cycle manager responsible for
guided munition improvements for cannon-launched weapons, mortar weapons and mortar fire-control

systems.

McDonough became the Product Manager GP-M2S in 2012. During the last three years, the program
achieved many milestones including fielding the Precision Guidance Kit to troops, equipping the first
unit with the new lightweight 81 mm Battalion Mortar System and delivering more than 1,350 mortar

systems to U.S. allies.

lNlﬂl'AN aroma

222 Route 46 * Rockaway, NJ 07866
Located in the Walgreens Shopping Center

D13-856-

www.indianaromanj.com
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Picatinny resident finalist for
' Miss New Jersey Teen pageant

Picatinny Arsenal Public Affairs

Picatinny Arsenal resident Kendra Burden, 16, is a finalist in the
National American Miss New Jersey pageant to be held Aug. 17,
2015 at the Hyatt Regency Hotel in New Brunswick, New Jersey.

Burden is the daughter of the Picatinny Arsenal Commanding
General, Brig. Gen. Patrick W. Burden, and Dr. Veorah Burden.

The National American Miss Pageant System holds pageants for
girls ages 4 to 18 in five different age groups. Contestants compete
in four overall categories including formal wear modeling, personal
introduction, interview and community service project.

Burden is competing in the 16 to 18 age group. Her activities
include track, technology, fashion and math.

The Miss New Jersey Teen winner advances to the national pag-
eant at Disneyland in California, and receives prizes that include a



Army News Service

SAN ANTONIO -- Mind-
fulness-based meditation and
the military are generally two
things that one would not asso-
ciate with one another.

But on Fort Sam Houston,
Texas, Dr. Valerie Rice, chief of
the U.S. Army Research Labo-
ratory’s Human Research and
Engineering Directorate Army
Medical Department Field Ele-
ment in San Antonio, has partic-
ipated in the Army Study Pro-
gram since 2012. She has led a
study entitled “Evaluating Next
Generation Resiliency Train-
ing using the Virtual World of
Second Life” for the last four
years.

This study, along with her

two related 2015 studies “For-
tifying and Amplifying Resil-
iency Training” and “Expedi-
tious Resiliency: Examining a
5-day Intensive Mindfulness
Training,” which were recently
funded, have allowed Rice and
her team to work with active-
duty military and veterans to
examine the potential benefits
of mindfulness-based stress

Army Study Program since 2012.

reduction for conditions such as
post traumatic stress disorder,
also known as PTSD, depres-
sion, chronic pain, and anxiety
among others.

Looking Back ... At Plcatlnny

BY PATRICK J. OWENS, ARDEC HISTORIAN

Today, Building 31 is home to the Armament Software Engineer-
ing Center. In earlier times, its inhabitants worked with tools much
heavier than software ones in use today. These photos from July
1945, 70 years ago, show the people and machinery of the Service
Grinding Unit of the Metal Components Department’s Tool and
Fixture Section.

These photos celebrated the correction of overcrowding for the
unit’s 85 employees as other activities moved out of this wing of 31.
'The unit gained 625 square feet, but the people had to share some
of it with added machinery and a new tool crib.

Mindfulness-based meditation and the military are generally two
things that one would not associate with one another. But on Fort
Sam Houston, Texas, Valerie Rice, chief, U.S. Army Research Labora-
tory’s Human Research and Engineering Directorate Army Medical
Department Field Element in San Antonio, has participated in the

The practice of “mindfulness,
or being in the moment,” uses
age-old meditation practices,
offering practitioners an outlet
for stress relief, Rice said.

Members of Rice’s research
team are not only educated on
the topics the study proposes to
address, but each member must
participate in both the online
and in-person portions of the
study as a prerequisite to join-
ing the research team. This gives
each member a unique under-
standing and perspective of
the study and of the issues and

3889793 ©ONJMG
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Mindfulness-based stress reductlon finds a place in the military

methods that participants are
hoping to address.

Additionally, it builds a trust
and camaraderie between par-
ticipants and the research team,
which is important in a situa-
tion, where individuals may be
revealing their deepest thoughts
and fears.

Members of the Army Study
Program Management Office, or
ASPMO, team were invited to
participate in an online mindful-
ness mediation session to gain an
understanding of the experience.
The virtual world, Second Life,
is a 3-D computer environment,
where avatars represent the indi-
viduals, who are participating.

In the virtual world partici-
pants are able to design the
avatars to represent themselves,
and even have the option to
disguise the sound of their
voice to the other participants.
The virtual world includes not
only the lodge, where partici-
pants meet, practice meditation,
and have open discussions; but
walking trails, horse stables,
and other relaxing activities for
participants.

“The virtual world reduces the
anxiety that comes from going
into a behavioral health center
by offering anonymity,” Rice
said. “There is still a stigma we
have to confront that asking for
help is a sign of weakness.”

A group of previous study
participants came out to the
Stillwell House on Fort Sam
Houston to greet the team

ALL CATERING
& SUPER SUBS

OPEN 7 DAYS:
Monday-Saturday 8am-8 pm
Sunday 8am- 6pm

Wharton Farm Market 973-328-0515

350 North Main St.  Wharton, NJ

(Next to Rite Aid, Ming Buffet & Wharton Post Office)
Ledgewood Farm Market 973-598-8400

1013 Route 46 ¢ Ledgewood, NJ
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1
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from ASPMO and to discuss
their experience and outcomes
pertaining to the study. It was
made clear during the discus-
sion that the group environment
- whether in-person or through
the virtual world - is greatly ben-
eficial and builds a supportive
network for those participating.

Feedback regarding the study
has been very positive, as each
participant not only shared the
positive results of the mindful-
ness meditation itself, but also
the benefits for a wide range of
conditions experienced within
the group including PTSD,
chronic pain, and anger manage-
ment. Participants also experi-
enced some positive unexpected
benefits.

Researchers and participants
were surprised to experience not
only the first-hand benefits of
the mindfulness meditation, but
the secondary benefits experi-
enced by some including weight
loss, improved sleep, lower blood
pressure, reduced anger, and
increased calmness.

The ages, backgrounds, and
ailments of participants varied
greatly. The participants are
active-duty military and mili-
tary veterans, and range in age
from 22-75 years.

Regardless of the demograph-
ics, the participants overwhelm-
ingly agreed on the benefits of
the group setting and of the
mindfulness meditation to the
admitted surprise of those who
were formerly skeptical.

Farm Market
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OPM announces steps to protect workers from cyber threats

BY OFFICE OF PERSONNEL
MANAGEMENT PRESS RELEASE

Army News Service
WASHINGTON, D.C.--'The U.S. Office of Personnel
Management, or OPM, has announced the results of the
interagency forensics investigation into a recent cyber
incident involving federal background investigation
data and the steps it is taking to protect those impacted.
‘Throughout this investigation, OPM has been com-
mitted to providing information in a timely, transparent
and accurate manner. As information has become avail-
able and verifiable, the agency has updated Congress,
the inspector general, federal employee representatives,
and - most importantly - those that are affected. This
announcement is the latest in this series of updates, and
OPM will continue to provide additional information
going forward.

BACKGROUND ON THE INTRUSION

Since the end of 2013, OPM has undertaken an
aggressive effort to upgrade the agency’s cybersecu-
rity posture, adding numerous tools and capabilities to
its various legacy networks. As a direct result of these
steps, OPM was able to identify two separate but related
cybersecurity incidents on its systems.

OPM announced the results of the interagency foren-
sic investigation into the second incident. As previ-
ously announced, in late-May 2015, as a result of ongo-
ing efforts to secure its systems, OPM discovered an
incident affecting background investigation records of
current, former and prospective federal employees and
contractors.

Following the conclusion of the forensics investiga-
tion, OPM has determined that the types of information
in these records include identification details such as
social security numbers; residency and educational his-
tory; employment history; information about immediate
family and other personal and business acquaintances;
health, criminal and financial history; and other details.

Some records also include findings from interviews
conducted by background investigators and fingerprints.
Usernames and passwords, which background inves-
tigation applicants used to fill out their background
investigation forms, were also stolen.

While background investigation records do contain
some information regarding mental health and finan-
cial history provided by those that have applied for a
security clearance and by individuals contacted during
the background investigation, there is no evidence that
separate systems that store information regarding the
health, financial, payroll and retirement records of federal
personnel were impacted by this incident (for example,
annuity rolls, retirement records, USA JOBS, Employee
Express).

'This incident is separate but related to a previous inci-
dent, discovered in April 2015, affecting personnel data
for current and former federal employees. OPM and its
interagency partners concluded with a high degree of
confidence that personnel data for 4.2 million individuals
had been stolen. This number has not changed since it
was announced by OPM in early June, and OPM has
worked to notify all of these individuals and ensure that
they are provided with the appropriate support and tools
to protect their personal information.

ANALYSIS OF INVESTIGATION

The team has now concluded with high confidence
that sensitive information, including the social security
numbers of 21.5 million individuals, was stolen from the
background investigation databases. This includes 19.7
million individuals that applied for a background inves-
tigation, and 1.8 million non-applicants, predominantly
spouses or co-habitants of applicants. As noted, some

The U.S. Office of Personnel Management, or OPM, iden-
tified a cybersecurity incident potentially affecting per-
sonnel data for current and former federal employees.
OPM announced the results July 13 of the interagency
forensics investigation into the recent cyber incident
and the steps it is taking to protect those affected.

records also include findings from interviews conducted
by background investigators and approximately 1.1 mil-
lion include fingerprints.

There is no information at this time to suggest any
misuse or further dissemination of the information that
was stolen from OPM’s systems.

If an individual underwent a background investiga-
tion through OPM in 2000 or afterwards (which occurs
through the submission of forms SF 86, SF 85, or SF
85P for a new investigation or periodic reinvestigation),
it is highly likely that the individual is impacted by this
cyber breach.

If an individual underwent a background investiga-
tion before 2000, that individual still may be impacted,
but it is less likely.

ASSISTANCE FOR INDIVIDUALS

OPM is also announcing the steps it is taking to
protect those impacted:

1. Providing a comprehensive suite of monitoring
and protection services for background investigation
applicants and non-applicants, whose Social Security
numbers, and in many cases other sensitive informa-
tion, were stolen.

For the 21.5 million background investigation appli-
cants, spouses or co-habitants with Social Security Num-
bers and other sensitive information that was stolen from
OPM databases, OPM and the Department of Defense
will work with a private-sector firm specializing in credit
and identity theft monitoring to provide services such as:

* Full service identity restoration support and victim
recovery assistance

* Identity theft insurance

* Identity monitoring for minor children

* Continuous credit monitoring

* Fraud monitoring services beyond credit files

'The protections in this suite of services are tailored to
address potential risks created by this particular incident,
and will be provided for a period of at least three years,
at no charge. In the coming weeks, OPM will begin to
send notification packages to these individuals, which
will provide details on the incident and information on
how to access these services.

OPM will also provide educational materials and guid-
ance to help them prevent identity theft, better secure
their personal and work-related data, and become more
generally informed about cyber threats and other risks
presented by malicious actors.

2. Helping other individuals, who had other informa-
tion included on background investigation forms:

Beyond background investigation applicants and
their spouses or co-habitants described above, there
are other individuals, whose name, address, date of birth,
or other similar information may have been listed on a
background investigation form, but whose Social Secu-
rity numbers are not included. These individuals could
include immediate family members or other close con-
tacts of the applicant.

In many cases, the information about these individuals
is the same as information generally available in public
forums, such as online directories or social media, and
therefore the compromise of this information generally
does not present the same level of risk of identity theft
or other issues.

'The notification package, which will be sent to back-
ground investigation applicants, will include detailed
information that the applicant can provide to individuals
he or she may have listed on a background investigation
form.This information will explain the types of data that
may have been included on the form, best practices they
can exercise to protect themselves, and the resources
publicly available to address questions or concerns.

3. Establishing an online cybersecurity incident
resource center:

OPM launched a new, online incident resource center
to offer information regarding the OPM incidents as
well as direct individuals to materials, training, and useful
information on best practices to secure data, protect
against identity theft, and stay safe online. This resource
site will be regularly updated with the most recent infor-
mation about both the personnel records and background
investigation incidents, responses to frequently asked
questions, and tools that can help guard against emerg-
ing cyber threats.

4. Establishing a call center to respond to questions:

In the coming weeks, a call center will be opened
to respond to questions and provide more informa-
tion. Individuals will not be able to receive personalized
information until notifications begin and the call center
is opened. OPM recognizes that it is important to be
able to provide individual assistance to those that reach
out with questions, and will work with its partners to
establish this call center as quickly as possible.

5. Protecting all federal employees:

In the coming months, the administration will work
with federal employee representatives and other stake-
holders to develop a proposal for the types of credit and
identity theft monitoring services that should be pro-
vided to all federal employees in the future - regardless
of whether they have been affected by this incident - to
ensure their personal information is always protected.

STRENGTHEN OPM CYBERSECURITY

OPM continues to take aggressive action to strengthen
its broader cyber defenses and information technology
(IT) systems, in partnership with experts from DOD,
the Department of Homeland Security, the FBI, and its
other interagency partners.

As outlined in its recent Cybersecurity Action Report,
in June, OPM identified 15 new steps to improve secu-
rity, leverage outside expertise, modernize its systems,.
and ensure internal accountability in its cyber practices

This includes completing deployment of two-factor
strong authentication for all users, expanding continu-
ous monitoring of its systems, and hiring a new cyber-
security advisor.

OPM’s director has initiated a comprehensive review
of the architectural design of OPM’s IT systems, to
identify and immediately mitigate any other vulner-
abilities that may exist, and assess OPM’s data sharing
and use policies.

That review is ongoing.
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All Repairs Bth Bsmt

Kits, Decks, Add’'ns Lic #13VH02328000
Call Louie 973-927-9523 / 973-479-0377

MOTHER & DAUGHTER

Will Clean Home/Ofc/Apt.Tile & hard
floor Special cleaning. Anna,201-556-8303

HOME: Clean Up & Hauling

g
Zcek ¢ Cloanouts
NJ’s CHEAPEST JUNK REMOVAL
& DUMPSTER SERVICE

10% OFF w/ad - Same Day Srvc - 973-340-7454

IT’S TIME!

To get rid of your
unwanted furniture
and household items.

We clean out and haul

away anything from

your attic, basement,
garage, etc.

Call Chichelo at
973-228-7928
or 973-325-2713

J. Hill Construction

Renovations, Additions, Baths, Basements,
Kitchens, Doors, Windows, Molding.
Owner operator, turn key. References available.

25+ Yrs Exp. Lic/Ins. #13VH00209000
Call 973-335-5725 or 201-213-1399

SK ELECTRICAL
NO JOB TOO SMALL
WE TAKE PRIDE IN OUR WORK
LIC# 7074A

973-989-1119

Firewood-Seasoned

Buy now/low price/dry wd 973.383.7999

Gutters
Cleaned & Flushed
Repairs & Installation ¢ Screening
Tree Trimming & Removal
Bill's Gutter Service
973-226-2840

Brett’s Local Gutter Cleaning
Powerwash,Screen’g,Repairs. 973.663.9114

TOM D’S HANDYMAN SERVICE

Maintenance ¢ Repair
Building « Remodeling
No Job Too Small or Big! - 25 Years Exp.

913-632-6411

Lic# 13VH06689700

Gerald Handyman
Kitchen & Bath Renovations, Window &
Door replacements, carpentry, hardwd
floors, painting, plumbing. 201-407-4652

HANDYMAN: DECKS

crpntry, pwr wash, repair wndws & drs.
Ref’s. Free Est. Reas rates! 973-570-3632

ARNCO ELECTRIC

RESID/COMM. AFFORDABLE RATES
GENERAC DEALER

973-784-3720
Need new wheels?

NorthJersey.com

HANDYMAN RICK

Carpentr?/, painting, repairs. No job too
small. Fully Insured. 35 yrs experience.
Lic 13VH00777100. 973-610-6585

HOME: Home Improvements

JOHN’S HOME IMPROVEMENT & REPAIRS
Carpentry, Painting & Power Washing
30 Yrs Exp. Free Est. 862-251-2844

A.G. YATES

ADDITIONS ALTERATIONS ALL REPAIRS
Decks, Windows, Basements, Doors
Kitchens, Baths, Roofs, Closets
* GARY YATES ENGLISH TRADESMAN %
Custom Carpentry Over 30 Years
Free Ests/Fully Ins Lic #13VH00817200
Call 973-263-8270

KITCHENS & BATHS
TOTAL RENOVATIONS & REPAIRS BY
TURANO HOME IMPROVEMENTS
Tile, Paint, Drywall, Floors, Additions,
Wndw/Drs Free Est Ins/Lic  973-879-2945

HOME: Landscape

BANTA LANDSCAPING

Brick Pavers ® Roc

Jalls ® Top Soil
Lawn Maint Synthetic Putting G
¢ Plantings
af gn & Construction
FULLY INSURED - ESTIMATES AVAILABLE

973-316-9575
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Markovski Landscaping & Tree Srve
Property Maintenance

Landscape Design ¢ All Tree Services
Brick Pavers & Retaining Walls

#13VH00240300 9 73'62 7'4 1 6 1

BEDNAR
LANDSCAPE
SERVICES

e Complete Property Maintenance
e Landscape Design '
e Brick Pavers
¢ Retaining Walls

¢ Drainage, Etc.
LIC#13VH03084900

973-299-1356
GARDEN STATE

COMPLETE LANDSCAPING SERVICES
MAINTENANCE DESIGN _ CLEANUPS
Lic# 13VH0414300 * 973-227-6464
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MIKE’S SERVICES

Int/Ext. Painting, deck, house & more.
Lanscaping Cleaning- hedge trimming.
Free Est. 15 yrs exp. Mike 201-744-9890

HOME: Masonry
REALMONTE MASONRY LLC

New masonry & repairs. Family run over
50 years.Lic 13VH008282200. 973.818.0465

TURANO MASONRY

QUALITY~AFFORDABLE Steps, sidewalks,
brick & block, patios, concrete, chimney,
fireplace, interlocking. Free ests, 30 yrs
exp, ins'd. Large/small jobs 973-879-2945

HOME: Paint & Paper

ALPINE PAINTING & MAINT. INC.
FREE SMILES & ESTIMATES!
Int/Ext. ¢ Wallpaper Removal
Spackling * Handyman Services
Power Washing & Decks Stained

973-627-4817

FULLY INSURED _ LIC# 13VH05920200

P o

Mark’s Painting

INTERIOR » EXTERIOR
PAINTING » STAINING

Powerwashing * Wallpaper & Removal
Deck Staining * Sheet Rocking
Carpentry Work
Fully Insured ¢ Lic. # 13VH05538400

Free Est.- 201-314-8955

Denny Wiedman Painting & Decks
3rd Generation e Lic#13VHO05142800
Serving Morris County for 30 Years
Interior-Exterior/ Powerwashing
~q FULLY INSURED - FREE ESTIMATES ¢

973-627-1509 * 973-903-9439

Interior/ Exterior Painting o Powerwashing

Decks Refinished « Aluminum Restoration
Carpentry & Repairs « Sheetrock & Spackling
Custom & Crown Mouldings o Ceramic Tile

HOME: Plumbing

THOMAS BIONDI JR.
Plumbing & Heating

Small Repair Specialist

* SUMP PUMPS « DRAIN CLEANING

* GAS HEAT * FIXTURE REPAIR
* HOT WATER & REPLACEMENT
& STEAM » WATER HEATERS

EMERGENCY SERVICE
NJ Master Lic’d Plumber #7399

== Rockaway/Fairfield .
© 973-361-2192

Matt Barron

“Your Local Professional”
ALL PHASES PLUMBING/HEATING

973-331-9236

3 Generations - Since 1927
Free Est. NJ Lic#8326

R.J. Bell Plumbing & Heating
Bathroom Renovations & Tile
Air Conditioning Serv. + Installation
Oil Tank Removal + Installation
COMPETITIVE RATES
Fully Insured e Free Estimates
30 years Exp. 973-584-4436 N Lic #9348

Royal Flush Plumb’

RELIABLE « ALWAYS AN ANSWERED CA
Lic #10652 % 24/7 Service * 973-835-6924

PROF: Business

Rick’s A1 MowER
SERVICE & REPAIRS
Lawnmower & Tractor Service
REPAIRS TO MOST MAKES & MODELS

— SPECIALIZING IN SNAPPER & TORO
\\&% Over 35 years exp - Since 1971
Ul »\7\5)@ FREE PICKUP & DELIVERY
[=C 973-271.0650

MarketPlace NorthJersey.com

Low mileage?
Mint condition?

WE'VE GOT AN AD FOR THAT.

Sell your car in
The Record Marketplace.

Call 1-877-517-3343
to place your ad today.

NorthJersey.com

CLICK ON MARKETPLACE
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A credit union is owned by its members, not shareholders.

Profits are given back to members by offering low loan rates,

free products and convenient services.

Picatinny Federal Credit Union.
[/

Don’t Just Bank. Belong.

Banking Anytime, anywhere with online banking and mobile apps

savings and discounts on loans

£

Exclusive Offer

For
New Members

Just Open a Checking Account
With Direct Deposit! *

*

150

Cash Reward

picatinny

*federal credit union

Promo Code: VOICE$150

www.PicaCreditUnion.com

The Credit Union Difference plcatmny
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*federal credit union

Enjoy the Convenience and Benefits of a Credit Union Relationship

% FREE access to more than 55,000 ATMs worldwide through the Allpoint Network

*
% Great rates on loans and FREE checking with no minimum balance requirement
*

Auto Enrollment into Picatinny %M@ Rewards including bonus rates on

Daily Record

g est

ORRIS COUNTYES

READERS CHOICE CONTEST 2014

Voted the best
financial institution in
Morris County

Federally insured by NCUA.*To qualify for the $150 Cash Reward, you must open a new Checking Account and initiate a repeating Direct Deposit of full pay, social security or pension
funds into the account. First Direct Deposit must be initiated within 60 days of account opening. New member must open a Savings Account with a minimum deposit of $5 to qualify for
this offer. The $150 Cash Reward will be deposited into the Savings Account upon receipt of initial Direct Deposit payment. Checking Account must remain open for 6 months. Offer subject
to approval by Credit Union. Cash Reward is considered interest and will be reported on IRS form 1099-INT. Contact the Credit Union for complete details.

973.361.5225 ROCKAWAY | DENVILLE | MT. OLIVE | PICATINNY ARSENAL
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