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1.0 Introduction:
During the start of the 21st century, wireless technologies have advanced far beyond electronic appointment books.  New Personal Digital Assistants (PDAs), Smart Phones, and other wireless devices allow web browsing, email access, and thousands of different applications to be run in the palm of your hand.  These technologies are giving the military appealing new options.  Wireless networks require less equipment and man-hours to setup.  Troops can be in business in a fraction of the time using these new technologies.  

Along with the many advantages of wireless technologies, come various new security threats that the Department of Defense needs to be concerned about.  These technologies will only be beneficial if they are properly secured.  As PDAs and other devices increase in efficiency, portability, and capability, the popularity of these devices increase.  The increase distribution makes them target to malicious attacks.  Malicious code aimed at Palm PDAs first propagated last year.  These attacks posed a very low threat, much like the threat of the first viruses aimed at desktop computers.  Given time, one can expect these viruses to grow in complexity the same way PC viruses did.  Nobody could have predicted the Melissa or Love Letter viruses in 1990.  

2.0 Scope:

The purpose of this paper is to assess the vulnerabilities of wireless devices and report the countermeasures that need to be taken to provide complete protection against malicious code.  This report will focus on PDAs, and more specifically the Palm operating system since it is the most widely used and has the most known vulnerabilities.  Other PDA operating systems, such as Windows CE and EPOC, and web-enabled phones will also be discussed.  

This evaluation includes malicious code threats, operating system vulnerabilities, and countermeasures to these problems.  Detailed instructions on installing wireless Anti-Virus software from the DOD supported vendors, McAfee and Symantec, will be given.  Also in this report are best practices on configuring these products and the operating system itself, to better defend against malicious code.

3.0 Threat Assessment:

PDA technology has gone far beyond the filofax that held people’s names and numbers.  A new microprocessor developed by Intel for wireless devices will reach clock speed close to 400 MHz.  Evolutions of these systems are paralleling personal computers, thus malicious code directed at these devices will also parallel current malicious code.  The ability to perform malicious actions to these machines is already in place, users will have to be aware of this and take precautions before they are hit. 

· Trojans:  It is possible to create executable programs and perform malicious actions unknown to the user; therefore it is possible to have a Trojan on a PDA.  There have been two examples of this already, Palm.Liberty and Palm.Vapor.  Both posed a very small risk, however future Trojans will have the capability of sending out sensitive information via a wireless network. 

· Viruses:  On any PDA it is possible to find and write to other files, thus there is the possibility of a PDA virus.  Palm.Phage was the first virus of this kind.  It was small in comparison to modern computer viruses, but as the popularity of these devices increases, so will the risk of a widespread outbreak.

· Worms:  It is possible for a PDA to connect to other devices via a network and copy itself over that network; therefore it is possible to have a worm.  There have been no reports of a PDA worm yet, however the possibility is there and in time somebody is bound to exploit this vulnerability.

· Denial of Service attacks:  Similar to PDAs, mobile phones have already been a target to attack.  In Japan, web-enabled phones were used to perform a DOS on Tokyo’s emergency response phone system using SMS (short message system).  PC sent a SMS to thousands of mobile phones telling the recipients to visit a certain web page.  When they did, a script executed, telling the phone to call Tokyo’s equivalent to 911, effectively shutting down the emergency system. 

4.0 Vulnerability Report:

PDAs are known in the computer security world as being susceptible to attack.  There are numerous known vulnerabilities concerning PDAs, with more being discovered all the time.  These vulnerabilities include malicious code, which can be transmitted through synchronization, infrared beaming, and network access, and several issues that allow access to private information by unauthorized users.  

4.1 Synchronization Risks:

Synchronization is the most common means of exchanging data using a PDA.  It is the process of coordinating the data on your PDA with the data on a desktop computer.  During Synchronization, the information stored on the PDA is backed up on the desktop computer.  The PC installs new applications and coordinates common data with the PDA, such as the appointment book and memos.


All PDA operating systems looked at by the DOD, including Palm OS, Windows CE, and EPOC, use synchronization to coordinate and backup data.  As with any exchange of information, there is the possibility of retrieving data that was not requested or authorized. 

· Malicious Code threats:

Thousands of PDA applications can be downloaded off of the Internet by a PC and then installed using a synchronization tool.  If an application is not downloaded from a reputable website, it is possible for that application to do other than what it says.  This was the case with the Palm Liberty Trojan, which posed as a fix to an original program but actually deleted applications.  

Synchronization can also be a means of infecting a PC with malicious code.  A user can download hostile data from one machine then upload it to a second PC through another synchronization.  To protect a network from a malicious program entering this way, network PDAs should not be synchronized with any computer outside of the network.  

Antivirus software will protect against these threats from malicious code.  The software should be installed on both the desktop computer and the PDA.  Also, if the desktop scan is not set to scan all file types, then *.prc should be added to the scan list.

· Palm HotSync manager vulnerability:

The default setting for the Palm HotSync manager is to always be available.  This allows a Palm device to synchronize with the desktop even when a password screensaver is being used.  An unauthorized person could upload malicious data and steal confidential information by taking advantage of this vulnerability.  To protect against this, the user needs to change the default setting to available only when the Palm Desktop is open.  Detailed instructions on how to do this are given in the countermeasures section. 

4.2 Infrared Risks:

Most PDAs, and some other devices such as printers and laptops, use Infrared technology to communicate with other devices within a close proximity.  The infrared signal generally has a range of 4 to 36 inches.  Once beaming is requested, the PDA searches for another device in this range to send information to.  Once a second device is found the information is sent and an accept dialog is shown on the receiving device.  This technology poses a threat to PDA users since the files sent could perform malicious actions such as stealing private information or deleting applications.

· Wireless-Aware Infectors:

Sending information from one PDA to another using infrared beaming requires no knowledge about the receiving PDA.  The sending PDA only needs to be able to locate the receiving device.  This produces a weakness in the system’s security.  A program can deactivate the beaming notification, then attempt to send itself out repeatedly, unknowing to the user.  In a crowded area where PDA use is high, such as an airport or metro stop, a transfer could be made every few minutes, spreading a virus through an area rapidly.  

The only default protection a user has against being infected by malicious code via IR beaming is the accept dialog that appears after the file is transferred.  Not expecting any files a user can simply deny the transfer.  However, many PDA users are not familiar with the IR capabilities.  A virus writer could use the same techniques as they do to entice people to open email attachments.  When an average user sees a notification box pop up that says, “Accept the program ‘security update’?”  This person is likely to accept it.

Malicious code can easily spread through IR transfers on a Palm device because the default setting is to enable beaming.  Under preferences, this feature can be disabled, and should be when a user is not using the IR port.  Updated virus protection residing on the PDA will also protect against malicious code being transferred.   

4.3 Network Access Risks:

Possibly the most serious security threats come from network access.  Malicious code that is transferred via email, web browsing, or file sharing, is not confined to a certain region.  Infrared Beaming requires another PDA to pass within a few feet to become infected.  Making it difficult for the virus to spread through more than one area quickly.  A PDA is typically only synchronized with a few computers all within the same organization.  This would make it very difficult for one organization to infect another.  Wireless network access will allow PDA viruses to spread much more rapidly, similar to current day computer viruses.

· Malicious code spread through email:

Currently, many PDAs are not capable of handling file attachments.  This will change in the near future, making mass-mailing worms a threat not only to desktop computers, but also handheld devices.  It is possible that a virus similar to Melissa or Love Letter could be directed at PDAs within a couple years.

· Internet access with a PDA:

The only way PDA viruses have spread thus for is through Internet download.  In these cases, the malicious program had to be downloaded by a desktop computer and then installed onto a PC.  Web-enabled PDAs could be prompted to download one of these programs just by visiting the site.  This greatly increases the probability of systems being infected.

· Remote access to the network:

PDAs generally only access an organization’s network through synchronization.  Soon, PDA users will be accessing their network using wireless connections.  A connection could be made anywhere, at any time.  This will increase the amount of information exchanged, which will also increase the speed a virus can spread to different machines.

With current capabilities of wireless operating systems, PDAs would only be a means to spread the virus through the network.  The same virus that the desktop is infected with could not infect the PDA itself.  As operating systems such as Windows CE, which is essentially a scaled down version of Windows 2000, increase in capability, they may be capable of running the same programs as their desktop counterparts.  If this becomes the case, the risk of a cross platform virus arises. 

· Managing PDAs on a network

PDAs frequently connect to networks through a PC.  System administrators need to be able to tell when a PDA is connected to the network and what it is doing.  At this time however, there is no way for the system administrator to do this.  The only way to protect against an infected PDA uploading a virus to the network is to keep the PCs virus signatures up to date. 

If PDAs are going to become an integral part of a network, then the system administrator needs to be able to manage them.  This includes ensuring that the virus definitions are up to date and certain security best practices are being followed.  Currently, this is left up to the user of the PDA since there is no method to roll out virus definition or force the use of passwords and other security features.   

4.4 Palm OS Risks:

The Palm operating system has been noted as being susceptible to attack.  There currently exist several known vulnerabilities to this system.  Other wireless operating systems have not been exposed as being so vulnerable mainly due to the fact that Palm controls over eighty percent of the market, therefore receiving the majority of the attention.  Nonetheless, Palm’s operating system is vulnerable, so extra precautions need be taken when sensitive information is held on one of these PDAs.  A few of the known vulnerabilities and how to protect against them are given in this section.

· Security of password protected hidden files:
Palm’s operating system allows a user to hide certain files.  These files can only be seen when the user enters a password and then chooses to show private records.  The only way a person is supposed to be able to remove the system’s password is by doing a hard reset, which would delete all of the hidden files along with the password.  There is a security flaw however that allows a program to remove the password without deleting any files.  Programs, such as “nosecurity”, are capable of doing this and are available on the Internet.

Because of this vulnerability, the hide private records feature should not be used.  Instead, a password should lock the device completely.  This will prevent programs like “nosecurity” from being initiated.  Steps to lock the device using the given security features or a couple third party applications is given in the countermeasures section of this report.

· Palm Debugger program vulnerability

The Palm OS code that allows debugging of executable files actually opens a backdoor for an attacker.  The Palm Debugger program allows an attacker to perform basically any operation even when the handheld is in lockout mode.  These operations include deleting files and applications, retrieving an encrypted form of the password, and reformatting the memory card.  

The Palm Debugger vulnerability poses a great risk to anyone who holds any sensitive information on a Palm device.  Unlike nosecurity, the Palm Debugger can be activated at any time.  The best way to protect a palm from this danger is to physically secure the palm, and to encrypt data residing on the palm.

5.0 Countermeasures:

5.1 McAfee VirusScan Wireless 2.0 Installation and Configuration:

McAfee VirusScan Wireless provides anti-virus protection on the PDA itself.  It allows the user to automatically scan for viruses before and after synchronization and manually scan at any other time.  The scan compares every file to the virus signatures, the same way the PC version of VirusScan works.  VirusScan Wireless does not have any real-time protection however, allowing malicious code to enter through IR beaming or network access undetected until the next scan is performed.  VirusScan is compatible with Palm OS, Windows CE, and EPOC.  The following steps explain how to properly install and setup McAfee’s VirusScan Wireless 2.0 on a Palm device.

1. Run the Setup.exe file for VirusScan Wireless on the desktop.

2. Follow through the steps in the Setup Wizard.
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3. Choose to perform a complete installation, which ensures that all features are loaded onto the device, giving the best protection from malicious code.
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4.
Once the installation is finished it will give you the option of updating .DAT files.  Choose to configure.

5. During the next hotsync, VirusScan will be installed on the Palm.
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Click on the SyncScan icon.  Ensure that at a minimum, scan applications and application data boxes and scan at start and end of a HotSync boxes are checked.
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7.
After exiting SyncScan, click on the VirusScan icon.  Then click on settings.  Make sure the “Scan all programs and data files” box is checked. 
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McAfee VirusScan Wireless is now properly configured and will detect a Palm virus from both the Palm device and the desktop.

5.2 Symantec Antivirus 2001 for Palm OS Installation and Configuration:

Symantec Antivirus 2001 for Palm OS provides anti-virus protection on the palm device.  This product is capable of scanning after synchronization and giving real-time protection.  The real-time protection scans files and compares them to the virus signature each time the files are accessed.  This real-time protection will defend against malicious code that enters the system in any way.  This product can only be installed on the Palm OS.  To install and setup Symantec Antivirus 2001 for Palm OS perform the following steps:

1. Run the setup.exe file for Antivirus for Palm OS from the desktop.
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Step through the installation.

3. Choose to enable LiveUpdate and apply updates without interrupting to ensure you always have the latest signature files.
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 When LiveUpdate runs after installation check the “Symantec Antivirus Definitions for Palm OS” box.

5. Symantec Antivirus will be installed during the next synchronization.
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After synchronization, open AntiVirus on the Palm device.  Ensure that the Auto-Protect box is checked.
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Next, in the menu bar, click on options then preferences.
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Symantec Antivirus 2001 for Palm OS is now ready to protect your device from the threats of malicious code.

5.3 Configuring the Palm OS:

Due to the several known vulnerabilities with the Palm OS, it is impossible to make one of these systems completely secure.  Certain best practices should be followed however to keep the information stored on one of these devices as secure as possible.  The following explains the steps required to secure the Palm OS.

1. Password protecting certain files using the hide files option provides no protection.  All Palm devices should require a password for any access.  This can be done using the security features of the Palm OS, although some third party applications provide extra protection and if available should be used instead.  Information on a password protection using the Palm OS, DataGator by Jawz, and TealLock follow.
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Palm OS:  Under the security feature, a password should be assigned.  As with any password, it should not be one that can be easily guessed.  After the password has been assigned, go to the system’s preferences.  In the top right corner change it to “Buttons”.  Then click on the “Pen” button.  Change this feature to “Turn Off & Lock”.  Now the device can be locked using the one keystroke.
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· Jawz DataGator:  This program provides more protection than the original security features of the Palm OS.  Unlike the original security feature that only locks the device when told to, DataGator requires the user to enter a password if the system has been left idle for more than 3 minutes.  DataGator also encrypts the data so if someone attempted to bypass the password all documents would be unreadable.  

· TealLock:  This is another program that is intended to upgrade the security on the Palm OS.  Similar to DataGator, TealLock provides encryption and automatic locking.  TealLock provides several different options, such as locking the device when turned off or during a certain time of day. 

2. To protect against the risks of unauthorized beaming, the beaming capability should be disabled except for when it is in use.  Beaming can be disabled by going under preferences, then changing the Beam receive option to off.
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3. To protect against the Palm HotSync vulnerability, the HotSync manager should be set to be only available when the Palm desktop is running. To do this, right click on the HotSync icon in the system tray, and then click on setup. Under the general tab, select “Available only when the Palm Desktop is running”.  Now to perform synchronization you must run Palm Desktop.
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When Palm Desktop is not running, the HotSync icon will disappear from the system tray.
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4.
Amongst the thousands of useful applications for Palms found on the Internet, there are malicious programs that if downloaded could cause damage to the device and an entire network.  Applications should only be downloaded from trusted sites to ensure the products are safe.  In addition, if the PDA is property of the DoD, all applications must be authorized before they are installed on the device. 

5.
The most important step towards protecting any wireless device is to physically secure it. Generally, in order for an individual to exploit a vulnerability, they must have physical possession of the wireless device.  A PDA should be guarded in the same way as an identification card or keys to a secure location are protected.

6.0 Checklists:

6.1 McAfee VirusScan Wireless Checklist: 

· Run the setup.exe file associated with McAfee VirusScan Wireless

· Follow through the steps of the installation wizard

· Choose to perform a complete installation of VirusScan Wireless.

· When the installation is complete, click the configure button in the bottom right corner of the window to ensure that you have the most recent virus signatures.

· Perform a synchronization to install VirusScan Wireless onto the PDA.

· On the palm device, click the SyncScan icon.  Ensure that McAfee SyncScan is set to run before and after synchronization.
· In the same screen, make sure the Scan applications box is also checked.
· On the palm device, click on the VirusScan icon.  Then click on settings.  Check the “Scan all programs and data files” box.
· Periodically update the virus signatures.  This is done on the PC by clicking on the start button, then going to programs, McAfee VirusScan Wireless, then Palm OS configuration.  When the window opens, click on update.  
· After virus signatures are updated perform a synchronization to install the updates.
6.2 Symantec Antivirus 2001 for Palm OS Checklist:

· Run the setup.exe file associated with Symantec Antivirus 2001 for Palm OS
· Follow through the steps of the installation
· During the installation, when prompted choose to enable LiveUpdate and apply updates without interrupting.
· Live update will run after the installation is complete.  Ensure that the “Symantec Antivirus 2001 for Palm OS” box is checked.  
· Click the next button to begin LiveUpdate.
· Perform synchronization with the palm to install Symantec Antivirus onto the device.
· On the Palm device, click on the Antivirus icon.  Check the Auto-Protect box in the center of the screen.
· In the same screen, open the pull down menu and click on preferences.  Check the “Scan all after HotSync when AutoProtect is enabled” box.
6.3 Palm OS Checklist: 

· If available, install and implement a third party password protection application such as DataGator or TealLock.  Follow their instructions on how to properly install and configure the program for maximum protection.
· If no third party application is available use Palm’s security feature.  Click on the security icon on the Palm.  Then click on the box next to the word Password.  Assign a password that cannot be easily guessed.
· If Palm’s security is being used, after a password has been assigned, click on the prefs icon in the main menu.  In the top right corner change it to “buttons”.   Click on the Pen button and change the option to Turn Off & Lock.  Now simple dragging the pen up the screen can lock the Palm. 
· Under preferences again, change the top right selection to “General”.  At the bottom of the screen, change the Beam Receive option to off.  Leave this option off until it is being used to transfer files.
· Never use the hide file option under security.  Only use a full locking password.
· On the desktop computer, open the Palm desktop.  Click on the Hotsync tab and then setup.  Set HotSync manager to active only when Palm Desktop is running.  This will prevent an unauthorized HotSync from being preformed.   
· Only install authorized applications onto the device.  Applications that have not been approved could contain malicious content.  
· Always keep the device physically secured.  A PDA should be protected in the same way a security badge or other sensitive information is protected.  
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