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UNCLAS ALARACT 0109/2000 SECTION 1 CF 3

SUBJECT: UNCLAS ALARACT 0109/2000, | NTERI M POLI CY AND
PROCEDURES FOR PUBLI C KEY | NFRASTRUCTURE ( PKI )

| MPLEMENTATI ON | N THE DEPARTMENT OF THE ARWY

THE DI RECTOR OF | NFORMATI ON SYSTEMs FOR COMVAND, CONTROL,
OVMUNI CATI ONS, AND COVPUTERS (DI SC4) RELEASES THE FOLLOW NG
POLI CY EFFECTI VE 06 DECEMBER 2000.

REFERENCES:

A. MEMORANDUM DOD ASD (C3I/C1IQ, DTD 12 AUGUST 2000, SUBJ:
DEPARTMENT OF DEFENSE (DOD) PUBLI C KEY | NFRASTRUCTURE ( PKI)

B. PUBLI C KEY | NFRASTRUCTURE ROADMAP FOR THE DEPARTMENT OF
DEFENSE, VERSI ON, 3.0, DTD 29 OCTOBER 1999

C. U S. DEPARTMENT OF DEFENSE X 509 CERTI FI CATE PQOLI CY,
VERSI ON 5.0, DTD 13 DECEMBER 1999.

D. PUBLI C KEY | NFRASTRUCTURE | MPLEMENTATI ON PLAN FOR THE
DEPARTMENT OF DEFENSE, VERSION 3.0, DTD 13 NOVEMBER 2000.



E. DCI D 6/3, DID 05 JUNE 1999, PROTECTI NG SENSI TI VE
COMPARTMENTED | NFORVATI ON W THI N | NFORVATI ON SYSTEMS.

F. MEMORANDUM DEPSECDEF, DTD 10 NOVEMBER 1999, SUBJ: SMART
CARD ADOPTI ON AND | MPLEMENTATI ON.

G MESSAGE, HQA SAI S ZA, DTG 101256MAY00, SuBJ: PUBLIC KEY
ENABLI NG OF PRI VATE WEB SERVERS - S: 30 JUNE 2000.

H HQDA LETTER 25-99-1, DID 15 OCTOBER 1999, SuUBJ: U.S.
ARMY ELECTRONI C COMVERCE PCLI CY.

1. PURPOSE AND SCOPE

A. TH S MESSAGE ESTABLI SHES POLI CY AND PROCEDURES FOR THE
| MPLEMENTATI ON OF PUBLI C KEY | NFRASTRUCTURE (PKI) I N THE
DEPARTMENT OF THE ARMY AND ASSI GNS ASSCOCI ATED ROLES AND
RESPONSI Bl LI TI ES TO HQDA PROPONENTS, MAJOR ARMY COMVANDS
(MACOVS), ARMY FUNCTI ONAL PROPONENTS, ARMY MATERI EL
DEVELOPERS, AND OPERATI ONS AND MAI NTENANCE { O&M) COWVVANDS.

B. FOR THE PURPOSES OF THI S MESSAGE, PKI | NCLUDES THE

| NTEGRATED DEFENSE ENROLLMENT ELI G BI LI TY REPORTI NG SYSTEM
(DEERS) AND THE REAL Tl ME AUTOVATED PERSONNEL

| DENTI FI CATI ON SYSTEM ( RAPI DS) WORKSTATI ONS; DOD

CERTI FI CATE AUTHORI TY (CA) AND ROOT AUTHORI TY; ARMY

REG STRATI ON AUTHORI TY FOR | NDI VI DUALS (RAI'); ARW

REGQ STRATI ON AUTHORI TY FOR EQUI PMENT (RAE); AND THE

VERI FI CATI ON COFFI CI ALS (VO / LOCAL REG STRATI ON

AUTHORI TI ES (LRA) PERSONNEL THAT STAFF THE DEERS/ RAPI DS
VWORKSTATI ONS.

C. PKI IS BEI NG | MPLEMENTED AS PART OF THE DEFENSE | N DEPTH
STRATEGY TO ACHI EVE | NFORVATI ON SUPERI ORI TY BY PROTECTI NG

| NFORMATI ON VI TAL TO WARFI GHTI NG AND BUSI NESS OPERATI ONS.

I N ADDI TI ON, PKI 1I'S AN ELECTRONI C BUSI NESS/ ELECTRONI C
COWMERCE ENABLER THAT PROVI DES THE NECESSARY

AUTHENTI CATI ON, CONFI DENTI ALI TY, | NTEGRITY, AND NON\-

REPUDI ATI ON NEEDED TO M GRATE BUSI NESS OPERATI ONS TO A
PAPERLESS ENVI RONVENT.

D. THI'S MESSAGE | S EFFECTI VE | MMEDI ATELY AND APPLI ES TO THE
ACTI VE DUTY ARMWY, THE ARMY NATI ONAL GUARD, THE U.S. ARWY
RESERVE, ClVIL SERVI CE EMPLOYEES, AND ELI G BLE CONTRACTORS
WHO HAVE ACCESS TO A DCD AUTOVATED | NFORVATI ON SYSTEM
(AIS). TH' S MESSACGE DOES NOT APPLY TO THE | NTELLI GENCE



COVWUNI TY (1 C) SENSI TI VE COVPARTMENTED | NFORMATI ON ( SCl)
AND | NFORVATI ON SYSTEMS OPERATED W THIN THE DOD | C THAT
FALL UNDER THE AUTHORI TY OF THE DI RECTOR OF CENTRAL

| NTELLI GENCE | AW REFERENCE ( REF) E ABOVE.

E. TH S MESSAGE DOES NOT APPLY TO USERS OR APPLI CATI ONS ON
ENCRYPTED NETWORKS OR I N THE TACTI CAL ENVI RONMENT. UNTI L
DOD POLI CY |'S PUBLI SHED FOR PKI ON ENCRYPTED NETWORKS AND
I N THE TACTI CAL ENVI RONMVENT, ARMY USER AND APPL| CATI ON
REQUI REMENTS FOR PKI ON ENCRYPTED NETWORKS AND | N THE
TACTI CAL ENVI RONVENT W LL BE HANDLED ON A CASE BY CASE
BASI S. WRI TTEN REQUESTS W LL BE SUBM TTED (| AW THE FORMAT
CONTAI NED | N PARAGRAPHS FI VE(5) A THROUGH FI VE(5) G BELOW
THROUGH COMMAND CHANNELS TO THE OFFI CE OF THE DI RECTOR OF
| NFORMATI ON' SYSTEMS FOR COVMAND, CONTROL, COMMUNI CATI ONS,
AND COMPUTERS (ODI SC4), ATTN: SAI S | AS.

F. TH' S PCOLI CY DCES NOT ASSI GN ROLES AND RESPONSI BI LI TI ES
FOR THE FOLLOWN NG COVMON ACCESS CARD (CAC)/ PKI FUNCTI ONS AS
THEY PERTAIN TO VO LRA PERSONNEL (1) RECEI VI NG AND

PROCESSI NG CERTI FI CATE REVOCATI ONS AND SUSPENSI ON REQUESTS;
AND (2) RECEI VI NG AND PROCESSI NG CERTI FI CATE RE- KEY
REQUESTS. THE ROLES AND RESPONSI BI LI TI ES RELATED TO THOSE
FUNCTI ONS W LL BE ADDRESSED AS A PART OF THE ARMY' S CAC
BUSI NESS PROCESS REENG NEERI NG ( BPR)/ FUNCTI ONAL ECONOM C
ANALYSI S (FEA) STUDY. UPON COVPLETI ON OF THE CAC BPR/ FEA
STUDY, A FUNCTI ONAL PROPONENT W LL BE | DENTI FI ED TO TAKE ON
THESE ADDI TI ONAL ROLES AND RESPONSI BI LI TI ES. I N THE EVENT
THE BPR/ FEA DECI SI ON REQUI RES OTHER CHANGES | N RCLES AND
RESPONSI Bl LI TI ES ASSI GNED HEREI'N, AN AMENDMENT TO THI S

PCLI CY WLL BE PUBLI SHED.

2. | AW REFERENCES A-H ABOVE, IT IS ARW PQOLI CY THAT:

A. ALL | MPLEMENTATI ONS OF PKI W THI N THE DEPARTMENT OF THE
ARMY SHALL USE THE STANDARD DOD PKI CLASS 3 | NFRASTRUCTURE
(ROOT AUTHORI TI ES, CERTI FI CATE AUTHORI TI ES, REG STRATI ON
AUTHORI TI ES, AND VERI FYI NG OFFI Cl ALS AND LOCAL REG STRATI ON
AUTHORI TI ES). FURTHER, | AWW TH REF F, THE EXI STI NG AND
PLANNED | NFRASTRUCTURE PROVI DED BY THE DEERS/ RAPI DS W LL
BECOVE THE DOD PKI CLASS 3 | NFRASTRUCTURE COVPONENT FOR

| SSUI NG PKI CERTI FI CATES. THE PRQIECTED DATE FOR | NI TI AL
OPERATI ONAL CAPABI LI TY OF THE DEERS/ RAPI DS | NFRASTRUCTURE
TO | SSUE PKI CERTI FI CATES | S DECEMBER 2000; SUBSEQUENT FULL
OPERATI ONAL CAPABI LI TY | S PRQJECTED FOR DECEMBER 2001.



B. ALL NEW PROCUREMENT ACTI ONS THAT REQUI RE PUBLI C KEY
CRYPTOGRAPHY W LL I NCLUDE I N THE SCLI Cl TATI ON PROCESS THE
REQUI REMENT TO USE THE PKI CERTI FI CATES AND KEYS | SSUED BY
THE DCOD PKI CLASS 3 | NFRASTRUCTURE NLT OCTOBER 2002.

C. ARWY PILOT PROGRAMS, | NI TI ATI VES, AND SYSTEMS THAT
CURRENTLY USE PUBLI C KEY CRYPTOGRAPHY MJUST M GRATE TO USE
THE PKI CERTI FI CATES | SSUED BY THE DOD PKI CLASS 3

| NFRASTRUCTURE BY OCTOBER 2002.

D. LEGACY SYSTEMS THAT CURRENTLY USE NON DOD STANDARD

| MPLEMENTATI ONS OF PKI AND ARE TARGETED FOR REPLACEMENT
W TH N THE NEXT 5 YEARS W LL NOT M GRATE TO THE DOD PKI
CLASS 3 | NFRASTRUCTURE UNLESS THE M GRATI ON TO THE DCD
STANDARD PKI |'S REQUI RED TO MAI NTAI N CURRENT SYSTEM

| NTERFACES. | F NO CHANGES ARE REQUI RED, THEN THESE
SYSTEMS W LL CONTI NUE TO USE THEI R CURRENT PKI

| MPLEMENTATI ON UNTI L UNCLAS ALARACT 0109/ 2000 SECTION 2 OF
3 THE SYSTEMS ARE RETI RED. I N ALL CASES, TARGETED
REPLACEMENT SYSTEMS W LL BE REQUI RED TO USE THE PKI

CERTI FI CATES | SSUED BY THE DOD PKI CLASS 3 | NFRASTRUCTURE.

E. THE STANDARD DOD PKI CLASS 3 CERTI FI CATES WLL BE
CONTAINED I N THE | NTEGRATED CIRCU T CHI P (1 CC) ON THE DOD
CAC. A SINGLE SET OF CLASS 3 PKI CERTI FI CATES WLL BE USED
FOR | DENTI FI CATI ON, DI G TAL SI GNATURE, AND ENCRYPTI ON
CAPABI LI TY ON UNCLASSI FI ED NETWORKS W THI N THE ARMY. ALL
ARMY USERS SHALL BE | SSUED CLASS 3 CERTI FI CATES BY OCTOBER
2002.

F. lAWREF F, THE DCD PKI | DENTITY CERTI FI CATES CONTAI NED
ON THE CAC WLL BE USED TO ACCESS ALL ARMY UNCLASSI FI ED
NETWORKS. ALL ARMY UNCLASSI FI ED NETWORKS W LL BE CAPABLE COF
VERI FYI NG A USER S ACCESS THROUGH USE OF THE DOD PKI CLASS
3 I DENTI TY CERTI FI CATES CONTAI NED ON THE DOD CAC NLT
OCTOBER 2002.

G BY OCTOBER 2002, THE STANDARD DOD PKI CLASS 3 SI GNI NG
CERTI FI CATES W LL BE USED TO DI G TALLY SI GN MESSAGES THAT
ARE CREATED AND SENT FROM ANY DEPARTMENT OF THE ARMY
ELECTRONI C MAI L (EMAIL) SYSTEM OTHER THAN THE DEFENSE
MESSACGE SYSTEM ( DWVEB) .

H BY OCTOBER 2002, ALL EMAI L MESSAGES CREATED AND SENT
FROM ANY DEPARTMENT OF THE ARMY EMAI L SYSTEM OTHER THAN THE
DMS THAT REQUI RE ENCRYPTI ON BASED ON A BUSI NESS ANALYSI S OR
SENSI TIVITY LEVEL OF THE | NFORMATI ON SHALL BE ENCRYPTED



USI NG THE DOD PKI CLASS 3 ENCRYPTI ON CERTI FI CATES CONTAI NED
ON THE CAC.

| . REF G PROVI DES THE POLI CY AND PROCEDURES FOR PKI

ENABLI NG ALL ARMY PRI VATE WEB SERVERS ON THE M LI TARY
DOVAIN (. ML) DOVAIN TO BECOVE SECURE SOCKET LAYER (SSL)
ENABLED VI A THE DOD CLASS 3 PKI, EXCEPT THAT THE SUSPENSE
DATE FOR THESE SERVERS W LL BE | AWREF A, 31 DECEMBER 2000.
ALL OTHER ARMY PRI VATE WEB SERVERS LOCATED ON A DOVAIN
OTHER THAN .M L MJUST M GRATE TO THE .M L DOVAIN WTH N 120
DAYS OF THE DATE OF THI S MESSAGE AND BECOME SSL ENABLED | AW
THE GUI DELI NES PROVI DED I N REF G

3. TO ENSURE A SMOOTH | MPLEMENTATI ON OF THE PKI POLI ClI ES
W TH N THE DEPARTMENT OF THE ARMY, EFFECTI VE | MMEDI ATELY
THE FOLLOW NG ROLES AND RESPONSI Bl LI TI ES ARE ASSI| GNED:

A. THE OFFI CE OF THE DI RECTOR OF | NFORVATI ON SYSTEMS FOR
COVIVAND, CONTRCL, COVMUNI CATI ONS, AND COVPUTERS ( CDI SC4)
SHALL:

(1) SERVE AS THE ARMY' S SI NGLE FOCAL PO NT FOR ALL PKI
| SSUES

(2) PRODUCE ARMY PKI PLANNI NG GUI DANCE FOR | NCLUSI ON W THI N
THE ARMY' S PLANNI NG, PROGRAMM NG, BUDGETI NG, AND EXECUTI ON
SYSTEM THE ARMY MODERNI ZATI ON PLAN; THE REQUI REMENTS
DETERM NATI ON PROCESS; THE ARMY PLAN, AND, THE ARMY PROGRAM
GUI DANCE MEMORANDUM

(3) DEVELOP AND/ OR OVERSEE THE DEVELOPMENT OF AN ARMY-W DE
MASTER SCHEDULE OF EVENTS THAT, AT A M NI MUM | NCLUDES THE
M LESTONES FOR THE RESEARCH, DEVELOPMENT, TESTI NG

EVALUATI ON AND ACQUI SI TION ACTIVI TIES OF PKI, AND THE
DEVELOPMENT OF OTHER ARMY DOCUMENTS, SUCH AS | MPLEMENTATI ON
PLANS, CONFI GURATI ON MANAGEMENT PLANS, KEY RECOVERY

POLI CI ES, CERTI FI CATE PRACTI CE STATEMENTS, PUBLIC KEY
ENABLI NG PCLI CY, PKI ROADVAP, AND UPDATED PKI AND CAC

POLI CI ES — TO | NCLUDE ARMY REGULATI ON (AR) 25-1 AND
DEPARTMENT OF THE ARMY PAVPHLET (DA PAM) 25-1-1

(4) REPRESENT THE ARMY AT DOD PKI WORKI NG GROUPS

(5) PROVI DE GUI DANCE TO THE ARMY FUNCTI ONAL COMMUNI TI ES ON
| MPLEMENTATI ON AND | NTEGRATI ON OF PKI DURI NG BPR



(6) SERVE AS THE ARMY FUNCTI ONAL PROPONENT FOR PKI AND THE
RELATED PKI REQUI REMENTS, | NCLUDI NG | NI TI ATI NG BUSI NESS
PROCESS CHANGES NEEDED TO ACCOVMODATE THE | MPLEMENTATI ON OF
PKI

(7) I'NITI ATE ANALOGOUS WORKI NG GROUPS TO THE DOD PKI
RELATED WORKI NG GROUPS AND COWM TTEES TO ADDRESS TECHNI CAL
AND BUSI NESS- RELATED | SSUES

(8) IAWREF H, ENSURE THAT ALL PKI SOLUTI ONS BE DESI GNED,
DEVELOPED, | MPLEMENTED, AND MANAGED CONSI STENT W TH THE
GENERAL RESPONSI BI LI TI ES, SPECI FI C RESPONSI Bl LI TI ES, AND
MANAGEMENT OVERSI GHT OF THE ARMY ELECTRONI C COMVERCE

PQLI CY.

(9) ENSURE THAT THE PRODUCT MANACER SECURE ELECTRONI C
TRANSACTI ONS- DEVI CES (PM SET-D) ADDRESSES TOTAL PACKAGE

FI ELDI NG REQUI REMENTS, TO | NCLUDE TRAI NI NG, | MPLEMENTATI ON,
AND SUSTAI NVENT COSTS FOR | NSTALLATI ONS.

B. THE PM SET- D, UNDER DI RECT REPORTI NG CHANNELS TO THE
PROGRAM EXECUTI VE OFFI CE STANDARD ARMY MANAGEMENT

| NFORVATI ON SYSTEMS (PEO STAM S), SHALL (1) COORDI NATE W TH
OTHER DEFENSE AND ARMY PROGRAM MANAGERS TO SUPPORT THE
SYNCHRONI ZED PLANNI NG PROGRAMM NG, DEVELOPMENT,
PROCUREMENT, | NTEGRATED LOGQ STI CS SUPPORT, TESTI NG, AND

FI ELDI NG OF TECHNOLOGY AND PRODUCTS REQUI RED TO SUPPORT PKI
ON THE CAC AS DI RECTED BY THE DI SC4; AND (2) MANAGE THE
DAY- TO- DAY TASKS | NVOLVED | N | NSTALLATI ON, | NTEGRATI ON,

| NTEGRATED LOG STI CS SUPPCORT, TRAI NI NG AND ACCEPTANCE
TESTI NG OF THE REQUI RED SMART CARD READER | NFRASTRUCT URE
NECESSARY TO SUPPORT THE | MPLEMENTATI ON OF NETWORK ACCESS
VIA THE PKI ON THE CAC.

C. THE ODI SC4 COMMUNI CATI ONS ELECTRONI C SERVI CES OFFI CE
(CESO SHALL

(1) SERVE AS THE ARMY' S RAI;
(2) REG STER LRAS TO | SSUE PKI CERTI FI CATES TO NDI VI DUALS;
(3) DEVELOP THE ARMY' S CERTI FI CATE PRACTI CE STATEMENTS

(CPS) NECESSARY TO STANDARDI ZE THE | MPLEMENTATI ON OF PKI
W TH N THE ARMY;



(4) EXECUTE REVOCATI ON REQUESTS RECEI VED FROM LRAS OR
OTHER AUTHORI ZED SOURCES; AND

(5) I AWREF B, MAI NTAIN APPROPRI ATE RECORDS TO SUPPORT
ARCHI VAL AND AUDI T REQUI REMENTS.

D. THE ARMY NETWORK OPERATI ONS CENTER (ANSOC), ARMY S| GNAL
COMVAND, SHALL

(1) SERVE AS THE ARWY' S RAE;
(2) 1 SSUE CERTI FI CATES TO DEVI CES;
(3) REVOKE DEVI CE CERTI FI CATES AS REQUI RED; AND

(4) 1 AWREF B, MAI NTAI N APPROPRI ATE RECORDS TO SUPPORT
ARCHI VAL AND AUDI T REQUI REMENTS.

E. THE OFFI CE OF THE DEPUTY CH EF OF STAFF FOR PERSONNEL
(ODCSPER), AS THE ARMY'S FUNCTI ONAL PROPONENT FOR
DEERS/ RAPI DS SHALL

(1) PROVI DE THE REQUI RED OPERATI ONAL SUPPORT TO THE CAC/ PKI
| NTEGRATED WORKSTATI ONS; AND

(2) SUPPORT THE I NI TI AL | SSUANCE AND RENEWAL OF THE CAC, TO
| NCLUDE THE APPLI CATI ON OF DOD CLASS 3 PKI CERTI FI CATES TO
THE CARDS AS PART OF THE | SSUANCE PROCESS.

F. THE ASSI STANT SECRETARY OF THE ARMY (ACQUI SI Tl ON,

LOG STI CS AND TECHNOLOGY) SHALL | NI TI ATE THE NECESSARY
ACTI ON TO ENSURE THAT ARMY ACQUI SI TI ON AND LI FE CYCLE
MANAGEMENT PCLI CI ES ARE UPDATED TO REFLECT THE PKI POLI CY
CONTAINED IN THI S MESSAGE.

G FUNCTI ONAL PROPONENTS AND MAJOR ARMY COMVANDS SHALL

(1) PLAN, PROGRAM AND BUDGET TO PUBLI C KEY ENABLE ( PKE)
THEI R APPLI CATI ONS AND NETWORKS | AW THI S PCLI CY;

(2) REENG NEER THEI R BUSI NESS PROCESSES, | F APPLI CABLE, TO
ACCOVMODATE THE ARMY-W DE | MPLEMENTATI ON OF PKI .

(NOTE: PENDI NG THE ESTABLI SHMENT OF DCD PKE POLI CY,
SUBSEQUENT ARMY GUI DANCE AND POLI CY ON PKE WLL FOLLOWIN A
SEPARATE MESSAGE) .



H ARWMY MATERI EL DEVELOPERS AND O&M COMVANDS SHALL
| MPLEMENT PKI TECHNOLOQ ES THAT COMPLY W TH THE PCLI CY
MANDATES CONTAI NED W THI N THI S MESSACE.

. ARMY FUNCTI ONAL PROPONENTS MAY USE THEI R DI SCRETI ONARY
AUTHORI TY AND RESOURCES TO FI ELD OSD DI RECTED FUNCTI ONAL
SPECI FI C | MPLEMENTATI ONS OF PKI TO ARMY | NSTALLATI ONS PRI OR
TO THE M GRATI ON TO THE STANDARD DOD CLASS 3 PKI CONTAI NED
ON THE CAC.

4. EFFECTI VE | MVEDI ATELY, ALL ARMY ELEMENTS THAT HAVE

| MPLEMENTED OR ARE PLANNI NG TO | MPLEMENT ANY PKI - RELATED
TECHNOLOGY FOR DI G TAL SI GNATURE OR ENCRYPTI ON SERVI CES
WLL COWLY WTH THE DOD GUI DANCE REFERENCED ABOVE AND ALL
ADDI TI ONAL REQUI REMENTS ESTABLI SHED | N PARAGRAPH FI VE (5)
BELOW

5. PRIOR TO | MPLEMENTATI ON OF PKI ON THE CAC, ARWY

ACTI VI TI ES THAT | NTEND TO USE THEI R DI SCRETI ONARY AUTHORI TY
AND RESOURCES TO | MPLEMENT A PKI SOLUTI ON THAT DCOES NOT
COVPLY WTH THE ARMY' S STANDARD PKI SCLUTI ON ( PARAGRAPH 2A
ABOVE) MUST SUBM T A WRI TTEN WAI VER REQUEST, THROUGH
COMVAND CHANNELS, FOR APPROVAL TO TH S HEADQUARTERS

(ODI SC4, ATTN: SAIS | AE) 120 DAYS PRI OR TO THEI R PLANNED
NON- STANDARD PKI | MPLEMENTATI ON. SAI S-1 AE W LL COORDI NATE
THE REQUESTS W TH ALL APPROPRI ATE HQDA STAFF OFFI CES AND
WLL DEVELOP A RECOMVENDED COURSE OF ACTI ON FOR DI SC4
APPROVAL. ALL WAl VER REQUESTS SUBM TTED TO SAI S-| AE W LL
CONTAI' N THE FOLLOW NG | NFORVATI ON:

A. THE NAME OF THE PROGRAM PROJECT:

B. THE NAME AND FULL CONTACT | NFORMATI ON OF KNOW.EDGEABLE
PERSON TELEPHONE, FAX, MESSAGE, E-MAI L, AND MAI LI NG
ADDRESS) ;

C. A DESCRI PTI ON OF THE PROGRAM PROJECT - TO | NCLUDE:

(1) REQUI RED NUMBER OF LRA WORKSTATI ONS NEEDI NG TO BE
| MPLEMENTED

(2) REQUI RED NUMBER COF CERTI FI ED LRAS ( PERSONNEL) NEEDED
(3) REQUI RED NUMBER OF TRUSTED AGENTS (1 F ANY)

(4) REQUI RED TYPE OF PKI TOKENS PLANNI NG TO BE | SSUED
DURI NG THE | MPLEMENTATI ON ( SMART CARD OR FLOPPY DI SK)



(5) REQUI RED NUMBER OF | NDI VI DUAL CERTI FI CATES TO BE | SSUED
(I.E., NUMBER OF SUBSCRI BERS)

(6) REQUI RED TYPE OF PKI CERTIFI CATE TO BE | SSUED (1. E.,
DI G TAL SI GNATURE, ENCRYPTI ON, AND | DENTI FI CATI ON)

D. THE RATI ONALE FOR NON STANDARD | MPLEMENTATI ON OF PKI AND
THE EXPECTED BENEFI TS AND OQUTCOMVES TO BE ACH EVED,

E. AN | MPACT STATEMENT ADDRESSI NG THE ADVERSE EFFECTS THAT
WLL OCCUR TO THE PROGRAM | F EARLY | MPLEMENTATI ON OF PKI IS
NOT ACHI EVED,;

F. THE FUNDI NG AUTHORI ZATI ON ( FI SCAL YEAR AND
APPROPRI ATI ON) FOR EARLY | MPLEMENTATI ON OF PKI ( MANAGEMENT
DECI S| ON PACKAGE (MDEP) AND PROGRAM ELEMENT (PE));

G A LIST OF THE EXTERNAL ACENCI ES OR ACTI VI TI ES | NVOLVED,
| NCLUDI NG FOREI GN PARTI CI PATI ON.

6. THE CESO W LL NOT PROVI DE RAI SUPPORT TO ARMY NON
STANDARD PKI | MPLEMENTATI ONS THAT HAVE NOT SUBM TTED
WAI VERS AND RECEI VED DI SC4 APPROVAL.

7. ARWY PKI PILOT PROGRAMS | NI TI ATED PRIOR TO
| MPLEMENTATI ON OF THE ARMY- SANCTI ONED PKI ON THE CAC
PLATFORM W LL NOT BE MAI NTAI NED BY THE PM SET-D.

8. UNLESS SUPERSEDED, POLICI ES CONTAINED IN TH S MESSAGE
WLL EXPlI RE THREE YEARS FROM THE DATE OF THI S MESSAGE.
QDI SC4 POCS FOR THI'S ACTI ON ARE MS. BARBARA. KNI EFF, DSN
227- 4674, COWMVERCI AL (703) 697-4674, EMAIL

BARBARA. KNI EFF@GHQDA. ARMWY. M L, AND MS. DEBORAH POFF, DSN
227- 6158, COMMVERCI AL (703) 697-6158, FAX (703)-697-4235,
EMAI L DEBORAH. POFF@HQDA. ARWY. M L

9. EXPI RATI ON DATE 1S 13 DEC 2003.

BT
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