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What is the Public Key Infrastructure?

* The Public Key Infrastructure is that portion
of the security management infrastructure
dedicated to the management of keys and
certificates used by Public Key based security
services.

* Jtis a combination of products, services,
facilities, policies, procedures, agreements, and
people that provides for and sustains secure
interactions in open networks.
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PKI Status

Army Public Key Infrastructure is funded FY00 - FY0OS
Army PEI Implementation Plan
Registration Authorities established and trained

Yalidated Requirement for PEI Product hanager
+ Acting Product Manager designated

DoD PEI Program Manager established

DoD X.309 Certificate Policy, Ver 3.0 and DoD PKI Roadmap, 29
Oct 1999, Ver 3.0 approved by ASD C3I

DoD PEI Implementation Plan, 29 Oct 1999, Ver 2.0
DoD PEI User Requirements, draft, 15 Dec 1999
USAREUR Medium Grade Messaging Pilot



Policies

DEFSECDEF Memorandum, Department of Defense
{DoD) Public Key Infrastructure (PKI), May 6, 1999

DEFSECDEF Memorandum, Sriarf Card Adoption aid
Implementation, Nov 10, 1999

Draft ASD C31 Memorandum, Public Key Enabling of
Applications for the Department of Defense Public Key
Infrastractire, Nov 24, 1999 unsigned

ASD C31 Memorandum, Public Key Infrastructure
(PKI) Operating Documents, Dec 13, 1999



Overview of DoD PKI Policy Memorandum

Sdection of Appropriate PEI Certificate Assurance Levels
= Defined 3 Classes of Certificates (Class 3, Class 4, Class 5)
= Al DoD users will be ksued Class 3 certificate by Oct 2001

Deployment of PEI Registration Capability

=  Every DoD organization musi dep by regisiration cap shility by Oct 2000
Evolution of Do} Certificates

= Beginio evolve from Class 3 to Class 4 certificates by Jan 2002

DoD PEI Certificate Typesand Content
External Certificate Authorities

Web Server Access Control via Public Key Techniques
= By June 2000 PEI erable allprivaie servers
= By Oct 2001 require chent I&A via Class 3 certificaies

Sioned Electronic Mail
= By Oct 2001, all elecironic mail will be signed
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PKI Policy Timeline
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Overview of Smart Card Memorandum

Initial implem entation shall be as a DoD-wide common access card

+ Standard ID card for active duty rlitary, DoD civilians, and elighle
contractor personnel

+ Prnciple card for bulding access and computer networks and systems

Issued and maintained using the Defense Enrollment Eligibility Reporting
System and the Real Time Automated Personnel Identification S ystem
{(DEERS/RAPIDS)

Public Key Certificates to he placed on the common access card

Dol CI0 anthorized to modify previously issued PEI ounidance, as
appropriate, to incorporate and accommodate use of the CAC,

Initial implementation no later that Dec 30, 2000

Navy haslead in preparing a smart card Operational Requirements
Document

+ Jan 31, 2000
+ CAC Execution Plan wathin 120 days



Overview of PKI1 Enabling of Applications

All DoD networks and ATS shall be enabled with the capability to control
access and authenti cate users wia DoD PEI Class 4 NLT Dec 31, 2004

All newly procured applications that use public key technol ogy shall he PE-
enabled based on information enwrontnent and requirements for digta
s chaturelencryption

All e-tnatl applications shall be enabled for digtal signature and encryption;
all weh applications shall he enabled for digital signatire and where
approprate and technicall v feasihle, encryption

All private DoD weh servers shall be enabled to use Class 3 certificates for
server authenti cation NLT June 2000

All cliend applications accessing private Dol web servers shall be enabled to
suppott cliert/server authentication



Updating Department of Defense Public
Key Infrastructure Guidance

« ASD C3I

+ Dol PET Policy Mermorandum - underway now
+ Dol Public Eey Infrastructure Eoadmap

+ Wil be updated to 1ncorporate Common Access Card by - Apnl 15,
2000

« Certificate Policy Management Working Group
+ Dol X 509 Certificate Policy - update annually

« Do) PKI PMO
+ Dol Implementation Plan












