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1. | NTRCDUCTI ON.

1.1.

1.

WORKSTATI ON AND SERVER.

1.

1.

This checklist is for the Wndows NT operating
system Al though the Workstation and the
Server are configured nearly identically, there
are a couple of differences worth noting.

1.1.1.1. As installed, NT workstation groups are

Adm ni strators, Backup Operators,
Guests, Power Users, Replicator, and
Users; and the NT server groups are
Adm ni strators, Backup Operators,
GQuests, System Operators, Replicator,
and Users. The group “Power Users” is
found only on the workstation and the
group “System Operators” is found only
on the server

1.1.1.2. Al workstations should permt “Users”

to log on locally, but the server should
only allow the Adm nistrator group to
| og on | ocally.

1.1.1.3. For any servers or workstation attached

to an NT domain any place where “Users”
or “Admi nistrators” are |listed, “Domain
Users” and Domain Admi nistrators” are

i mpl i ed.

1.2. ACL devi ati ons.

1.

2.

1.

The Access Control List (ACL) perm ssions
identified in section 6 are the baseline
requirements. M nor deviations fromthese by
various organi zations will occur in order to
meet specific mssion requirenents. The ACL
perm ssions for the Registry keys identified in
section 8 may also require deviations to the
HKEY_CLASSES ROOT tree in order for sone
applications to operate properly.



2. ADM NI STRATOR/ | SSO | NTERVI EW QUESTI ONS.
2.1. Personnel Data:

DMC:

Host Location
(bl dg/ roon:
Consol e

Locat i on:

System I D and Donai n:

| P Addr ess:

SA Nane:

SA Phone: Comm DSN:
SA E-nmai | Address:

| SSO Nane:

| SSO Phone: Comm DSN:

| SSO E-mai | Addr ess:
System Cl assification:
Syst em Wor kl oad:

2.2. USER ACCOUNTS AND SYSTEM PQLI Cl ES.

2.2.1. 1s physical access to Automated I nformation
Systens control |l ed? Ensure by observation that
t he equi prent and all attached ancillary
devi ces are adequately protected. A finding
exists if any hardware is not protected.

X. X PDI: System auditing does not conformto DI SA requirenents.
Ref erence: DIl COE Appendi x C, (bjective 186.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:



2.2.2. Are procedures in place which:

prohi bit passwords from being set to words
found in any dictionary or book, a users
name, or their tel ephone nunber?

Require that passwords be a m x of upper and
| ower case letters and have at | east one
nunber or special character?

If any of these requirenents are not docunented and
enforced, this is a finding.

X. X PDI: Systemauditing does not conformto DI SA requirenents.
Ref erence: DIl COE Appendix C, (bjective 111.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

2.2.3. Audit log archive and review.

Are audit |ogs archived?

Does the I SSO periodically review the audit
| 0gs?

Are the 1SSO s revi ews docunent ed?

If the audit |ogs are not archived and/or the | SSO
does not review the audit |ogs and docunent these
reviews, this is a finding.

X. X PDl: System auditing does not conformto DI SA requirenents.
Reference: DIl CCE Appendi x C, Objective 14 and 24.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:



2.2.4. Archive protection and retention.

How are the audit | ogs archived and
prot ect ed?
How | ong are archived | ogs retained?

If the audit |ogs are not downl oaded to a protected
nmedi a, or saved to a protected drive or partition,
and retained for at least 1 year, this is a

fi ndi ng.

X. X PDl: System auditing does not conformto DI SA requirenents.

Reference: DIl CCE Appendi x C, Objective 27.

FI NDI NG NOT A FI NDI NG NOT REVI EVEED: NOT APPLI CABLE:
2.2.5. Does the 1SSO naintain records of the existing

users groups and the people that are nenbers of
then? |If not, this is a finding.

X. X PDl: Standard access form DI SA 41 is not being used to
control system access requests.

Ref erence: DI SA WESTHEM Security Handbook.
FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

2.2.6. Are any shared accounts in use? |If shared
accounts are used, this is a finding.

X. X PDl: Shared user accounts are permtted on the system
Reference: DIl CCE Appendi x C, Objective 286.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:



2.2.7. Has each User with Adm nistrative privil eges
been assigned a uni que account with nenbership
in the System Adm n group (not the built in
Adm n group) to performtheir Adm nistrative
t asks?

Reference: DIl CCE Appendi x C, (bjective 118 and 121.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

2.2.8. Do all Users with Adm nistrative accounts have
a separate account to use for operational
tasks? Does anyone use the generic
Adm ni strator account? |If any Adm nistrative
users are utilizing the generic Adm nistrator
account, or if they are using their individual
System Adm n account for normal operations,
this is a finding.

X. X PDI: System auditing does not conformto DI SA requirenents.
Ref erence: DIl COE Appendix C, (bjective 118 and 121.
FI NDI NG NOT A FI NDI NG NOT REVI EVIED: NOT APPL| CABLE:

2.3. EMERGENCY REPAI R DI SK ( ERD)

Is an ERD for each Wndows NT systemcreated at the
time of systeminstallation?

Has the ERD been updated followi ng the [ ast system
nodi fi cation?

Are all copies of the enmergency repair disk

pr ot ect ed?

If the answer to any of these is no, this is a finding.




X. X PDI : Energency Repair Disk(s) are not created, updated, and
protected according to DI SA requirenents.

Ref erence: DIl COE Appendi x C, (bjective 163.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

2.4. FTP SERVER CONFI GURATI ON.

2.4.1. |s FTP active? (If the answer is no, proceed to
section 2.5)

2.4.2. |s a separate partition on an NTFS file system
the only partition to which read or wite
access is allowed via the FTP server; and is
the FTP server configured to disall ow anonynous
connecti ons?

X. X PDI : The file transfer protocol (ftp) configuration does
not conformto DI SA requirenents.

Ref erence: DIl COE Appendi x C, (bjective 132 and 134.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

2.5. DOVAI N CONTROLLER.

2.5.1. Were several workstations are in use, is there
a primary and back up domain controller on the
Donmai n? The Primary Dormain Controller (PDC)
and Backup Dormain Controller (BDC) holding the
SAM dat abase can be nore stringently controlled
t han user workstations.




X. X PDI: A Domai n has not been established with both a PDC and
BDC.

Ref erence: DIl COE Appendi x C, (bjective 147.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

2.6. Docunentation and Adm nistrative Tool s.

2.6.1. Are the following readily available to the
Systens Adm nistrator?

W ndows NT Workstation (and Server where
appl i cabl e) systens docunentati on.

W ndows NT resource kit(s).

The utility applications DunpReg and DunpACL,
or Axent Omi guard.

X.X PDl: The Systens Adm ni strator does not have the required
docunent ati on and applications.

Ref erence: DIl COE Appendi x C, (bjective 188.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

2.6.2. |s an approved Virus scan application installed
and used? If an up to date, approved Virus
scan programis not installed and utilized,
this is a finding.

X. X PDI: An Approved Virus scan programis not used.
Ref erence: DIl COE Appendi x C, (bjective 188.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:



3. Syst em Har dwar e/ Fi r mnar e:

3.1. CMOS setup

Is the CMOS password protected?
Are boot options set to prevent booting froma

fl

oppy di sk?

Note: Do not take a server off line if it wll inpact operational

requi renents to

verify this setting. |f necessary, question the

Systens Admi nistrator and/or the 1SSO to verify that the CMXS i s

set properly.

3.1.1.

During the initial boot sequence press “F1” (or
the required key sequence to enter system
setup). You should be pronpted to enter a
password before the conputer will enter the
CMOS Setup utility. |If a password is not
required, this is a finding. |If the BICS
supports an option defining bootable drives you
shoul d scroll down to “Boot Options” and press
enter. The settings should be as follows:

First Boot Device: Hard D sk
Second Boot Device: Disabled
Third Boot Device: D sabled
Fourth Boot Device: Disabled

| f the Boot options allow anything but the hard
drive to boot, this is a finding. Press ESC to
return to the Main Menu. Using the arrow keys,
nove to the “Security” nmenu. |f the BIOS does not
support an option to define bootable drives, the
User Password shoul d al so be enabl ed and you
shoul d be pronpted for a password each tine the
conputer is booted before the operating systemis
| oaded. If the BIOS does not support an option to
define bootable drives as stated above and the
User Password is not enabled, this is a finding.

X. X PDl: The

System CMOS configuration does not conformto DI SA



requi renents.

Reference: DIl CCE Appendi x C, Objective 184.

FI NDI NG NOT A FI NDI NG NOT REVI EV\ED: NOT APPLI CABLE:

4. Operating system configuration

4.1. BOOT UP CONFI GURATI ON
4.1.1. |Is Wndows NT the only operating system

installed? This can be verified during initial
boot up of the conputer where the screen pauses
to allow the user to choose the OGS to run or by
selecting the Start Button, Settings, Control
Panel. Open the “Systeni control panel and
click on the Startup/ Shutdown tab at the top.
Click on the dowmn arrow to the right of the
Startup box. Only Wndows NT boot sel ections
should be listed. |[If any other operating
systemis listed, this is a finding.

X. X PDI : Wndows NT is not the only operating systeminstall ed.

Reference: DIl CCE Appendi x C, Objective 152.

FINDING _~ NOT A FINDING _~ NOT REVIEWED: _ NOT APPLI CABLE:

4.1.2. |s the nost current approved Service Pack

installed? During initial |oad of the NT

operating systemyou will see a blue screen
which [ists the NT Qperating System version and
the service pack installed. |If the conmputer is

al ready running go to Start button and right
click the nouse. Select Open to bring up the
Start Menu box. Select “Help”, then “About

W ndows NT”. The version informtion and
currently installed Service packs will be
listed. |If Service Pack 3 or greater is not

installed, this is a finding.



X. X PDI : The required Service Pack is not install ed.
Ref erence: DIl COE Appendi x C, (bjective 153.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

5. SYSTEM PQLI Cl ES

5.1. LOGON CONFI GURATI ON.

5.1.1. Is a legal notice displayed before the | ogon
screen appears? Wien Control/Alt/Delete is
pressed to | og on, you should see a | egal
noti ce before the | ogon screen appears. The
text should read as follows (as a m ni num:

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE | NTEREST COVPUTER
SYSTEM (DODI CS) CONSTI TUTES YOUR CONSENT TO MONI TORING BY DOD
AUTHORI ZED PERSONNEL FOR COVPUTER SECURI TY AND SYSTEM MANAGEMENT
PURPOSES. This DODICS and all related equipnent are to be used
for the comunication, transm ssi on, processing, mnanipulation

and storage of official U'S. Governnent or other authorized
information only. Unauthorized use of this conmputer may subject
you to crimnal prosecution and penalties.

X. X PDI: The Departnent of Defense (DoD) |ogin banner is not
di spl ayed prior to a login attenpt.

Ref erence: DIl COCE Appendi x C, Cbjective 6.
FI NDI NG NOT A FI NDI NG NOT REVI EV\ED: NOT APPLI CABLE:
5.1.2. Has the shutdown button been renoved fromthe
| ogon screen? During initial |ogon, ensure that

t he “Shut Down” button does not appear in the
| ogon box.

10



X. X PDI : The system can be shut down w thout | ogging on.

Reference: DIl CCE Appendi x C, (Objective 84.

FINDING ___ NOT A FINDING ___ NOT REVI EWED: ___ NOT APPLI CABLE:

5.1.3. Has the | ogon screen been configured to not

di splay the nane of the |last person | ogged in?
During initial |ogon, ensure that the nane of
the |l ast person logged in is not displayed in
t he | ogi n box.

X. X PDl: The nane of the | ast person |ogged on appears in the

| ogon box.

Ref erence: DIl COE Appendi x C, (bjective 266.

FINDING ___ NOT A FINDING ___ NOT REVI EWED: ___ NOT APPLI CABLE:

5.2. Fixed drive format

5.

2.

1.

Are all fixed drives formatted in NTFS? From
the Start Button sel ect Prograns,

Adm ni strative Tools, Disk Admnistrator. This
will list all fixed drives recognized by the
systemand the type of file systemon each. |If
any fixed drives or partitions are formatted
for any other file system besides NTFS, this is
a finding. (If this itemis a finding, so are
6.2.1, 6.5.1 and 7.1.1)

11



X. X PD : File systemtype is not NTFS.
Reference: DIl CCE Appendi x C, (Objective 66.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

5.3. Account and Password Poli ci es.

5.3.1. Is a screen saver with password protection
setup for each user account? Place the nouse
pointer in the mddle of the desktop and press
the right nouse button. Select “Properties”,
this will bring up the D splay control panel.
Sel ect the Screen Saver Tab. A screen saver
shoul d be sel ected, a delay of 15 m nutes
entered, and the password protected bl ock
shoul d be checked. If the user account does not
have a screen saver which is password
protected, this is a finding.

X. X PDI : User accounts are not set up with screen savers with
password protection.

Reference: DIl CCE Appendi x C, (bjective 58.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

5.3.2. Are user account and password policies set up
according to DI SA requirenents? Fromthe Start
Button sel ect Prograns, Adm nistrative Tool s,
User Manager. Select "Policies", "Account”
fromthe pull down nenu. The chart should be
configured as foll ows:

Maxi mum Password age is set to 90days.

M ni nrum Password age is set to 1 day.
Password minimumlength is set to at |east 6
characters.

Password Uni queness is set to “10".

The nunber of failed | ogins before | ockout is
set to 3 attenpts.

12



The tinme period to reset the failed login
attenpt counter if no bad attenpts is set to
30 m nutes.

The Lockout Duration is set to forever.
“Users” are required to log on to change

t heir passwords.

| f any of these are not true, this is a finding.

X. X PDl: User passwords do not conformto DI SA requirenents.
Ref erence: DIl COE Appendix C, (bjective 108, 111, and 112.
DI SA VESTHEM Security Handbook.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

5.4. USER AND GROUP RI GHTS

5.4.1. Are user and group rights configured according
to DI SA requirenents? Fromthe Start Button

sel ect Prograns, Adm nistrative Tools, User
Manager. Select "Policies", "User R ghts" from
the pull down menu. Place an “X’ in the Show
Advanced User Ri ghts block at the bottom then
scroll through each of the User Rights. They

shoul d be set according to Table 4-1 and if

not, this is a finding.
Users Rights Authorized Groups Prohibited Groups
Access this Computer from the Network Administrator, Everyone
Systems Admin,
Power Users,
“Users
Act as Part of the Operating System None All
Add Workstations to domain Administrator, Everyone
Systems Admin
Backup Files and directories Backup Operator All Others
Bypass traverse checking None All
Change System time Administrator,
Systems Admin
Create a Pagefile Administrator,
Systems Admin

13




Users Rights

Authorized Groups

Prohibited Groups

Create a token Object

None

All

Create a permanent shared Object None All
Debug Programs None. All
Force shutdown from remote System Administrator, Everyone
Systems Admin
Generate Security Audits None All
Increase Quotas Administrator,
Systems Admin
Increase Scheduling Priorities Administrator,
Systems Admin
Load and Unload device drivers Administrator,
Systems Admin
Lock pages in memory None All
Log on as a Batch Job None All
Log on as a Service None All
Log on Locally Users* Everyone
Manage Auditing and Security logs Administrator,
Modify Firmware environment values Administrator,
Systems Admin
Profile single process Administrator,
Systems Admin
Profile system performance Administrator,
Systems Admin
Replace a process level token None All

Restore files and directories

Backup Operators

Shut down the system

Administrator,
Systems Admin

Everyone, Guests

Take ownership of files and other objects

Administrator,
Systems Admin

NOTES:

Table 5-1

* When there is no separate group to perform Backup, System

Admn will be given this right.

**  \Were blocks are left blank, |ocal operational
will dictate which groups are granted the right.

X. X PDI:
requi renments. .

14

User and Group rights do not conformto DI SA

requirenents



Ref erence: DIl COE Appendix C, (bjective 64, 144, 263, and 284.
FI NDI NG NOT A FI NDI NG NOT REVI EVED: ___NOT APPLI CABLE:
6. AUDI Tl NG
6.1. USER ACCOUNT AUDI T.
6.1.1. Are significant user account events audited?
Fromthe Start Button sel ect Prograns,
Adm ni strative Tools, User Manager. Sel ect
"Policies", "Auditing" fromthe pull down nenu.
I f the indicated bl ocks are not checked, this
is a finding.
Logon and Logof f Success Fai l ure
File and Obj ect Access Fai l ure
Use of User Rights Fai l ure
User and G oup Managenent Success Fai l ure
Security Policy Changes Success Fai l ure
Restart, Shutdown, and System Success Fai l ure
Process Tracking
X. X PDl: System auditing does not conformto DI SA requirenents.
Reference: DIl CCE Appendi x C, (Objective 14, 15, and 197.
FINDING _~ NOT A FINDING __ NOT REVIEWED: _ NOT APPLI CABLE:
6.2. FILE AND DI RECTORY AUDI Tl NG

15



6.2.1. Are significant File and Directory events
audited? Fromthe Start Button sel ect
Progranms, W ndows NT Explorer. Highlight the
critical directories and files, push the right
nouse button, and select the security tab at
the top. Select the Auditing button (as a
m nimumthe NT root directory and it’s sub-
directories should be audited). If the
i ndi cated bl ocks are not checked, this is a
findi ng.

Read Fai l ure
Wite Fail ure
Execut e Fai l ure
Del ete Success Fail ure
Change Perm ssi ons Success Fai l ure
Take Ownership Success Fai l ure

X. X PDI

Ref er ence:

System auditing does not conformto DI SA requirenents.

Dl |

COE Appendi x C, Objective 14.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

6.

3.

REG STRY KEY AUDI Tl NG

6. 3.

1.

Are the Registry Keys audited according to D SA
requi rements? Fromthe Start Button sel ect
Progranms, Wndows NT Explorer. Go to the (NT
Root Directory)\ SYSTEM32 and double click on
REGEDT32. EXE. This will launch the Registry
editor. Select “Options” fromthe pull down
menus and ensure that a check mark is next to
“Read Only Mbde” to ensure no inadvertent
changes are nade while inspecting the Registry
Keys. Sel ect each of the Registry Hone keys

( HKEY_CURRENT _USER; HKEY_CLASSES_ ROOCT;
HKEY_USERS; and HKEY_LOCAL_MACHI NE) then sel ect
“Security”, and Auditing fromthe Pull down
menu. |If the Registry Key Auditing box is not
configured as shown in the diagram this is a
findi ng.

16



Reaistry Key Auditina

Reaistry Kev:
[ Audit Permissions on Existina Subkevs
— Name Add
Evervone
Events To Audit
Success Failure
Query Value O Xl
Set Vaulue X E
Create Subkev & E
Enumerate Subkevs O &
Notifv O E
Create Link & E
Delete K X
Write DAC & E
Read Control X X

X. X PDI: Systemauditing does not conformto DI SA requirenents.

Ref erence: Dl

COE Appendi x C, Objective 15.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

6.4. LOG PROTECTI ON.

6. 4.

1.

Are the audit logs set to restrict access?
Fromthe Start button, select Progranms, W ndows
NT Explorer. Select the (NT root

di rectory)\ SYSTEM32\ CONFI G di rectory.

H ghl i ght each of the followng files (one at a
time). right click the nouse, select

Properties, then select the Security tab at the
top. Select the Perm ssion button. Each file
shoul d have the security perm ssions set as

17



indicated. |If there is any deviation, this is

a finding.
SysEvent. Evt | System Adm n Ful | Control
SYSTEM Full Contro
SecEvent . Evt | System Admi n Full| Control
SYSTEM Full Contro
AppEvent . Evt | System Adm n Full| Control
SYSTEM Full Contro
Table 6-1

X. X PDl: File and Directory perm ssions do not conformto D SA
requi renents.

Reference: DIl CCE Appendi x C, (bjective 25.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

6.5. LOG SETTI NGS.

6.5.1. Is the audit log setting configured to not
overwite audited events? Fromthe Start
button select the Prograns, Adm nistrative
Tools, Event Viewer. Select Log, Log Settings
fromthe pull down nenu. The “Audit Log Full”
shoul d be set to Do Not Overwite Events (C ear
Log Manual ly); and the Maxi mum Log Si ze should
be no less than 2048 Kil obytes. [If any other
“Event Log W apping” box is selected or the |l og
size is set to less than 2048 Kil obytes, this
is a finding.

X. X PDl: System auditing does not conformto DI SA requirenents.
Reference: DIl CCE Appendi x C, (bjective 14 and 196.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:
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7.

File system configuration (ACL)

7.1. File and Directory ACL Settings.
7.1.1. Are ACL settings configured properly? Fromthe
Start button, select Prograns, W ndows NT
Expl orer. Hi ghlight each of the following files
(one at a time). right click the nouse, select
Properties, then select the Security tab at the
top. Select the Permi ssion button. Verify the
designated settings. Any deviation fromthe
tabl e nust be |l ocally docunented based on
m ssion requirenents or this is a finding.
Directory/File Users/Groups Permissions
CA Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone Read
SYSTEM Full Control
C:\temp Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone Change
SYSTEM Full Control
Users Change
CA\WINNT Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone Read
SYSTEM Full Control
Users Change
C:\WINNT\*.exe (all executable files) Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone Read
SYSTEM Full Control
Users Change
CAWINNT\*.ini (all .ini files) Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone Read
SYSTEM Full Control
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Directory/File Users/Groups Permissions
Users Change
C:\WINNT\System32 Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone Read
SYSTEM Full Control
C:\WINNT\System Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone Read
SYSTEM Full Control
C:\WINNT\System32\Drivers Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone Read
SYSTEM Full Control
C:\WINNT\SYSTEM32\SPOOL Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone Read
Power Users Change
SYSTEM Full Control
C:\BOOT.INI Administrator Full Control
(This may be a hidden file) System Admin Full Control
SYSTEM Full Control
C:\WINNT\System32\NTBackup.exe Administrator Full Control
System Admin Full Control
SYSTEM Full Control
C:\WINNT\System32\CONFIG Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone List
SYSTEM Full Control
C:\WINNT\Repair Administrator Full Control
System Admin Full Control
C:\WINNT\Temporary Internet Administrator Full Control
Files\Desktop.ini System Admin Full Control
Creator Owner Full Control
Everyone Change
SYSTEM Full Control
C:\NTDETECT.COM Administrator Full Control
System Admin Full Control
SYSTEM Full Control
C:\NTLDR Administrator Full Control
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Directory/File Users/Groups Permissions
System Admin Full Control
SYSTEM Full Control
C:\Program Files Administrator Full Control
System Admin Full Control
Creator Owner Full Control
Everyone Add & Read
SYSTEM Full Control
Table 7-1

X.XPDl: File and Directory perm ssions do not conformto D SA
requi renents.

Ref erence: DIl COE Appendix C, bjective 67, 257, 259, 260, and
262.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

7.2. OTHER FI LES SYSTEM5S AND SERVI CES.

7.2.1. Have the built in file system and service
directories and files for DHCP, OS2, and POSI X
been renoved? Fromthe Start button sel ect
Progranms, Wndows NT Explorer. Verify that (NT
root Directory) \SYSTEM32\ DHCP; (NT root
Directory)\ SYSTEMB2\ OS2; and ( NT root
Di rectory)\ SYSTEMB2\ POSI X do not exist. If any
of these directories exist, this is a finding.

X.X PDl: Wndows NT is not the only operating systeminstall ed.
Ref erence: DIl COE Appendix C, (bjective 67, 268, and 269.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:
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8. Regi stry Configuration

8. 1.

8.

REG STRY PERM SSI ONS.

1.

1.

Are the perm ssions for the Registry keys
properly set? Fromthe Start button sel ect
Progranms, Wndows NT Explorer. Go to C\(NT
root directory)\SYSTEM32 and double click on
REGEDT32. EXE. This will launch the Registry
editor. Select “Options” fromthe pull down
menus and ensure that a check mark is next to
“Read Only Mbode” to ensure no inadvertent
changes are nade while inspecting the Registry
Keys. Highlight each of the each of the

foll owi ng Registry keys (one at a tinme) and
verify the perm ssions assigned by sel ecting

Security, Perm ssions fromthe pull down nenu.
Registry Table Key Path Users/Groups Permissions
HKEY_LOCAL_MACHINE | Software\ Administrator Full Control
Microsoft\ System Admin Full Control
RPC\ SYSTEM Full Control
(and all subkeys) Creator/owner Full Control
Everyone Query Value,
Enumerate Subkeys,
Notify, and Read
HKEY_LOCAL_MACHINE | Software\ Everyone Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read
CurrentVersion\
AeDebug
HKEY_LOCAL_MACHINE | Software\ Everyone Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read
CurrentVersion\
Compatibility
HKEY_LOCAL_MACHINE | Software\ Everyone Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read
CurrentVersion\
Drivers
HKEY_LOCAL_MACHINE | Software\ Everyone Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read
CurrentVersion\
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Registry Table Key Path Users/Groups Permissions
Embedding

HKEY_LOCAL_MACHINE | Software\ Everyone Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read
CurrentVersion\
Fonts

HKEY_LOCAL_MACHINE | Software\ Everyone Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read
CurrentVersion\
FontSubstitutes

HKEY_LOCAL_MACHINE | Software\ Everyone Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read
CurrentVersion\
GRE_ Initialize

HKEY_LOCAL_MACHINE | Software\ Everyone Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read
CurrentVersion\
MCI

HKEY_LOCAL_MACHINE | Software\ Everyone Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read
CurrentVersion\
MCI Extensions

HKEY_LOCAL_MACHINE | Software\ Everyone Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read
CurrentVersion\
MidiMaP

HKEY_LOCAL_MACHINE | Software\ Interactive* Query Value,
Microsoft\ Enumerate Subkeys,
Windows NT\ Notify, and Read

CurrentVersion\
Port (and all subkeys)

HKEY_LOCAL_MACHINE

Software\

Microsoft\

Windows NT\
CurrentVersion\
WOW (and all subkeys

Everyone

Query Value,
Enumerate Subkeys,
Notify, and Read

HKEY_LOCAL_MACHINE

Software\
Mircrosoft\
Windows NT\

Administrator
System Admin
SYSTEM

Full Control
Full Control
Full Control
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Registry Table Key Path Users/Groups Permissions
CurrentVersion\ Creator/owner Full Control
Run Users Read
HKEY_LOCAL_MACHINE | Software\ Administrator Full Control
Mircrosoft\ System Admin Full Control
Windows NT\ SYSTEM Full Control
CurrentVersion\ Creator/owner Full Control
RunOnce Users Read
HKEY_LOCAL_MACHINE | Software\ Administrator Full Control
Mircrosoft\ System Admin Full Control
Windows NT\ SYSTEM Full Control
CurrentVersion\ Creator/owner Full Control
Uninstall Users Read
HKEY_LOCAL_MACHINE | Software\ Administrator Full Control
Mircrosoft\ System Admin Full Control
Windows NT\ SYSTEM Full Control
CurrentVersion\ Creator/owner Full Control
ProfileList Users Query Value, Create
Subkey, Enumerate
Subkeys, Notify, and
Read Control
HKEY_USERS DEFAULT\ Administrator Full Control
UNICODE Program System Admin Full Control
Groups\ Everyone Read
(all subkeys)
HKEY_CLASSES_ROOT All subkeys Administrator Full Control
System Admin Full Control
Creator/owner Full Control
SYSTEM Full Control
Everyone Special Access **
Table 8-1

Notes:

* This should be set to Everyone instead of Interactive if a printer is to be connected
directly to the printer port (LPT1) instead of using a network (Ethernet) printer connection.

** This permission is only granted IF use of NetScape Navigator is required on the system

otherwise the permission for “Everyone” is set to “Read”.

This setting opens up the

HKEY_CLASSES_ROOT registry tree to attack by virus’ and/or Trojan horses run on the
system since most application registry keys are located inside of this tree. To set Special
Access on this key, double click on “Everyone”. This will bring up the Special access
window. Place a check mark in each of the following blocks:
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X.X PDl: Registry Key perm ssions do not conformto D SA
requirenents.

Ref erence: DIl COE Appendi x C, (bjective 158.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

9. User configuration

9.1. ADM NI STRATORS ACCOUNTS

9.1.1. Has the built in Adm nistrator account been
renamed? Fromthe Start button sel ect Prograns,
Adm ni strative Tools, then sel ect User Manager.
Look for the description that says “Built-in
account for adm nistering the conputer/donmain”.
I f the Adm nistrators account has not been
renamed, this is a finding.

X.X PDl: The Adm nistrative account is not configured according
to DI SA requirenents.

Ref erence: DIl COE Appendi x C, (bjective 266.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

9.2. “GUEST” ACCOUNT.

9.2.1. Has the Guest account been di sabl ed? Fromthe
Start button sel ect Prograns, Adm nistrative
Tool s, then User Manager. Double click on the
Guest account and ensure that the Account
Di sabl ed bl ock is checked. |If the Guest
account is not disabled, this is a finding.
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X. X PDl: The Guest account has not been di sabl ed.
Reference: DIl CCE Appendi x C, Objective 102, 105, and 258.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:

10. Renovabl e Medi a

10. 1. FLOPPY AND CD DRI VES.

10.1.1. Has access to floppy drives been restricted to
the currently | ogged on user? Fromthe Start
button sel ect Prograns, Wndow NT Explorer. Go
to (NT root directory) \SYSTEM32 and doubl e
click on REGEDT32. EXE. This will launch the
Registry editor. Select “Options” fromthe pul
down nenus and ensure that a check mark is next
to “Read Only Mode” to ensure no inadvertent
changes are nade while inspecting the Registry
Keys. Select the Registry key and verify the
setting

“HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t
\ W ndowsNT\ Cur r ent Ver si on\ W nLogon\ Al | ocat eFl op
pies” is set to 1.

If this registry has not been created or it is
set to zero, this is a finding.

X. X PDI: Access to renovable media is not restricted to the user
currently | ogged on.

Ref erence: DIl COE Appendi x C, (bjective 60.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:
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10. 1. 2. Has the access to CD-ROM drives been restricted
to the currently |l ogged on user? Fromthe Start
button sel ect Prograns, Wndow NT Explorer. Go
to (NT root directory) \SYSTEM32 and doubl e
click on REGEDT32. EXE. This will launch the
Registry editor. Select “Options” fromthe pul
down nenus and ensure that a check mark is next
to “Read Only Mode” to ensure no inadvertent
changes are nade while inspecting the Registry
Keys. Select the Registry key and verify this
setting.

“HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows-
NT\ Current Ver si on\ WnLogon\ Al | ocat eCDRons” i s
set to 1.

If this registry has not been created or it is
set to zero, this is a finding.

X. X PDI: Access to renpvable media is not restricted to the user
currently | ogged on.

Ref erence: DIl COE Appendix C, (bjective 60.

FI NDI NG NOT A FI NDI NG NOT REVI EVED: NOT APPLI CABLE:
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