COMPUTER SECURITY ACT PL 100-235

COMPUTER SECURITY ACT
PL 100-235

SECTION 1. SHORT TI TLE.

This Act (enacting sections 278g-3 and 278g-4 of Title 15,
Commer ce and Trade, anending section 759 of this title and section
272 of Title 15, and enacting provisions set out as a note under
section 271 of Title 15 nmay be cited as the 'Conputer Security Act
of 1987'.

SEC. 2. PURPCSE.

(a) In General. - The Congress declares that inproving the
security and privacy of sensitive information in Federal conputer
systens is in the public interest, and hereby creates a neans for
establ i shing m ni num acceptabl e security practices for such
systens, without limting the scope of security neasures already
pl anned or in use.

(b) Specific Purposes. - The purposes of this Act are -

(1) by anmending the Act of March 3, 1901 (15 U S. C 271 et
seq.), to assign to the National Bureau of Standards
responsi bility for devel opi ng standards and gui deli nes for
Federal conputer systens, including responsibility for devel oping
standards and gui delines needed to assure the cost-effective
security and privacy of sensitive information in Federal conputer
systens, drawi ng on the technical advice and assi stance
(i ncluding work products) of the National Security Agency, where
appropri at e;

(2) to provide for pronulgation of such standards and
gui del i nes by anmendi ng section 111(d) of the Federal Property and
Adm ni strative Services Act of 1949 (40 U.S.C. 759(d));

(3) to require establishnent of security plans by all
operators of Federal conputer systens that contain sensitive
I nformation; and

(4) to require mandatory periodic training for all persons
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I nvol ved i n managenent, use, or operation of Federal conputer
systens that contain sensitive infornmation.

SEC. 5. FEDERAL COMPUTER SYSTEM SECURI TY TRAI NI NG

(a) I'n General. - Each Federal agency shall provide for the
mandatory periodic training in conputer security awareness and
accepted conputer security practice of all enpl oyees who are
i nvol ved with the managenent, use, or operation of each Federal
conputer systemw thin or under the supervision of that agency.
Such training shall be -

(1) provided in accordance with the guidelines devel oped
pursuant to section 20(a)(5) of the National Bureau of Standards
Act (as added by section 3 of this Act) (15 U S. C. 278g-3(a)(5)),
and in accordance wth the reqgul ations issued under subsection
(c) of this section for Federal civilian enpl oyees; or

(2) provided by an alternative training program approved by
t he head of that agency on the basis of a determ nation that the
alternative training programis at |least as effective in
acconpl i shing the objectives of such guidelines and regul ati ons.

(b) Training Qbjectives. - Training under this section shall be
started within 60 days after the issuance of the regul ations
descri bed in subsection (c). Such training shall be designed -

(1) to enhance enpl oyees' awareness of the threats to and
vul nerability of conputer systens; and

(2) to encourage the use of inproved conputer security

practi ces.

(c) Regulations. - Wthin six nonths after the date of the
enactnment of this Act (Jan. 8, 1988), the Director of the Ofice of
Per sonnel Managenent shall issue regulations prescribing the

procedures and scope of the training to be provi ded Federal
civilian enpl oyees under subsection (a) and the manner in which
such training is to be carried out.

SEC. 6. ADDI TI ONAL RESPONSI BI LI TI ES FOR COMPUTER SYSTEMS SECURI TY
AND PRI VACY.

(a) ldentification of Systens That Contain Sensitive
Information. - Wthin 6 nonths after the date of enactnent of this
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Act (Jan. 8, 1988), each Federal agency shall identify each Federal
conputer system and system under devel opnent, which is within or
under the supervision of that agency and which contains sensitive

I nformati on.

(b) Security Plan. - Wthin one year after the date of
enactment of this Act (Jan. 8, 1988), each such agency shall,
consistent with the standards, guidelines, policies, and
regul ati ons prescribed pursuant to section 111(d) of the Federal
Property and Adm nistrative Services Act of 1949 (40 U. S. C
759(d)), establish a plan for the security and privacy of each
Federal conputer systemidentified by that agency pursuant to
subsection (a) that is commensurate with the risk and magnitude of
the harmresulting fromthe | oss, m suse, or unauthorized access to
or nodification of the information contained in such system
Copi es of each such plan shall be transmtted to the Nati onal
Bureau of Standards and the National Security Agency for advice and
coment. A summary of such plan shall be included in the agency's
five-year plan required by section 3505 of title 44, United States
Code. Such plan shall be subject to disapproval by the D rector of
the Ofice of Managenent and Budget. Such plan shall be revised
annual |y as necessary.

SEC. 7. DEFI NI TI ONS.

As used in this Act, the terns 'conputer system , 'Federal
conputer system, 'operator of a Federal conputer systeni,
‘sensitive information', and 'Federal agency' have the neani ngs
given in section 20(d) of the National Bureau of Standards Act (as
added by section 3 of this Act) (15 U . S.C. 278g-3(d)).

SEC. 8. RULES OF CONSTRUCTI ON OF ACT.

Nothing in this Act, or in any anendnent nmade by this Act,
shall be construed -

(1) to constitute authority to withhold information sought
pursuant to section 552 of title 5, United States Code; or

(2) to authorize any Federal agency to limt, restrict,
regul ate, or control the collection, mintenance, disclosure,
use, transfer, or sale of any information (regardless of the
mediumin which the informati on may be naintained) that is -

(A) privatel y-owned informtion;
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(B) disclosable under section 552 of title 5, United States
Code, or other law requiring or authorizing the public
di scl osure of information; or

(O public domain information.
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