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5 USC Sec. 552a
TI TLE 5

PART |

CHAPTER 5
SUBCHAPTER I |

Sec. 552a. Records maintained on individuals
(a) Definitions. - For purposes of this section -

(1) the term'agency' neans agency as defined in section 552(e)
(FOOTNOTE 1) of this title;

(FOOTNOTE 1) See References in Text note bel ow.

(2) the term'individual' neans a citizen of the United States
or an alien lawfully admtted for permanent residence;

(3) the term ' maintain' includes maintain, collect, use, or
di ssem nat e;

(4) the term'record neans any item collection, or grouping
of information about an individual that is maintained by an
agency, including, but not limted to, his education, financial
transactions, nedical history, and crimnal or enploynent history
and that contains his nane, or the identifying nunber, synbol, or
other identifying particular assigned to the individual, such as
a finger or voice print or a photograph;

(5) the term'systemof records' neans a group of any records
under the control of any agency fromwhich information is
retrieved by the nane of the individual or by sone identifying
nunber, synbol, or other identifying particular assigned to the
I ndi vi dual ;

(6) the term'statistical record” nmeans a record in a system of
records maintained for statistical research or reporting purposes
only and not used in whole or in part in making any determ nation
about an identifiable individual, except as provided by section 8
of title 13;

(7) the term'routine use' neans, with respect to the
di scl osure of a record, the use of such record for a purpose
which is conpatible with the purpose for which it was coll ect ed,;

(8) the term' matching program -

(A) neans any conputerized conparison of -
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(i) two or nore automated systens of records or a system of
records with non-Federal records for the purpose of -

(I') establishing or verifying the eligibility of, or
continuing conpliance with statutory and regul atory
requi renments by, applicants for, recipients or
beneficiaries of, participants in, or providers of services
with respect to, cash or in-kind assistance or paynents
under Federal benefit prograns, or

(I'l') recoupi ng paynents or delinquent debts under such
Federal benefit prograns, or
(ii) two or nore automated Federal personnel or payrol

systens of records or a system of Federal personnel or
payroll records wth non-Federal records,
(B) but does not include -

(i) matches perfornmed to produce aggregate statistical data
W t hout any personal identifiers;

(ii) matches perforned to support any research or
statistical project, the specific data of which may not be
used to nake deci sions concerning the rights, benefits, or
privileges of specific individuals;

(ti1) matches perfornmed, by an agency (or conponent
thereof) which perforns as its principal function any
activity pertaining to the enforcenment of crimnal |aws,
subsequent to the initiation of a specific crimnal or civil
| aw enforcenent investigation of a nanmed person or persons
for the purpose of gathering evidence agai nst such person or
per sons;

(iv) matches of tax information (I) pursuant to section
6103(d) of the Internal Revenue Code of 1986, (Il) for
pur poses of tax adm nistration as defined in section
6103(b) (4) of such Code, (I1l) for the purpose of
Intercepting a tax refund due an individual under authority
granted by section 464 or 1137 of the Social Security Act; or
(1'V) for the purpose of intercepting a tax refund due an
I ndi vi dual under any other tax refund intercept program
aut hori zed by statute which has been determ ned by the
Director of the Ofice of Managenent and Budget to contain
verification, notice, and hearing requirenents that are
substantially simlar to the procedures in section 1137 of
the Social Security Act;

(v) matches -

(1) using records predomnantly relating to Federal
personnel, that are perforned for routine adm nistrative
pur poses (subject to guidance provided by the D rector of
the O fice of Managenent and Budget pursuant to subsection
(v)), or

(I'l) conducted by an agency using only records from

file:///C|/My Documents/AMC Look-up Table/Documents/Related/Public_Law/PL_93-579.html (2 of 27) [2/27/2001 9:41:24 AM]



Privacy Act of 1974

systens of records naintained by that agency;

I f the purpose of the match is not to take any adverse
financial, personnel, disciplinary, or other adverse action
agai nst Federal personnel; or

(vi) matches perfornmed for foreign counterintelligence
pur poses or to produce background checks for security
cl earances of Federal personnel or Federal contractor
per sonnel ;
(9) the term'recipient agency' neans any agency, or contractor

t hereof, receiving records contained in a system of records from

a source agency for use in a matching program

(10) the term ' non-Federal agency' neans any State or | ocal
governnment, or agency thereof, which receives records contained

In a system of records froma source agency for use in a matching

progr am

(11) the term'source agency' neans any agency which discl oses
records contained in a systemof records to be used in a matching
program or any State or |ocal government, or agency thereof,

whi ch di scl oses records to be used in a matching program

(12) the term' Federal benefit program neans any program

adm ni stered or funded by the Federal Governnent, or by any agent

or State on behalf of the Federal Governnent, providing cash or

i n-kind assistance in the formof paynents, grants, |oans, or

| oan guarantees to individuals; and

(13) the term' Federal personnel' neans officers and enpl oyees
of the Governnment of the United States, nenbers of the uniforned
servi ces (including nenbers of the Reserve Conponents),

i ndividuals entitled to receive inmmediate or deferred retirenent

benefits under any retirenent programof the Governnent of the

United States (including survivor benefits).

(b) Conditions of Disclosure. - No agency shall disclose any
record which is contained in a system of records by any neans of
comuni cation to any person, or to another agency, except pursuant
to a witten request by, or with the prior witten consent of, the
I ndi vidual to whomthe record pertains, unless disclosure of the
record woul d be -

(1) to those officers and enpl oyees of the agency which
mai ntains the record who have a need for the record in the
performance of their duties;

(2) required under section 552 of this title;

(3) for a routine use as defined in subsection (a)(7) of this
section and described under subsection (e)(4)(D) of this section;

(4) to the Bureau of the Census for purposes of planning or
carrying out a census or survey or related activity pursuant to

the provisions of title 183;

(5) to a recipient who has provided the agency wth advance
adequate witten assurance that the record will be used solely as
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a statistical research or reporting record, and the record is to
be transferred in a formthat is not individually identifiable;

(6) to the National Archives and Records Administration as a
record which has sufficient historical or other value to warrant
Its continued preservation by the United States Governnent, or
for evaluation by the Archivist of the United States or the
desi gnee of the Archivist to determ ne whether the record has
such val ue;

(7) to another agency or to an instrunentality of any
governnental jurisdiction within or under the control of the
United States for a civil or crimnal |aw enforcenent activity if
the activity is authorized by law, and if the head of the agency
or instrunentality has nmade a witten request to the agency which
mai ntains the record specifying the particular portion desired
and the | aw enforcenent activity for which the record is sought;

(8) to a person pursuant to a show ng of conpelling
circunstances affecting the health or safety of an individual if
upon such disclosure notification is transmtted to the | ast
known address of such individual;

(9) to either House of Congress, or, to the extent of matter
wWithinits jurisdiction, any conmmittee or subcommittee thereof,
any joint commttee of Congress or subcommttee of any such joint
comm ttee;

(10) to the Conptroller General, or any of his authorized
representatives, in the course of the performance of the duties
of the General Accounting Ofice;

(11) pursuant to the order of a court of conpetent
jurisdiction; or

(12) to a consuner reporting agency in accordance with section
3711(f) of title 31.

(c) Accounting of Certain Disclosures. - Each agency, wth
respect to each systemof records under its control, shall -

(1) except for disclosures nade under subsections (b)(1) or
(b)(2) of this section, keep an accurate accounting of -

(A) the date, nature, and purpose of each disclosure of a
record to any person or to another agency nmade under subsection
(b) of this section; and

(B) the nanme and address of the person or agency to whomthe
di scl osure i s nmade;

(2) retain the accounting nmade under paragraph (1) of this
subsection for at |least five years or the life of the record,
whi chever is longer, after the disclosure for which the
accounting i s nade;

(3) except for disclosures nade under subsection (b)(7) of this
section, nmake the accounting nade under paragraph (1) of this
subsection avail able to the individual nanmed in the record at his
request; and
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(4) informany person or other agency about any correction or
not ati on of dispute made by the agency in accordance with
subsection (d) of this section of any record that has been
di scl osed to the person or agency if an accounting of the
di scl osure was nmade.

(d) Access to Records. - Each agency that maintains a system of
records shall -

(1) upon request by any individual to gain access to his record
or to any information pertaining to himwhich is contained in the
system permt himand upon his request, a person of his own
choosing to acconpany him to review the record and have a copy
made of all or any portion thereof in a form conprehensible to
him except that the agency may require the individual to furnish
a witten statenent authorizing discussion of that individual's
record in the acconpanyi ng person's presence;

(2) permt the individual to request anendnent of a record
pertaining to himand -

(A) not later than 10 days (excludi ng Saturdays, Sundays, and
| egal public holidays) after the date of receipt of such
request, acknow edge in witing such receipt; and

(B) pronptly, either -

(i) make any correction of any portion thereof which the
i ndi vi dual believes is not accurate, relevant, tinely, or
conpl ete; or

(ii) informthe individual of its refusal to anend the
record in accordance with his request, the reason for the
refusal, the procedures established by the agency for the

I ndi vidual to request a review of that refusal by the head of

the agency or an officer designated by the head of the

agency, and the nane and busi ness address of that official;

(3) permt the individual who disagrees with the refusal of the
agency to anmend his record to request a review of such refusal,
and not later than 30 days (excluding Saturdays, Sundays, and
| egal public holidays) fromthe date on which the individual
requests such review, conplete such review and nake a fi nal
determ nation unl ess, for good cause shown, the head of the
agency extends such 30-day period; and if, after his review, the
reviewing official also refuses to anend the record in accordance
with the request, permt the individual to file with the agency a
conci se statenent setting forth the reasons for his disagreenent
wth the refusal of the agency, and notify the individual of the
provisions for judicial review of the reviewng official's
det erm nati on under subsection (g)(1)(A) of this section;

(4) in any disclosure, containing information about which the
I ndi vidual has filed a statenent of disagreenent, occurring after
the filing of the statenent under paragraph (3) of this
subsection, clearly note any portion of the record which is
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di sputed and provi de copies of the statenent and, if the agency
deens it appropriate, copies of a concise statenent of the
reasons of the agency for not nmaking the anendnents requested, to
persons or other agencies to whomthe disputed record has been

di scl osed; and

(5) nothing in this section shall allow an individual access to
any information conpiled in reasonable anticipation of a civil
action or proceedi ng.

(e) Agency Requirenents. - Each agency that maintains a system of
records shall -

(1) maintain in its records only such information about an
i ndi vidual as is relevant and necessary to acconplish a purpose
of the agency required to be acconplished by statute or by
executive order of the President;

(2) collect information to the greatest extent practicable
directly fromthe subject individual when the information may
result in adverse determ nations about an individual's rights,
benefits, and privil eges under Federal prograrns;

(3) informeach individual whomit asks to supply infornmation,
on the formwhich it uses to collect the information or on a
separate formthat can be retained by the individual -

(A) the authority (whether granted by statute, or by
executive order of the President) which authorizes the
solicitation of the informati on and whet her disclosure of such
information is mandatory or voluntary;

(B) the principal purpose or purposes for which the
information is intended to be used;

(C the routine uses which nay be made of the information, as
publ i shed pursuant to paragraph (4)(D) of this subsection; and

(D) the effects on him if any, of not providing all or any
part of the requested infornmation;

(4) subject to the provisions of paragraph (11) of this
subsection, publish in the Federal Register upon establishnent or
revision a notice of the existence and character of the system of
records, which notice shall include -

(A) the nanme and |l ocation of the system

(B) the categories of individuals on whomrecords are
mai ntained in the system

(C the categories of records nmaintained in the system

(D) each routine use of the records contained in the system
i ncluding the categories of users and the purpose of such use;

(E) the policies and practices of the agency regarding
storage, retrievability, access controls, retention, and
di sposal of the records;

(F) the title and busi ness address of the agency official who
is responsible for the system of records;

(G the agency procedures whereby an individual can be
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notified at his request if the systemof records contains a
record pertaining to him

(H) the agency procedures whereby an individual can be
notified at his request how he can gain access to any record
pertaining to himcontained in the systemof records, and how
he can contest its content; and

(1) the categories of sources of records in the system

(5) maintain all records which are used by the agency in making
any determ nation about any individual wth such accuracy,
rel evance, tineliness, and conpleteness as is reasonably
necessary to assure fairness to the individual in the
det erm nati on;

(6) prior to dissem nating any record about an individual to
any person other than an agency, unless the dissemnation is made
pursuant to subsection (b)(2) of this section, nmake reasonabl e
efforts to assure that such records are accurate, conplete,
tinely, and rel evant for agency purposes;

(7) maintain no record describing how any individual exercises
ri ghts guaranteed by the First Anmendnent unl ess expressly
aut hori zed by statute or by the individual about whomthe record
I's maintained or unless pertinent to and within the scope of an
aut hori zed | aw enforcenent activity;

(8) make reasonable efforts to serve notice on an individual
when any record on such individual is made available to any
person under conpul sory | egal process when such process becones a
matter of public record,;

(9) establish rules of conduct for persons involved in the
desi gn, devel opnent, operation, or maintenance of any system of
records, or in maintaining any record, and instruct each such
person wth respect to such rules and the requirenents of this
section, including any other rules and procedures adopted
pursuant to this section and the penalties for nonconpliance;

(10) establish appropriate adm nistrative, technical, and
physi cal safeguards to insure the security and confidentiality of
records and to protect against any anticipated threats or hazards
to their security or integrity which could result in substanti al
harm enbarrassnent, inconvenience, or unfairness to any
I ndi vidual on whominformation is maintained;

(11) at least 30 days prior to publication of information under
paragraph (4)(D) of this subsection, publish in the Federal
Regi ster notice of any new use or intended use of the information
In the system and provide an opportunity for interested persons
to submt witten data, views, or argunents to the agency; and

(12) if such agency is a recipient agency or a source agency in
a matching programw th a non- Federal agency, wth respect to any
establ i shnent or revision of a matching program at |east 30 days
prior to conducting such program publish in the Federal Register
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notice of such establishnment or revision.
(f) Agency Rules. - In order to carry out the provisions of this

section, each agency that maintains a system of records shal
promul gate rules, in accordance with the requirenents (including
general notice) of section 553 of this title, which shall -

(1) establish procedures whereby an individual can be notified
in response to his request if any system of records naned by the
I ndi vi dual contains a record pertaining to himn

(2) define reasonable tines, places, and requirenents for
identifying an individual who requests his record or infornmation
pertaining to himbefore the agency shall make the record or
i nformation available to the individual;

(3) establish procedures for the disclosure to an individual
upon his request of his record or information pertaining to him
I ncl udi ng speci al procedure, if deened necessary, for the
di scl osure to an individual of nedical records, including
psychol ogi cal records, pertaining to him

(4) establish procedures for reviewi ng a request from an
I ndi vi dual concerning the anendnent of any record or information
pertaining to the individual, for making a determ nation on the
request, for an appeal within the agency of an initial adverse
agency determ nation, and for whatever additional neans may be
necessary for each individual to be able to exercise fully his
rights under this section; and

(5) establish fees to be charged, if any, to any individual for
maki ng copies of his record, excluding the cost of any search for
and review of the record.

The O fice of the Federal Register shall biennially conpile and
publish the rules pronul gated under this subsection and agency

noti ces published under subsection (e)(4) of this sectionin a fornm
available to the public at |ow cost.

(g)(1) Gvil Renedies. - Wenever any agency

(A) makes a determ nation under subsection (d)(3) of this
section not to anmend an individual's record in accordance with
his request, or fails to make such review in conformty with that
subsecti on;

(B) refuses to conply wth an individual request under
subsection (d)(1) of this section;

(© fails to maintain any record concerning any individual with
such accuracy, relevance, tineliness, and conpleteness as is
necessary to assure fairness in any determnation relating to the
qual i fications, character, rights, or opportunities of, or
benefits to the individual that may be made on the basis of such
record, and consequently a determ nation is made which is adverse
to the individual; or

(D) fails to conmply with any other provision of this section,
or any rule pronmul gated thereunder, in such a way as to have an
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adverse effect on an individual,
the individual nmay bring a civil action against the agency, and the
district courts of the United States shall have jurisdiction in the
matters under the provisions of this subsection.

(2)(A) In any suit brought under the provisions of subsection
(g9)(1)(A) of this section, the court may order the agency to anend
the individual's record in accordance with his request or in such
other way as the court may direct. In such a case the court shal
determ ne the matter de novo.

(B) The court may assess against the United States reasonable
attorney fees and other litigation costs reasonably incurred in any
case under this paragraph in which the conplai nant has
substantially prevail ed.

(3)(A) In any suit brought under the provisions of subsection
(g9)(1)(B) of this section, the court may enjoin the agency from
wi t hhol ding the records and order the production to the conplai nant
of any agency records inproperly withheld fromhim In such a case
the court shall determne the matter de novo, and may exam ne the
contents of any agency records in canera to determ ne whether the
records or any portion thereof nmay be w thheld under any of the
exenptions set forth in subsection (k) of this section, and the
burden is on the agency to sustain its action.

(B) The court nay assess against the United States reasonable
attorney fees and other litigation costs reasonably incurred in any
case under this paragraph in which the conpl ai nant has
substantially prevail ed.

(4) In any suit brought under the provisions of subsection
(9)(1)(C or (D of this section in which the court determ nes that
the agency acted in a manner which was intentional or willful, the
United States shall be |liable to the individual in an anount equal
to the sum of -

(A) actual damages sustained by the individual as a result of
the refusal or failure, but in no case shall a person entitled to
recovery receive |less than the sumof $1,000; and

(B) the costs of the action together with reasonabl e attorney
fees as determ ned by the court.

(5) An action to enforce any liability created under this section
may be brought in the district court of the United States in the
district in which the conpl ainant resides, or has his principal
pl ace of business, or in which the agency records are situated, or
in the District of Colunbia, wthout regard to the anmount in
controversy, within two years fromthe date on which the cause of
action arises, except that where an agency has materially and
willfully m srepresented any information required under this
section to be disclosed to an individual and the information so
m srepresented is material to establishnent of the liability of the
agency to the individual under this section, the action may be
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brought at any tine wwthin two years after discovery by the

I ndi vi dual of the m srepresentation. Nothing in this section shal
be construed to authorize any civil action by reason of any injury
sustained as the result of a disclosure of a record prior to

Sept enber 27, 1975.

(h) Rights of Legal CGuardians. - For the purposes of this
section, the parent of any mnor, or the |egal guardian of any
I ndi vi dual who has been declared to be inconpetent due to physi cal
or nental incapacity or age by a court of conpetent jurisdiction,
may act on behalf of the individual.

(1)(1) CGimnal Penalties. - Any officer or enployee of an
agency, who by virtue of his enploynment or official position, has
possessi on of, or access to, agency records which contain
individually identifiable information the disclosure of which is
prohi bited by this section or by rules or regul ati ons established
t hereunder, and who know ng that disclosure of the specific
material is so prohibited, willfully discloses the material in any
manner to any person or agency not entitled to receive it, shall be
guilty of a mi sdeneanor and fined not nore than $5, 000.

(2) Any officer or enployee of any agency who willfully maintains
a system of records wthout neeting the notice requirenents of
subsection (e)(4) of this section shall be guilty of a m sdeneanor
and fined not nore than $5, 000.

(3) Any person who knowingly and wllfully requests or obtains
any record concerning an individual froman agency under false
pretenses shall be guilty of a m sdeneanor and fined not nore than
$5, 000.

(j) Ceneral Exenptions. - The head of any agency nay promul gate
rules, in accordance with the requirenents (including general
notice) of sections 553(b)(1), (2), and (3), (c), and (e) of this
title, to exenpt any systemof records within the agency from any
part of this section except subsections (b), (c)(1) and (2),

(e)(4) (A through (F), (e)(6), (7), (9), (10), and (11), and (i) if
the systemof records is -
(1) maintained by the Central Intelligence Agency; or
(2) maintained by an agency or conponent thereof which perforns
as its principal function any activity pertaining to the
enforcenment of crimnal laws, including police efforts to
prevent, control, or reduce crine or to apprehend crimnals, and
the activities of prosecutors, courts, correctional, probation,

pardon, or parole authorities, and which consists of (A

I nformation conpiled for the purpose of identifying individual

crimnal offenders and all eged offenders and consisting only of

I dentifying data and notations of arrests, the nature and

di sposition of crimnal charges, sentencing, confinenent,

rel ease, and parole and probation status; (B) information

conpiled for the purpose of a crimnal investigation, including
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reports of informants and investigators, and associated wth an

identifiable individual; or (C) reports identifiable to an

I ndi vi dual conpiled at any stage of the process of enforcenent of

the crimnal laws fromarrest or indictnment through release from

super vi si on.
At the time rules are adopted under this subsection, the agency
shall include in the statenent required under section 553(c) of
this title, the reasons why the systemof records is to be exenpted
froma provision of this section.

(k) Specific Exenptions. - The head of any agency may promnul gate
rules, in accordance with the requirenents (including general
notice) of sections 553(b)(1), (2), and (3), (c), and (e) of this
title, to exenpt any systemof records wthin the agency from
subsections (c¢)(3), (d), (e, (e)(4(9, (H, and (1) and (f) of
this section if the systemof records is -

(1) subject to the provisions of section 552(b)(1) of this
title;

(2) investigatory material conpiled for | aw enforcenent
pur poses, other than material wthin the scope of subsection
(j)(2) of this section: Provided, however, That if any individual
Is denied any right, privilege, or benefit that he woul d
ot herwi se be entitled by Federal law, or for which he would
otherwi se be eligible, as a result of the maintenance of such
material, such material shall be provided to such individual,
except to the extent that the disclosure of such material would
reveal the identity of a source who furnished infornmation to the
Gover nment under an express prom se that the identity of the
source woul d be held in confidence, or, prior to the effective
date of this section, under an inplied promse that the identity
of the source would be held in confidence;

(3) nmaintained in connection with providing protective services
to the President of the United States or other individuals
pursuant to section 3056 of title 18;

(4) required by statute to be mai ntained and used solely as
statistical records;

(5) investigatory material conpiled solely for the purpose of
determ ning suitability, eligibility, or qualifications for
Federal civilian enploynent, mlitary service, Federal contracts,
or access to classified information, but only to the extent that
the disclosure of such material would reveal the identity of a
source who furnished information to the Governnent under an
express prom se that the identity of the source would be held in
confidence, or, prior to the effective date of this section,
under an inplied promse that the identity of the source would be
hel d in confidence;

(6) testing or exam nation nmaterial used solely to determ ne
I ndi vidual qualifications for appointnment or pronotion in the
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Federal service the disclosure of which would conprom se the
objectivity or fairness of the testing or exam nation process; or
(7) evaluation material used to determ ne potential for
pronotion in the arnmed services, but only to the extent that the
di scl osure of such material would reveal the identity of a source
who furnished information to the Governnent under an express
prom se that the identity of the source would be held in
confidence, or, prior to the effective date of this section,
under an inplied promse that the identity of the source would be
hel d in confidence.
At the tinme rules are adopted under this subsection, the agency
shall include in the statenent required under section 553(c) of
this title, the reasons why the systemof records is to be exenpted
froma provision of this section.

(1) Archival Records. - Each agency record which is accepted by
the Archivist of the United States for storage, processing, and
servicing in accordance with section 3103 of title 44 shall, for

t he purposes of this section, be considered to be namintai ned by the
agency whi ch deposited the record and shall be subject to the
provisions of this section. The Archivist of the United States
shall not disclose the record except to the agency whi ch nmaintains
the record, or under rules established by that agency which are not
i nconsistent with the provisions of this section.

(2) Each agency record pertaining to an identifiable individual
whi ch was transferred to the National Archives of the United States
as a record which has sufficient historical or other value to
warrant its continued preservation by the United States Governnent,
prior to the effective date of this section, shall, for the
pur poses of this section, be considered to be naintained by the
Nat i onal Archives and shall not be subject to the provisions of
this section, except that a statenent generally describing such
records (nodeled after the requirenents relating to records subject
to subsections (e)(4)(A) through (G of this section) shall be
published in the Federal Register.

(3) Each agency record pertaining to an identifiable individual
which is transferred to the National Archives of the United States
as a record which has sufficient historical or other value to
warrant its continued preservation by the United States Governnent,
on or after the effective date of this section, shall, for the
pur poses of this section, be considered to be naintained by the
Nat i onal Archives and shall be exenpt fromthe requirenents of this
section except subsections (e)(4)(A) through (G and (e)(9) of this
secti on.

(m (1) Governnment Contractors. - Wien an agency provides by a
contract for the operation by or on behalf of the agency of a
system of records to acconplish an agency function, the agency
shall, consistent with its authority, cause the requirenents of
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this section to be applied to such system For purposes of
subsection (i) of this section any such contractor and any enpl oyee
of such contractor, if such contract is agreed to on or after the
effective date of this section, shall be considered to be an

enpl oyee of an agency.

(2) A consuner reporting agency to which a record is disclosed
under section 3711(f) of title 31 shall not be considered a
contractor for the purposes of this section.

(n) Mailing Lists. - An individual's nane and address may not be
sold or rented by an agency unl ess such action is specifically
aut horized by law. This provision shall not be construed to
requi re the wi thhol ding of nanmes and addresses ot herw se permtted
to be nade public.

(o) Matching Agreenents. - (1) No record which is contained in a
system of records may be disclosed to a recipient agency or
non- Federal agency for use in a conputer matching program except
pursuant to a witten agreenent between the source agency and the
reci pi ent agency or non-Federal agency specifying -

(A) the purpose and | egal authority for conducting the program
(B) the justification for the programand the anti ci pated
results, including a specific estimte of any savi ngs;

(C) a description of the records that will be matched,
i ncl udi ng each data elenent that will be used, the approxi mte
nunber of records that will be matched, and the projected

starting and conpletion dates of the matching program

(D) procedures for providing individualized notice at the tine
of application, and notice periodically thereafter as directed by
the Data Integrity Board of such agency (subject to gui dance
provided by the Director of the Ofice of Managenent and Budget
pursuant to subsection (v)), to -

(i) applicants for and recipients of financial assistance or
paynments under Federal benefit prograns, and
(ii) applicants for and hol ders of positions as Federal

per sonnel ,
that any information provided by such applicants, recipients,
hol ders, and individuals may be subject to verification through
mat chi ng progr ans;

(E) procedures for verifying information produced in such
mat chi ng program as requi red by subsection (p);

(F) procedures for the retention and tinely destruction of
identifiable records created by a recipient agency or non-Feder al
agency in such matching program

(G procedures for ensuring the adm nistrative, technical, and
physi cal security of the records matched and the results of such
prograns;

(H) prohibitions on duplication and redi sclosure of records
provi ded by the source agency within or outside the recipient
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agency or the non-Federal agency, except where required by |aw or

essential to the conduct of the matching program

(1) procedures governing the use by a recipient agency or
non- Federal agency of records provided in a matching programby a
source agency, including procedures governing return of the
records to the source agency or destruction of records used in
such program

(J) information on assessnents that have been nade on the
accuracy of the records that will be used in such matching
program and

(K) that the Conptroller General may have access to all records
of a recipient agency or a non-Federal agency that the
Conptrol Il er General deens necessary in order to nonitor or verify
conpliance with the agreenent.

(2)(A) A copy of each agreenent entered into pursuant to
paragraph (1) shall -

(i) be transmtted to the Commttee on Governnental Affairs of
the Senate and the Cormittee on Government Operations of the
House of Representatives; and

(i1) be avail abl e upon request to the public.

(B) No such agreenent shall be effective until 30 days after the
date on which such a copy is transmtted pursuant to subparagraph
(A)(i).

(© Such an agreenent shall remain in effect only for such
period, not to exceed 18 nonths, as the Data Integrity Board of the
agency determines is appropriate in |ight of the purposes, and
| ength of tinme necessary for the conduct, of the matching program

(D) Wthin 3 nonths prior to the expiration of such an agreenent
pursuant to subparagraph (C), the Data Integrity Board of the
agency may, w thout additional review, renew the matching agreenent
for a current, ongoing matching programfor not nore than one
addi tional year if -

(i) such programw || be conducted w thout any change; and

(i1) each party to the agreenent certifies to the Board in
witing that the program has been conducted in conpliance with
t he agreenent.

(p) Verification and Opportunity to Contest Findings. - (1) In
order to protect any individual whose records are used in a
mat chi ng program no recipient agency, non-Federal agency, or
source agency may suspend, term nate, reduce, or make a final
deni al of any financial assistance or paynent under a Federal
benefit programto such individual, or take other adverse action
agai nst such individual, as a result of information produced by
such matching program until -

(A) (i) the agency has independently verified the infornmation;
or

(ii1) the Data Integrity Board of the agency, or in the case of
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a non- Federal agency the Data Integrity Board of the source
agency, determ nes in accordance with gui dance issued by the
Director of the Ofice of Managenent and Budget that -

(I) the information is limted to identification and anount
of benefits paid by the source agency under a Federal benefit
program and

(I'l) there is a high degree of confidence that the
information provided to the recipient agency is accurate,;

(B) the individual receives a notice fromthe agency contai ni ng

a statenment of its findings and informng the individual of the

opportunity to contest such findings; and

(O (i) the expiration of any tinme period established for the
program by statute or regulation for the individual to respond to
that notice; or

(i1) in the case of a program for which no such period is
establ i shed, the end of the 30-day period beginning on the date
on whi ch notice under subparagraph (B) is mailed or otherw se
provi ded to the individual.

(2) Independent verification referred to in paragraph (1)
requires investigation and confirmation of specific information
relating to an individual that is used as a basis for an adverse
action against the individual, including where applicable
I nvestigation and confirmation of -

(A) the anmpbunt of any asset or incone involved;

(B) whet her such individual actually has or had access to such
asset or inconme for such individual's own use; and

(C the period or periods when the individual actually had such
asset or incone.

(3) Notw thstandi ng paragraph (1), an agency nay take any
appropriate action otherw se prohi bited by such paragraph if the
agency determnes that the public health or public safety may be
adversely affected or significantly threatened during any notice
period required by such paragraph.

(q) Sanctions. - (1) Notw thstanding any ot her provision of |aw,
no source agency may disclose any record which is contained in a
system of records to a recipient agency or non-Federal agency for a
mat ching programif such source agency has reason to believe that
the requirenments of subsection (p), or any matchi ng agreenent
entered into pursuant to subsection (0), or both, are not being net
by such recipi ent agency.

(2) No source agency may renew a matchi ng agreenent unl ess -

(A) the recipient agency or non-Federal agency has certified
that it has conplied with the provisions of that agreenent; and

(B) the source agency has no reason to believe that the
certification is inaccurate.

(r) Report on New Systens and Matchi ng Prograns. - Each agency
t hat proposes to establish or make a significant change in a systen
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of records or a matching program shall provi de adequate advance
noti ce of any such proposal (in duplicate) to the Commttee on
Governnment QOperations of the House of Representatives, the

Comm ttee on Governnental Affairs of the Senate, and the O fice of
Managenent and Budget in order to permt an evaluation of the
probabl e or potential effect of such proposal on the privacy or

ot her rights of individuals.

(s) Biennial Report. - The President shall biennially submt to
t he Speaker of the House of Representatives and the President pro
tenpore of the Senate a report -

(1) describing the actions of the Director of the Ofice of
Managenment and Budget pursuant to section 6 of the Privacy Act of
1974 during the preceding 2 years;

(2) describing the exercise of individual rights of access and
anmendnent under this section during such years;

(3) identifying changes in or additions to systens of records;

(4) containing such other information concerning adm nistration
of this section as nmay be necessary or useful to the Congress in
reviewing the effectiveness of this section in carrying out the
pur poses of the Privacy Act of 1974.

(t)(1) Effect of Other Laws. - No agency shall rely on any
exenption contained in section 552 of this title to withhold from
an individual any record which is otherw se accessible to such
I ndi vi dual under the provisions of this section.

(2) No agency shall rely on any exenption in this section to
wi thhold froman individual any record which is otherw se
accessi ble to such individual under the provisions of section 552
of this title.

(u) Data Integrity Boards. - (1) Every agency conducting or
participating in a matching program shall establish a Data
Integrity Board to oversee and coordi nate anong the vari ous
conponents of such agency the agency's inplenentation of this

secti on.
(2) Each Data Integrity Board shall consist of senior officials
desi gnated by the head of the agency, and shall include any senior

of ficial designated by the head of the agency as responsible for
I npl enentation of this section, and the inspector general of the
agency, if any. The inspector general shall not serve as chairnman
of the Data Integrity Board.

(3) Each Data Integrity Board -

(A) shall review, approve, and naintain all witten agreenents
for receipt or disclosure of agency records for matchi ng prograns
to ensure conpliance with subsection (o), and all rel evant
statutes, regul ations, and gui deli nes;

(B) shall review all matching prograns in which the agency has
partici pated during the year, either as a source agency or
reci pi ent agency, determ ne conpliance with applicable |aws,
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regul ati ons, guidelines, and agency agreenents, and assess the
costs and benefits of such prograns;

(C shall review all recurring matching prograns in which the
agency has participated during the year, either as a source
agency or recipient agency, for continued justification for such
di scl osures;

(D) shall conpile an annual report, which shall be submtted to
the head of the agency and the O fice of Managenent and Budget
and nmade avail able to the public on request, describing the
mat ching activities of the agency, including -

(i) matching prograns in which the agency has participated as

a source agency or recipient agency;

(i1i) matching agreenents proposed under subsection (0) that
wer e di sapproved by the Board,
(ii1) any changes in nmenbership or structure of the Board in

t he precedi ng year;

(iv) the reasons for any waiver of the requirenent in
paragraph (4) of this section for conpletion and subm ssion of

a cost-benefit analysis prior to the approval of a matching

progr am

(v) any violations of matching agreenents that have been
al l eged or identified and any corrective action taken; and
(vi) any other information required by the Director of the

O fice of Managenent and Budget to be included in such report;

(E) shall serve as a clearinghouse for receiving and providi ng
I nformation on the accuracy, conpleteness, and reliability of
records used in nmatching prograns;

(F) shall provide interpretation and gui dance to agency
conponents and personnel on the requirenents of this section for
mat chi ng prograns;

(G shall review agency recordkeepi ng and di sposal policies and
practices for matching prograns to assure conpliance with this
section; and

(H may review and report on any agency matching activities
that are not matchi ng prograns.

(4) (A) Except as provided in subparagraphs (B) and (C), a Data
Integrity Board shall not approve any witten agreenent for a
mat chi ng program unl ess the agency has conpleted and submtted to
such Board a cost-benefit analysis of the proposed program and such
anal ysis denonstrates that the programis likely to be cost
effective. (FOOTNOTE 2)

(FOOTNOTE 2) So in original. Probably should be
‘cost-effective.’

(B) The Board may wai ve the requirenents of subparagraph (A) of
this paragraph if it determines in witing, in accordance with
gui delines prescribed by the Director of the Ofice of Managenent
and Budget, that a cost-benefit analysis is not required.
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(C A cost-benefit analysis shall not be required under
subparagraph (A) prior to the initial approval of a witten
agreenent for a matching programthat is specifically required by
statute. Any subsequent witten agreenent for such a program shall
not be approved by the Data Integrity Board unl ess the agency has
subm tted a cost-benefit analysis of the program as conducted under
t he precedi ng approval of such agreenent.

(5 (A If a matching agreenent is di sapproved by a Data Integrity
Board, any party to such agreenent may appeal the disapproval to
the Director of the Ofice of Managenent and Budget. Tinely notice
of the filing of such an appeal shall be provided by the D rector
of the Ofice of Managenent and Budget to the Commttee on
Governnental Affairs of the Senate and the Comm ttee on Gover nnment
Qperations of the House of Representatives.

(B) The Director of the Ofice of Managenent and Budget may
approve a matchi ng agreenent notw t hstandi ng the di sapproval of a
Data Integrity Board if the Director determ nes that -

(i) the matching programw || be consistent with all applicable
| egal , requlatory, and policy requirenents;

(i1) there is adequate evidence that the matchi ng agreenent
wi |l be cost-effective; and

(ii1) the matching programis in the public interest.

(C The decision of the Director to approve a natchi ng agreenent
shall not take effect until 30 days after it is reported to
comm ttees described in subparagraph (A).

(D) If the Data Integrity Board and the Director of the Ofice of
Managenent and Budget di sapprove a matching program proposed by the
I nspector general of an agency, the inspector general nay report
the di sapproval to the head of the agency and to the Congress.

(6) The Director of the Ofice of Managenent and Budget shall,
annual ly during the first 3 years after the date of enactnent of
this subsection and biennially thereafter, consolidate in a report
to the Congress the information contained in the reports fromthe
various Data Integrity Boards under paragraph (3)(D). Such report

shall include detailed informati on about costs and benefits of
mat chi ng prograns that are conducted during the period covered by
such consolidated report, and shall identify each waiver granted by

a Data Integrity Board of the requirenment for conpletion and
subm ssion of a cost-benefit analysis and the reasons for granting
t he wai ver.

(7) In the reports required by paragraphs (3)(D) and (6), agency
mat ching activities that are not matching prograns may be reported
on an aggregate basis, if and to the extent necessary to protect
ongoi ng | aw enforcenent or counterintelligence investigations.

(v) Ofice of Managenent and Budget Responsibilities. - The
Director of the Ofice of Managenent and Budget shall -

(1) develop and, after notice and opportunity for public
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coment, prescribe guidelines and regulations for the use of
agencies in inplenenting the provisions of this section; and

(2) provide continuing assistance to and oversight of the
I npl enentation of this section by agencies.

(Added Pub. L. 93-579, Sec. 3, Dec. 31, 1974, 88 Stat. 1897, and
anended Pub. L. 94-183, Sec. 2(2), Dec. 31, 1975, 89 Stat. 1057;
Pub. L. 97-365, Sec. 2, Oct. 25, 1982, 96 Stat. 1749; Pub. L.
97-375, title Il, Sec. 201(a), (b), Dec. 21, 1982, 96 Stat. 1821,
Pub. L. 97-452, Sec. 2(a)(1l), Jan. 12, 1983, 96 Stat. 2478; Pub. L.
98-477, Sec. 2(c), Cct. 15, 1984, 98 Stat. 2211; Pub. L. 98-497,
titlel, Sec. 107(g), Cct. 19, 1984, 98 Stat. 2292; Pub. L.
100-503, Sec. 2-6(a), 7, 8, COct. 18, 1988, 102 Stat. 2507-2514;
Pub. L. 101-508, title VII, Sec. 7201(b)(1), Nov. 5, 1990, 104
Stat. 1388-334.)

REFERENCES | N TEXT

Section 552(e) of this title, referred to in subsec. (a)(1), was
redesi gnated section 552(f) of this title by section 1802(b) of
Pub. L. 99-570.

Section 6103 of the Internal Revenue Code of 1986, referred to in
subsec. (a)(8)(B)(iv), is classified to section 6103 of Title 26,

I nternal Revenue Code.

Sections 464 and 1137 of the Social Security Act, referred to in
subsec. (a)(8)(B)(iv), are classified to sections 664 and 1320b- 7,
respectively, of Title 42, The Public Health and Wl fare.

For effective date of this section, referred to in subsecs.
(k)(2), (5, (7, (I)(2), (3), and (n), see Effective Date note
bel ow.

Section 6 of the Privacy Act of 1974, referred to in subsec.
(s)(1), is section 6 of Pub. L. 93-579, which was set out bel ow and
was repeal ed by section 6(c) of Pub. L. 100-503.

For classification of the Privacy Act of 1974, referred to in
subsec. (s)(4), see Short Title note bel ow

The date of enactnent of this subsection, referred to in subsec.
(u)(6), is the date of enactnent of Pub. L. 100-503 which enacted
subsec. (u) of this section, and which was approved Cct. 18, 1988.

CODI FI CATI ON
Section 552a of former Title 5, Executive Departnents and
Governnent O ficers and Enpl oyees, was transferred to section 2244

of Title 7, Agriculture.

AVENDMVENTS
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1990 - Subsec. (p). Pub. L. 101-508 anended subsec. (p)
generally, restating fornmer pars. (1) and (3) as par. (1), adding
provisions relating to Data Integrity Boards, and restating forner
pars. (2) and (4) as (2) and (3), respectively.

1988 - Subsec. (a)(8) to (13). Pub. L. 100-503, Sec. 5, added
pars. (8) to (13).

Subsec. (e)(12). Pub. L. 100-503, Sec. 3(a), added par. (12).

Subsec. (f). Pub. L. 100-503, Sec. 7, substituted 'biennially'
for "annually' in |ast sentence.

Subsecs. (0) to (q). Pub. L. 100-503, Sec. 2(2), added subsecs.
(o) to (q). Fornmer subsecs. (0) to (q) redesignated (r) to (t),
respectively.

Subsec. (r). Pub. L. 100-503, Sec. 3(b), inserted 'and matching
prograns' in heading and anended text generally. Prior to
anendnent, text read as follows: 'Each agency shall provide
adequat e advance notice to Congress and the O fice of Managenent
and Budget of any proposal to establish or alter any system of
records in order to permt an evaluation of the probable or
potential effect of such proposal on the privacy and ot her personal
or property rights of individuals or the disclosure of information
relating to such individuals, and its effect on the preservation of
t he constitutional principles of federalismand separation of

powers. '

Pub. L. 100-503, Sec. 2(1), redesignated forner subsec. (0) as
(r).

Subsec. (s). Pub. L. 100-503, Sec. 8, substituted 'Biennial' for
"Annual’ in heading, 'biennially submt' for '"annually submt' in

I ntroductory provisions, 'preceding 2 years' for 'preceding year'
in par. (1), and 'such years' for 'such year' in par. (2).

Pub. L. 100-503, Sec. 2(1), redesignated fornmer subsec. (p) as
(s).

Subsec. (t). Pub. L. 100-503, Sec. 2(1), redesignated forner
subsec. (q) as (t).

Subsec. (u). Pub. L. 100-503, Sec. 4, added subsec. (u).

Subsec. (v). Pub. L. 100-503, Sec. 6(a), added subsec. (v).

1984 - Subsec. (b)(6). Pub. L. 98-497, Sec. 107(g)(1),
substituted 'National Archives and Records Adm nistration' for
"National Archives of the United States', and 'Archivist of the
United States or the designee of the Archivist' for 'Adm nistrator
of General Services or his designee'.

Subsec. (l1)(1). Pub. L. 98-497, Sec. 107(g)(2), substituted
"Archivist of the United States' for 'Adm nistrator of General
Services' in two places.

Subsec. (q). Pub. L. 98-477 designated existing provisions as
par. (1) and added par. (2).

1983 - Subsec. (b)(12). Pub. L. 97-452 substituted 'section
3711(f) of title 31' for 'section 3(d) of the Federal d ains
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Col l ection Act of 1966 (31 U.S.C. 952(d))'.

Subsec. (M (2). Pub. L. 97-452 substituted 'section 3711(f) of
title 31' for 'section 3(d) of the Federal Clains Collection Act of
1966 (31 U.S.C. 952(d))".

1982 - Subsec. (b)(12). Pub. L. 97-365, Sec. 2(a), added par.
(12).

Subsec. (e)(4). Pub. L. 97-375, Sec. 201(a), substituted 'upon
establishnment or revision' for '"at |east annually' after 'Federal
Regi ster'.

Subsec. (m). Pub. L. 97-365, Sec. 2(b), designated existing
provi sions as par. (1) and added par. (2).

Subsec. (p). Pub. L. 97-375, Sec. 201(b), substituted provisions
requi ri ng annual subm ssion of a report by the President to the
Speaker of the House and President pro tenpore of the Senate
relating to the Director of the Ofice of Managenent and Budget,

I ndi vidual rights of access, changes or additions to systens of
records, and other necessary or useful information, for provisions
whi ch had directed the President to submt to the Speaker of the
House and the President of the Senate, by June 30 of each cal endar
year, a consolidated report, separately listing for each Federal
agency the nunber of records contained in any system of records
whi ch were exenpted fromthe application of this section under the
provi sions of subsections (j) and (k) of this section during the
precedi ng cal endar year, and the reasons for the exenptions, and
such other information as indicate efforts to admnister fully this
secti on.

1975 - Subsec. (g)(5). Pub. L. 94-183 substituted 'to Septenber
27, 1975 for 'to the effective date of this section'.

EFFECTI VE DATE OF 1988 AMENDMENT

Section 10 of Pub. L. 100-503, as anmended by Pub. L. 101-56, Sec.
2, July 19, 1989, 103 Stat. 149, provided that:

‘(a) In General. - Except as provided in subsections (b) and (c),
the anmendnents made by this Act (anending this section and
repeal i ng provisions set out as a note below) shall take effect 9
nonths after the date of enactnent of this Act (COct. 18, 1988).

"(b) Exceptions. - The amendnent nade by sections 3(b), 6, 7, and
8 of this Act (anmending this section and repealing provisions set
out as a note below) shall take effect upon enactnent.

"(c) Effective Date Delayed for Existing Prograns. - In the case
of any matching program (as defined in section 552a(a)(8) of title
5, United States Code, as added by section 5 of this Act) in
operation before June 1, 1989, the anmendnents made by this Act
(other than the anendnents described in subsection (b)) shall take
effect January 1, 1990, if -

"(1) such matching programis identified by an agency as bei ng
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I n operation before June 1, 1989; and
'(2) such identificationis -

"(A) submtted by the agency to the Commttee on Governnent al
Affairs of the Senate, the Commttee on Governnent Operations
of the House of Representatives, and the O fice of Managenent
and Budget before August 1, 1989, in a report which contains a
schedul e showi ng the dates on which the agency expects to have
such matching programin conpliance with the anendnents nade by
this Act, and

"(B) published by the O fice of Managenent and Budget in the
Federal Register, before Septenber 15, 1989.°

EFFECTI VE DATE OF 1984 ANMENDMENT

Amendnent by Pub. L. 98-497 effective Apr. 1, 1985, see section
301 of Pub. L. 98-497, set out as a note under section 2102 of
Title 44, Public Printing and Docunents.

EFFECTI VE DATE

Section 8 of Pub. L. 93-579 provided that: 'The provisions of
this Act (enacting this section and provisions set out as notes
under this section) shall be effective on and after the date of
enactnent (Dec. 31, 1974), except that the anendnents nmade by
sections 3 and 4 (enacting this section and anendi ng anal ysi s
precedi ng section 500 of this title) shall becone effective 270
days followi ng the day on which this Act is enacted.'

SHORT TI TLE OF 1990 AMENDMENT

Section 7201(a) of Pub. L. 101-508 provided that: 'This section
(amending this section and enacting provisions set out as notes
bel ow) may be cited as the ' Conputer Matching and Privacy
Protection Arendnents of 1990'.

SHORT TI TLE OF 1989 ANMENDMENT
Pub. L. 101-56, Sec. 1, July 19, 1989, 103 Stat. 149, provided
that: 'This Act (anending section 10 of Pub. L. 100-503, set out as
a note above) may be cited as the ' Conputer Matching and Privacy
Protection Act Anendnents of 1989'.°
SHORT TI TLE OF 1988 AMENDVENT
Section 1 of Pub. L. 100-503 provided that: 'This Act (anending

this section, enacting provisions set out as notes above and bel ow,
and repealing provisions set out as a note below) may be cited as
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the ' Conputer Matching and Privacy Protection Act of 1988'.’
SHORT TI TLE

Section 1 of Pub. L. 93-579 provided: 'That this Act (enacting
this section and provisions set out as notes under this section)
may be cited as the 'Privacy Act of 1974'.°

DELEGATI ON OF FUNCTI ONS

Functions of Director of Ofice of Managenent and Budget under
this section delegated to Adm nistrator for Ofice of Information
and Regul atory Affairs by section 3 of Pub. L. 96-511, Dec. 11,
1980, 94 Stat. 2825, set out as a note under section 3503 of Title
44, Public Printing and Docunents.

PUBL| CATI ON OF GUI DANCE UNDER SUBSECTI ON (P) (1) (A) (I1)

Section 7201(b)(2) of Pub. L. 101-508 provided that: 'Not |ater
than 90 days after the date of the enactnent of this Act (Nov. 5,
1990), the Director of the Ofice of Managenent and Budget shal
publ i sh gui dance under subsection (p)(1)(A)(ii) of section 552a of
title 5, United States Code, as anmended by this Act.'

LI M TATI ON ON APPLI CATI ON OF VERI FI CATI ON REQUI REMENT

Section 7201(c) of Pub. L. 101-508 provided that: 'Section
552a(p) (1) (A) (ii)(lIl) of title 5, United States Code, as anended by
section 2 (probably neans section 7201(b)(1) of Pub. L. 101-508),
shall not apply to a programreferred to in paragraph (1), (2), or
(4) of section 1137(b) of the Social Security Act (42 U. S C
1320b-7), until the earlier of -

‘(1) the date on which the Data Integrity Board of the Federal
agency which adm nisters that programdeterm nes that there is
not a high degree of confidence that information provided by that
agency under Federal matching prograns is accurate; or

'(2) 30 days after the date of publication of guidance under
section 2(b) (probably neans section 7201(b)(2) of Pub. L.
101-508, set out as a note above).'

EFFECTI VE DATE DELAYED FOR CERTAI N EDUCATI ON BENEFI TS COVPUTER
MATCH NG PROGRAMS

Pub. L. 101-366, title Il, Sec. 206(d), Aug. 15, 1990, 104 Stat.
442, provided that:

(1) In the case of conputer matching prograns between the
Departnment of Veterans Affairs and the Departnent of Defense in the

file:///C|/My Documents/AMC Look-up Table/Documents/Related/Public_Law/PL_93-579.html (23 of 27) [2/27/2001 9:41:25 AM]



Privacy Act of 1974

adm ni stration of education benefits prograns under chapters 30 and
32 of title 38 and chapter 106 of title 10, United States Code, the
anendnents made to section 552a of title 5, United States Code, by
t he Conputer Matching and Privacy Protection Act of 1988 (Pub. L.
100-503) (other than the anmendnents made by section 10(b) of that
Act) (see Effective Date of 1988 Amendnent note above) shall take
effect on Cctober 1, 1990.

'(2) For purposes of this subsection, the term' matching prograni
has the sanme neaning provided in section 552a(a)(8) of title 5,
United States Code.'

| MPLEMENTATI ON GUI DANCE FOR 1988 AMENDMVENTS

Section 6(b) of Pub. L. 100-503 provided that: 'The Director
shall, pursuant to section 552a(v) of title 5, United States Code,
devel op guidelines and regul ations for the use of agencies in
I npl enenting the anmendnents made by this Act (anmending this section
and repealing provisions set out as a note below) not later than 8
nonths after the date of enactnment of this Act (Cct. 18, 1988).'

CONSTRUCTI ON OF 1988 AMENDMENTS

Section 9 of Pub. L. 100-503 provided that: 'Nothing in the
anendnents made by this Act (anending this section and repealing
provi sions set out as a note below) shall be construed to authorize

'(1) the establishnment or maintenance by any agency of a

nati onal data bank that conbines, nmerges, or links information on

I ndi vidual s maintained in systens of records by other Federal

agenci es;

'(2) the direct linking of conputerized systens of records

mai nt ai ned by Federal agenci es;

'(3) the conputer matching of records not otherw se authorized
by I aw;, or

"(4) the disclosure of records for conputer matching except to
a Federal, State, or |ocal agency.'

CONGRESSI ONAL FI NDI NGS AND STATEMENT OF PURPOSE

Section 2 of Pub. L. 93-579 provided that:
‘(a) The Congress finds that -

(1) the privacy of an individual is directly affected by the
col l ecti on, mai ntenance, use, and di ssem nation of personal
I nformati on by Federal agencies;

'(2) the increasing use of conputers and sophi sticated
i nformati on technol ogy, while essential to the efficient
operations of the Governnent, has greatly magnified the harmto
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I ndi vidual privacy that can occur from any collection,
mai nt enance, use, or dissem nation of personal information;

'(3) the opportunities for an individual to secure enpl oynent,
I nsurance, and credit, and his right to due process, and ot her
| egal protections are endangered by the m suse of certain
I nformati on systens;

'(4) the right to privacy is a personal and fundanental right
protected by the Constitution of the United States; and

"(5) in order to protect the privacy of individuals identified
in information systens nmintai ned by Federal agencies, it is
necessary and proper for the Congress to regulate the collection,
mai nt enance, use, and dissem nation of information by such
agenci es.

"(b) The purpose of this Act (enacting this section and
provi sions set out as notes under this section) is to provide
certain safeguards for an individual against an invasion of
personal privacy by requiring Federal agencies, except as otherw se
provided by law, to -

"(1) permt an individual to determ ne what records pertaining
to himare coll ected, naintained, used, or dissen nated by such
agenci es;

'(2) permt an individual to prevent records pertaining to him
obt ai ned by such agencies for a particul ar purpose from bei ng
used or nade avail able for another purpose w thout his consent;

"(3) permt an individual to gain access to information
pertaining to himin Federal agency records, to have a copy made
of all or any portion thereof, and to correct or amend such
records;

"(4) collect, maintain, use, or dissem nate any record of
identifiable personal information in a manner that assures that
such action is for a necessary and | awful purpose, that the
information is current and accurate for its intended use, and
t hat adequate safeguards are provided to prevent m suse of such
I nfornation;

"(5) permt exenptions fromthe requirenents with respect to
records provided in this Act only in those cases where there is
an inmportant public policy need for such exenption as has been
determ ned by specific statutory authority; and

"(6) be subject to civil suit for any damages which occur as a
result of willful or intentional action which violates any
I ndividual's rights under this Act.'

PRI VACY PROTECTI ON STUDY COWM SSI ON
Section 5 of Pub. L. 93-579, as anended by Pub. L. 95-38, June 1,

1977, 91 Stat. 179, which established the Privacy Protection Study
Conmm ssion and provided that the Comm ssion study data banks,
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aut omat ed data processing prograns and i nformation systens of
governnental, regional and private organizations to determ ne
standards and procedures in force for protection of personal

I nformation, that the Conm ssion report to the President and
Congress the extent to which requirenents and principles of section
552a of title 5 should be applied to the informati on practices of

t hose organi zations, and that it nmake other |egislative
reconmmendati ons to protect the privacy of individuals while neeting
the legitimate informati onal needs of governnent and society,
ceased to exist on Septenber 30, 1977, pursuant to section 5(g) of
Pub. L. 93-579.

GUI DELI NES AND REGULATI ONS FOR MAI NTENANCE COF PRI VACY AND
PROTECTI ON OF RECORDS OF | NDI VI DUALS

Section 6 of Pub. L. 93-579, which provided that the Ofice of
Managenent and Budget shall devel op gui delines and regul ati ons for
use of agencies in inplenenting provisions of this section and
provi de conti nui ng assi stance to and oversi ght of the
I npl enmentation of the provisions of such section by agencies, was
repeal ed by Pub. L. 100-503, Sec. 6(c), COct. 18, 1988, 102 Stat.
2513.

DI SCLOSURE OF SOCI AL SECURI TY NUMBER

Section 7 of Pub. L. 93-579 provided that:

"(a)(1) It shall be unlawful for any Federal, State or | ocal
government agency to deny to any individual any right, benefit, or
privilege provided by | aw because of such individual's refusal to
di scl ose his social security account nunber.

"(2) the (The) provisions of paragraph (1) of this subsection
shall not apply with respect to -

"(A) any disclosure which is required by Federal statute, or
'(B) the disclosure of a social security nunber to any Federal,

State, or local agency maintaining a systemof records in

exi stence and operating before January 1, 1975, if such

di scl osure was required under statute or regul ati on adopted prior

to such date to verify the identity of an individual.

"(b) Any Federal, State, or |ocal governnent agency which
requests an individual to disclose his social security account

nunber shall informthat individual whether that disclosure is
mandat ory or voluntary, by what statutory or other authority such
nunber is solicited, and what uses will be nade of it.'

AUTHORI ZATI ON OF APPROPRI ATI ONS TO PRI VACY PROTECTI ON STUDY
COWM SSI ON
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Section 9 of Pub. L. 93-579, as anmended by Pub. L. 94-394, Sept.
3, 1976, 90 Stat. 1198, authorized appropriations for the period

begi nning July 1, 1975, and endi ng on Septenber 30, 1977.

SECTI ON REFERRED TO | N OTHER SECTI ONS

This section is referred to in sections 552b, 1212, 3111, 7133 of

this title; title 7 sections 1359hh, 1359ii, 2204b; title 10
sections 424, 1102; title 12 section 1715z; title 15 section

278g-3; title 16 sections 410cc-35, 1536; title 20 sections 1080a,

1221e-1; title 26 sections 6103, 7852; title 31 sections 3701,

3711, 3718, 3729, 3733; title 38 sections 1784A, 3301; title 39

section 410; title 42 sections 300aa-25, 402, 405, 1306, 9660;

title 44 sections 2906, 3501, 3504: title 46 sections 7702, 9303.

Return to the EPIC Privacy Archive

file://IC|/My Documents/AMC Look-up Table/Documents/Related/Public_Law/PL_93-579.html (27 of 27) [2/27/2001 9:41:25 AM]


http://www.epic.org/privacy/

	Local Disk
	Privacy Act of 1974


