Common Access/ID/Smart Card

DCSPER Concerns

CIVILIAN PERSONNEL RESPONSIBILITY:


· Verification of DD Form 1172-2:
 -  Why does this form have to be verified for civilian employees and not for the military?  The employee data is coming from an official DA civilian personnel database, plus civilians must show two non-federal government forms of ID, one must be a picture ID before verification can be completed.  A signature card (DD Form 577) or signed memorandum must be filed with the DEERS.RAPIDS workcenter.

· Retrieval of CAC/Smart Cards for civilian employees during outprocessing:
-  CPACs would only be responsible for the collection of smart cards from DoD civilian employees, who is responsible for retrieval of contractors and military personnel?
· Terminated Employees needs to be defined:
-  What does that mean?  Civilian employees transferring to other Army activities does the smart card have to be retrieved or does that mean only in cases where the civilian employee is removed, retiring, resigning, expiration of appointment and death?

· Establishment of AKO Account or lack of:
-  The time frame for getting an AKO account is approximately two months.  What is the procedure for those civilian employees without an AKO account.  DA policy states that the AKO e-mail account will be used in the completing the DD Form 1172-2 for issuance of a smart card?  If the DOB or name is incorrect, then the weight could be longer than two months.

· Replacement cards (lost or stolen):
-  What is the policy?  If the installation or building is using the smart card for entrance, then the employee wouldn't be able to even enter the activity.  If the DEERS/RAPIDS workstation is not located on the installation how would an employee get to the nearest DEERS/RAPIDS site?

· Section 508 Requirements:
-  Does this new procedure comply with Section 508 directives?  What is the impact on our physically challenged employees (i.e., vision impairment, missing extremities).

MILITARY PERSONNEL RESPONSIBILITY:


-   Verification of DD Form 1172-2:
     -  Will the same directive apply to military personnel as stated above for civilian 
     personnel?  If so, its not stated anywhere.

· Issuance  of CAC/Smart Cards:  
-  Military ID Sections would be responsible for issuance of smart cards  to all military, civilian, (AF, NAF, FN) ARNG, Reservist, Retired Military and contractors.  Its understood that it takes approximately 45 minutes to an hour to process one card.  This additional requirement will increase the workload.  

· DEERS/RAPIDS Workstation/Equipment Issues:
-  Some installations have been identified as full service, others identified as satellite sites and other AMC sites identified as not being eligible for equipment at all.  For those installations not eligible for equipment where are their employees suppose to go for issuance of smart cards.  This would impact on the gaining installation.  The one workstation/equipment will be located in the current/existing infrastructure.  Satellite sites will connect via modem (28.8) to co-location for smart card chip information.  

· CAC/Smart Card Readers:
-  All PCs on an installation will have a CAC/Smart Card Reader attached.  The reader is use the USB port or the serial port.  

· Retrieval of CAC/Smart Cards:
-  Is the smart card suppose to be retrieved by military personnel during out processing, if so, its not stated anywhere.

· Training and Software Upgrades (version 6.0.1.15):
-  When is the training scheduled and when is the delivery of the software upgrades?

· DD Form 1172-2 Processing:
· The above forms must be mailed to DMDC for retention.

CONTRACTING OFFICE REP RESPONSIBILITY:


· Verification of DD Form 1172-2:
    -  CORs will be responsible for verification of all eligible DoD contractors. civilians must show two non-federal government issued forms of ID, one must be a picture ID before verification can be completed.  A signature card (DD Form 577) or signed memorandum must be filed with the DEERS.RAPIDS workcenter.

· Retrieval of CAC/Smart Cards:
-  CORs will ensure that the contract includes a statement to the effect that the smart card must be returned to the issuing DEERS/RAPIDS workcenter and that the DEERS/RAPIDS workcenter be notified to revoke the PKI certificates.

GENERAL INFORMATION:

Memo from Mr Buckner, dated (unknown at this time)

DA Draft Message

List of AMC sites scheduled to get DEERS/RAPIDS workstations and those not eligible

RECOMMENDATION:


DCSPER schedule a VTC with all MSCs, CPACs, Military ID Chiefs, DOIM personnel, CIO personnel as soon as possible.  We must understand this process more fully.

