-----Original Message----- �From:   Hudson, Chuck Civ AMCPE01 �Sent:   Monday, November 05, 2001 12:24 PM �To:     Anniston AD; APG-Lowe; ARL-Papadopoulos; Blue Grass AD; CCAD-Parish; Letterkenny AD; McAlester AAP; Natick-Chansky; PBA; PICA-Gibson; Red River AD; RIA; Sierra AD; TACOM-Salo; Tobyhanna AD; Tooele AD; WVA; AMCOM-PSM; AMCOM-Reynolds; Anniston-PSM; APG-PSM; ARL-PSM; CCAD-PSM; CECOM-PSM; HQAMC-PSM White; LEAD-PSM; Natick-Burns; OSC-Gunter; PBA-PSM; Picatinny-PSM; RIA-PSM; RRAD-PSM; SBCCOM-Schultz; Sierra-PSM; STRICOM-PSM; TACOM-PSM; Tammy Higgins; Tobyhanna-PSM; Tooele-PSM; WVA-PSM; AMCOM-Dixon; AMCOM-Planchon; CECOM-Devlin; HQAMC-Demarais; OSC-Balmer; SBCCOM-McDonald; STRICOM-Hightower; TACOM-Bell


Cc:     Watts, Etta Civ AMCPE01; Hannagan, Mary Civ AMCPE01; Douglas, James LTC AMCPE02; Willess, Leo Civ AMCPE01 �Subject:        Common Access/ID/Smart Cards - HEADS-UP 


  �1.  Reference:  DEPSECDEF Memorandum. Subject: Smart Card Adoption and Implementation, dated 10 Nov 1999 


2.  The implementation of the Department of Defense (DoD) transition to Smart Cards technology is underway.  The Common Access Card (CAC) will serve as the (1) standard identification card for active duty military personnel to include the selected reserve (. i.e., Army Reserve and Army National Guard Components), Army civilian employees (i.e., appropriated, non-appropriated, and foreign nationals), and eligible contractor personnel; (2) principal card used to enable physical access to buildings and controlled spaces; (3) principal card used to enable computer networks and systems access; and (4) primary PKI token platform for both class 3 and target class 4 certificates.


3.  Existing and planned infrastructure provided by DoD Enrollment Eligibility Reporting System (DEERS) and the Real Time Automated Personnel Identification System (RAPIDS) will be used for issuance. 


4.  Some of the perceived shortcomings are identified below: �     a.  Additional Civilian Personnel Advisory Center (CPAC) Workload - CPACs will be responsible for verification of civilian employment on DD Form 1172-2.  A signature card (DD Form 577) or signed memorandum must be filed with the DEERS/RAPIDS workcenter. �     b.  Connectivity - DEERS/RAPIDS connectivity in support of CAC issuance�     c.  Prioritization - Civilian and eligible contractors issuance�     d.  Additional Equipment - Need additional DEERS/RAPIDS workstations�     e.  MWR Impact - Some MWR offices already have fingerprint security control in place�     f.   AKO Accounts - Problems with establishing an AKO account 


5.  The below attachments will provide additional information and guidance.  They are as follows:  (1) DoD Common Access Card (CAC) Fact Sheet, dated 13 Mar 2001 (2)  Memo, ASA(M&RA), Subject: Site Computer Equipment Surveys, dated 30 Oct 2001 and (3) ASA(M&RA), Subject: Appointment of Certification Authority for the Army Civilian Personnel Regionalization (CPR) System, dated 30 Oct 2001.  


6.  Here are some usefule websites: �     a:  DoD Access Card Office -  http://wwwdmdc.osd.mil/smartcard �     b.  MILPER Messages 01-170, 01-186 and 01-193 - http://wwwperscomnd04.army.mil/milpermsgs.nsf �     c.  Army Electronic Commerce - http://www.armyec.army.mil �     d.  DoD Publications - http://wwwdior.whs.mil/forms/dd1172-2.pdf 


7.  Please provide me your concerns as soon as posssible. Additional information will be forthcoming. 





