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> UNCLAS ALARACT 027/2002 SECTION 01 OF 04 
> PASS TO AG AND ID CARD ISSUING FACILITIES 
> SUBJECT: COMMON ACCESS CARD (CAC) IMPLEMENTATION UPDATE 
> A.   AR 600-8-14/AFI 36-3026(I), ID CARDS FOR MEMBERS OF THE 
> UNIFORMED SERVICES, THEIR FAMILY MEMBERS, AND OTHER ELIGIBLE 
> PERSONNEL. 
> B.   DEPUTY SECRETARY OF DEFENSE MEMORANDUM, SUBJECT: SMART CARD 
> ADOPTION AND IMPLEMENTATION DATED 10 NOV 99. 
> C.   HQDA/SAIS-ZA/ MSG 141400Z DEC 00, SUBJECT: UNCLAS ALARACT 
> 0108/2000, INTERIM POLICY AND PROCEDURES FOR COMMON ACCESS CARD 
> (CAC)/SMART CARD (SC) IMPLEMENTATION IN THE DEPARTMENT OF THE ARMY. 
> D.   UNDER SECRETARY OF DEFENSE (P&R) MEMORANDUM, SUBJECT: COMMON 
> 
> ACCESS CARD (CAC), DATED 16 JAN 01. 
> E.   CSA MEMORANDUM, SUBJECT: DEPARTMENT-WIDE IMPLEMENTATION OF THE 
> COMMON ACCESS CARD (CAC), DATED 18 JUN 01. 
> F.   MILPER MESSAGE 01-170, COMMON ACCESS CARD IMPLEMENTATION 
> GUIDANCE, DATED 24 MAY 01. 
> G.   MILPER MESSAGE 01-186, COMMON ACCESS CARD IMPLEMENTATION, DATED 
> 18 JUN 01. 
> H.   MILPER MESSAGE 01-193, COMMON ACCESS CARD IMPLEMENTATION 
> GUIDANCE, DATED 19 JUN 01. 
> I.   MILPER MESSAGE 01-215, USE OF NON-U.S. CITIZENS AS RAPIDS 
> VERIFIYING OFFICIALS, DATED 23 JUL 01. 
> J.   UNDER SECRETARY OF DEFENSE (P&R) MEMORANDUM, SUBJECT: WAIVER 
> REQUEST FOR RETENTION OF UNIFORMED SERVICES IDENTIFICATION CARD AND 
> COMMON ACCESS CARD DTD 17 AUG 01. 
> K.   HQDA/DISC4 MESSAGE, SUBJECT: INTERIM GUIDANCE ON THE 
> IMPLEMENTATION OF DOD CLASS 3 PUBLIC KEY INFRASTRUCTURE E-MAIL 
> CERTIFICATES, DATED 5 OCT 01. 
> 1.   SPECIAL INSTRUCTIONS: THIS MESSAGE WILL BE BROUGHT TO THE 
> IMMEDIATE ATTENTION OF ALL COMMANDERS, MILITARY PERSONNEL SUPPORT 
> ACTIVITIES, DIRECTORS OF INFORMATION MANAGEMENT, CIVILIAN PERSONNEL 
> 
> OFFICES, PROVOST MARSHALLS, AND CONTRACTING OFFICER REPRESENTATIVES 
> (COR). 
> 2.   THE PURPOSE OF THIS MESSAGE IS TO PROVIDE PROCEDURAL AND 
> ADMINISTRATIVE GUIDANCE FOR IMPLEMENTATION OF THE DOD COMMON ACCESS 
> CARD (CAC) PROGRAM WITHIN THE ARMY, AND TO OUTLINE GENERAL 
> ADMINISTRATIVE PROCEDURES FOR ISSUANCE OF THE CAC TO ELIGIBLE 
> RECIPIENTS (ACTIVE DUTY PERSONNEL, SELECTED RESERVES, DOD CIVILIANS 
> AND ELIGIBLE CONTRACTOR PERSONNEL).  IT DOES NOT ADDRESS INSTALLATION 
> AND USAGE OF CAC READERS AND MIDDLEWARE, OR THE FUNCTIONAL 
> APPLICATIONS FOR WHICH THE CAC WAS DESIGNED.   THESE ISSUES ARE BEING 
> ADDRESSED DIRECTLY WITH EACH INSTALLATION BY THE PRODUCT MANAGER, 
> SECURE ELECTRONIC TRANSACTIONS-DEVICES (PM SET-D).  ADDITIONAL 
> INFORMATION REGARDING CAC ISSUANCE AND CAC FIELDING SCHEDULES MAY BE 
> FOUND AT THE PERSCOM-ONLINE WEBSITE AT 
> WWW.PERSCOM.ARMY.MIL/TAGD/PSSD/PSB/PSB%20HOME.HTM. 
> 3.   AS THE PROPONENT FOR IDENTIFICATION CARD ISSUANCE, THE DEPUTY 
> CHIEF OF STAFF, G1 HAS POLICY AND FUNCTIONAL OVERSIGHT RESPONSIBILITY 
> FOR THE DEFENSE ENROLLMENT ELIGIBILITY REPORTING SYSTEM (DEERS) AND 
> THE REAL-TIME AUTOMATED PERSONNEL IDENTIFICATION SYSTEM (RAPIDS) 
> INFRASTRUCTURE THROUGHOUT THE NETWORK OF DEERS/RAPIDS SITES WITHIN 
> 
> THE ARMY.   THIS INFRASTRUCTURE, COMPRISED OF BOTH PERSONNEL AND 
> MATERIEL, WILL PLAY A MAJOR ROLE IN THE TRANSITION TO, AND 
> SUSTAINMENT OF, THE DOD MANDATED CAC PROGRAM. 
> 4.   IMPLEMENTATION OF THE CAC PROGRAM AND THE STRATEGY FOR CAC 
> ISSUANCE REQUIRES A CAREFULLY COORDINATED EFFORT AT ALL ECHELONS. 
> INITIAL IMPLEMENTATION OF THE CAC PROGRAM INVOLVES: (1) UPGRADING OF 
> BOTH HARDWARE AND SOFTWARE OF THE EXISTING DEERS/RAPIDS 
> INFRASTRUCTURE, (2) INSTALLATION OF SUPPLEMENTAL INFRASTRUCTURE AT 
> SELECTED INSTALLATIONS, (3) TRAINING OF RAPIDS WORKSTATION 
> OPERATORS/VERIFYING OFFICIALS, AND (4) ISSUANCE OF THE CAC TO THE 
> ELIGIBLE POPULATION.   AS INDICATED, INSTALLATIONS WITH SIGNIFICANT 
> DOD CIVILIAN AND/OR DOD CONTRACTOR POPULATIONS ARE SCHEDULED TO 
> RECEIVE ADDITIONAL RAPIDS WORKSTATIONS AND CONTRACT LABOR FOR BOTH 
> IMPLEMENTATION AND LONG TERM SUSTAINMENT AT NO ADDITIONAL COST TO THE 
> INSTALLATION. 
> 5.  AS A MATTER SEPARATE FROM INITIAL IMPLEMENTATION AND SUSTAINMENT, 
> THE TERM "MASS ISSUANCE" CAN BE DEFINED AS A STRATEGY FOR ENSURING 
> INITIAL ISSUANCE OF THE CAC TO THE ENTIRE ELIGIBLE POPULATION WITHIN 
> A SPECIFIC PERIOD OF TIME.  THIS STRATEGY IS AFFECTED BY A NUMBER OF 
> FACTORS OF WHICH TIME, RESOURCES, FACILITIES AND VOLUME ARE PERHAPS 
> 
> THE MOST CRITICAL. WHERE WARRANTED BY POPULATION AND/OR TIME 
> REMAINING TO ISSUE THE CAC, IDENTIFIED INSTALLATIONS WILL RECEIVE 
> TEMPORARY SUPPLEMENTAL RAPIDS INFRASTRUCTURE AND CONTRACT LABOR 
> DURING THE PERIOD OF MASS ISSUANCE.  THE DURATION OF MASS ISSUANCE 
> WILL VARY BY INSTALLATION BUT WILL BEGIN AS SOON AS POSSIBLE AT THE 
> DISCRETION OF THE INSTALLATION COMMANDER OR DESIGNATED 
> REPRESENTATIVE, TAKING INTO CONSIDERATION THE TOTAL ELIGIBLE 
> POPULATION, AVAILABLE RESOURCES AND TIME REMAINING TO THE COMPLETION 
> TARGET DATE.  THIS FORCED ISSUANCE OF THE CAC WILL REQUIRE AN 
> AGGRESSIVE APPROACH TO SCHEDULING AND MUST BE MONITORED CAREFULLY TO 
> ENSURE ISSUANCE GOALS ARE MET.  THE CURRENT GOAL FOR COMPLETION OF 
> CAC ISSUANCE IS 
> 1 OCT 03. 
>  6.   THE PRIMARY FOCUS OF CAC ISSUANCE, FROM BOTH THE INITIAL 
> IMPLEMENTATION AND MASS ISSUANCE PERSPECTIVE, IS TO UTILIZE EXISTING 
> RAPIDS INFRASTRUCTURE TO THE MAXIMUM EXTENT POSSIBLE AND SUPPLEMENT 
> THE EXISTING INFRASTRUCTURE WHERE NEEDED TO ACCOMMODATE HIGH VOLUME 
> AND TO ACHIEVE DOD ISSUANCE GOALS.  GENERALLY SPEAKING, THOSE 
> INSTALLATIONS AT THE BEGINNING OF THE FIELDING SCHEDULE WILL HAVE 
> LESS NEED FOR SUPPLEMENTAL SUPPORT THAN THOSE TOWARD THE END OF THE 
> 
> SCHEDULE.   SINCE INSTALLATIONS VARY IN THEIR POPULATION SIZE AND 
> OPERATIONAL ENVIRONMENT, COMMANDERS SHOULD TAILOR THEIR METHOD OF 
> EXECUTION TO LOCAL REQUIREMENTS.   TO THIS END THE FOLLOWING GENERAL 
> GUIDANCE IS PROVIDED: 
> A.   WHERE FEASIBLE, ADJUSTMENT TO DAILY OPERATING SCHEDULES SUCH AS 
> EXTENDED HOURS OR WEEKEND OPENINGS MAY BE REQUIRED TO MEET ISSUANCE 
> GOALS AND TIMELINES.  AT LOCATIONS WHERE THE CAC'S PKI FUNCTIONALITY 
> IS EMPLOYED ON A 24/7 BASIS (I.E. EMERGENCY OPERATIONS CENTERS 
> (EOC)), COMMANDERS SHOULD MAKE PROVISIONS TO SUPPORT UNLOCKING OR 
> RESET OF THE PERSONAL IDENTIFICATION NUMBER (PIN) ON THE CAC DURING 
> NON-DUTY HOURS. CURRENTLY, THIS MUST BE ACCOMPLISHED AT THE RAPIDS 
> WORKSTATION.  THE DOD IS AGGRESSIVELY PURSUING A PKI MAINTEMNANCE 
> SOLUTION THAT IS INDEPENDENT OF THE RAPIDS WORKSTATION. 
> B.   COORDINATION AND SCHEDULING OF UNITS AND INDIVIDUALS FOR CAC 
> ISSUANCE (MILITARY, DOD CIVILIANS, AND ELIGIBLE CONTRACTORS) WILL BE 
> THE RESPONSIBILITY OF THE INSTALLATION COMMANDER OR DESIGNATED 
> REPRESENTATIVE AND MAY BE TAILORED TO EACH SITE'S OPERATING 
> ENVIRONMENT. 
> C.  WHERE APPLICABLE, WEEKEND ISSUANCE OF THE CAC TO RESERVE 
> COMPONENT UNITS SHOULD BE ACCOMMODATED WITH APPROPRIATE PRIOR 
> 
> 
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> COORDINATION. 
> D.  COMMANDERS MAY EXCLUDE FROM ISSUANCE THOSE INDIVIDUALS WHOSE 
> RETIREMENT, SEPARATION, TERMINATION OR GRADUATION FROM ROTC WILL 
> OCCUR ON OR BEFORE 1 OCT 03 UNLESS THEY REQUIRE THE CAC TO PERFORM 
> THEIR JOB PRIOR TO THAT DATE.  UNLESS THE CAC IS ISSUED TO SUPPORT A 
> FUNCTIONAL PUBLIC KEY INFRASTRUCTURE (PKI) OR BUILDING ACCESS 
> REQUIREMENT, OR TO REPLACE A LOST OR EXPIRED ID CARD, THERE IS NO 
> UTILITY IN ISSUING THE CARD.   THE CURRENT TESLIN CARD (DD FORM 2) 
> WILL REMAIN VALID UNTIL REPLACED BY THE CAC.  INDIVIDUALS IN THIS 
> EXCLUSION CATEGORY MAY BE ISSUED A CARD UPON REENLISTMENT, EXTENSION, 
> OR ENTERING VOLUNTARY INDEFINITE STATUS. 
> 7.   CAC ISSUANCE PRIORITIES.   IN ADDITION TO ITS USE AS AN ID CARD, 
> THE CAC IS EXPECTED TO PROVIDE A VARIETY OF FUNCTIONAL CAPABILITIES 
> SUCH AS ACCESS TO BUILDINGS AND FACILITIES WHERE MAGNETIC STRIPE 
> TECHNOLOGY IS USED, AND SECURE ACCESS TO GOVERNMENT COMPUTER SYSTEMS 
> 
> AND NETWORKS USING THE EMBEDDED INTEGRATED CIRCUIT CHIP  (ICC) AS THE 
> PKI TOKEN.    THESE FUNCTIONAL CAPABILITIES WILL BE PHASED IN OVER 
> TIME AS THE CAC IS ISSUED AT EACH LOCATION AND IAW LOCAL INSTALLATION 
> AND TENANT IMPLEMENTATION SCHEDULES.    EFFECTIVE COORDINATION AMONG 
> THE DOIM, MILITARY/CIVILIAN PERSONNEL ACTIVITIES, AND DEERS/RAPIDS 
> WORKCENTERS IS CRITICAL IN ENSURING A SMOOTH AND ORDERLY TRANSITION 
> TO THE CAC AND ITS FUNCTIONAL APPLICATIONS.   COMMANDERS MAY CONSIDER 
> EMPLOYING THE FOLLOWING ISSUANCE PRIORITIES AS LOCAL COORDINATION OF 
> ISSUANCE IS CONDUCTED: 
> A.   TO REPLACE A LOST, STOLEN OR INACCURATE ID CARD.   CURRENTLY, 
> ONLY A LIMITED NUMBER OF DOD CIVILIAN AND CONTRACTOR PERSONNEL FALL 
> INTO THIS CATEGORY (NORMALLY THOSE DEPLOYED OCONUS). 
> B.   ALL ELIGIBLE PERSONNEL WHO REQUIRE THE CAC FOR SECURE ACCESS TO 
> GOVERNMENT COMPUTER SYSTEMS AND NETWORKS. 
> C.   ALL ELIGIBLE PERSONNEL WHO REQUIRE THE CAC FOR BUILDING ACCESS 
> AT THOSE LOCATIONS WHERE THE CAC'S TECHNOLOGY IS USED. 
> 8.   THE FOLLOWING INFORMATION/DOCUMENTATION IS REQUIRED OF ALL 
> APPLICANTS AT THE TIME OF CAC ISSUANCE: 
> A.   FOR THOSE PERSONNEL NOT ENROLLED IN DEERS, TWO OFFICIAL 
> IDENTIFICATION CREDENTIALS ISSUED BY A FEDERAL, STATE, OR FOREIGN 
> 
> COUNTRY GOVERNMENT AGENCY, AT LEAST ONE OF WHICH MUST BE A PICTURE ID 
> (E.G., DRIVERS LICENSE).  FOR THOSE ALREADY ENROLLED IN DEERS, ONLY 
> ONE PHOTO IDENTIFICATION WILL BE REQUIRED. 
>  B.   GOVERNMENT EMAIL ACCOUNT.   ALL ARMY PERSONNEL SHALL USE THEIR 
> ARMY KNOWLEDGE ON-LINE (AKO) EMAIL ADDRESS IAW REF K.   ALL EMAIL 
> ENCRYPTION AND DIGITAL SIGNATURE CERTIFICATES ISSUED ON THE CAC WILL 
> BE BASED ON AKO EMAIL ADDRESSES.  OTHER OFFICIAL OR PERSONAL EMAIL 
> ACCOUNTS (SUCH AS MICROSOFT EXCHANGE OR AOL ACCOUNTS) WILL NOT BE 
> ACCEPTED. PERSONNEL MAY OBTAIN THEIR AKO EMAIL ACCOUNT BY VISITING 
> THE AKO WEBSITE AT WWW.US.ARMY.MIL. PERSONNEL SHOULD SEE THEIR 
> NETWORK OR COMPUTER SYSTEM ADMINISTRATOR IF ASSISTANCE WITH EMAIL 
> ADDRESS IS REQUIRED.   CAC RECIPIENTS WILL NOT BE DENIED ISSUANCE OF 
> THE CAC SOLELY FOR THE ABSENCE OF AN AKO EMAIL ADDRESS. 
> C.   A SIX (6) TO EIGHT (8) DIGIT NUMBER WHICH WILL BE USED AS A 
> PERSONAL IDENTIFICATION NUMBER (PIN).   IT SHOULD NOT BE A NUMBER 
> DERIVED FROM SOMETHING EASILY KNOWN ABOUT YOU SUCH AS PART OF YOUR 
> SSN, BIRTHDAY OR ANNIVERSARY DATE, TELEPHONE NUMBER OR ADDRESS. 
> D.   A COMPLETED AND SIGNED DD FORM 1172-2 (APPLICATION FOR 
> DEPARTMENT OF DEFENSE COMMON ACCESS CARD - DEERS ENROLLMENT) FOR  DOD 
> CIVILIANS AND ELIGIBLE CONTRACTORS NOT ALREADY ENROLLED IN DEERS, OR 
> 
> WHO HAVE EXPIRED ELIGIBILITY DATES IN DEERS.  THE DD FORM 1172-2 WILL 
> BE THE SOURCE DOCUMENT FOR THESE INDIVIDUALS.   COPIES OF THIS FORM 
> AND GENERAL INSTRUCTIONS ARE AVAILABLE AT THE DEFENSE MANPOWER 
> DATABASE WEBSITE AT HTTP://WWW.DMDC.OSD.MIL/SMARTCARD, CAC POLICY 
> SECTION, OR AT HTTP://WWW.DIOR.WHS.MIL/FORMS/DD1172-2.PDF. THE DD 
> FORM 1172-2 WILL BE FORWARDED BY THE DEERS/RAPIDS OPERATOR TO DEERS 
> SUPPORT OFFICE (DSO), ATTN: PKI/CAC SCAN, 400 GIGLING ROAD, SEASIDE, 
> CALFORNIA 93955-6771 FOR RETENTION.  THIS FORM WILL BE MAILED 
> SEPARATELY FROM THE DD FORM 1172, DD FORM 2842, AND DD FORM 2841. 
> E.   A DOD PUBLIC KEY INFRASTRUCTURE (PKI) SUBSCRIBER CERTIFICATE OF 
> ACCEPTANCE AND ACKNOWLEDGEMENT OF RESPONSIBILITIES FORM (DD FORM 
> 2842) MUST BE COMPLETED AND SIGNED BY ALL CAC RECIPIENTS.  VERIFYING 
> OFFICIALS/LOCAL REGISTRATION AUTHORITIES (VO/LRA) WILL COMPLETE AND 
> SIGN A DD FORM 2841 THAT EXPLAINS AND ACKNOWLEDGES THE VO/LRA'S 
> RESPONSIBILITIES.  ONCE COMPLETED AND SIGNED, THE DD FORMS 2842 AND 
> 2841 WILL BE FORWARDED BY THE DEERS/RAPIDS OPERATOR TO DSO, ATTN: 
> PKI/CAC SCAN, 400 GIGLING ROAD, SEASIDE, CALFORNIA 93955-6771 FOR 
> RETENTION.   THESE FORMS WILL BE MAILED SEPARATELY FROM THE DD FORM 
> 1172 AND DD FORM 1172-2. 
> 9.    THE FOLLOWING SUPPLEMENTAL GUIDANCE APPLIES TO ISSUANCE OF THE 
> 
> CAC TO MILITARY PERSONNEL: 
> A.   THE CAC WILL REPLACE THE DD FORM 2 (U.S. ARMED FORCES 
> IDENTIFICATION CARD) AND WILL BE ISSUED TO ALL ELIGIBLE MILITARY 
> PERSONNEL.   IT WILL NOT BE ISSUED HOWEVER, TO SOLDIERS WHOSE 
> EXPIRATION OF TERM OF SERVICE (ETS), MANDATORY RETIREMENT DATE (MRD) 
> OR VOLUNTARY RETIREMENT IS ON OR BEFORE 1 OCT 03 UNLESS REQUIRED FOR 
> NETWORK, SYSTEM OR BUILDING ACCESS.   SOLDIERS ENTERING THE SELECTED 
> RESERVE WILL BE ISSUED THE CAC DURING TRANSITION OUTPROCESSING. 
> MEMBERS OF THE INDIVIDUAL READY RESERVE (IRR), STANDBY RESERVE AND 
> INACTIVE NATIONAL GUARD WILL NOT BE ISSUED A CAC FOR THAT STATUS 
> UNLESS THEIR PERSONNEL CATEGORY OR STATUS IS CHANGED.   THEY MAY BE 
> ISSUED A CAC IF ELIGIBLE UNDER ANOTHER STATUS, I.E., THEY ARE ALSO A 
> DOD CIVILIAN OR ELIGIBLE CONTRACTOR. 
> B.    SOLDIERS REQUIRING A NEW ID CARD DUE TO ETS CHANGE, PROMOTION, 
> ETC., MAY BE ISSUED THE CAC IN ACCORDANCE WITH LOCAL PROCEDURES 
> CURRENTLY IN EFFECT. 
> C.    EXCEPT AS INDICATED ABOVE, THE SUPPORTING DEERS/RAPIDS 
> WORKCENTER MUST COORDINATE WITH LOCAL COMMANDERS TO SCHEDULE SOLDIERS 
> FOR ISSUANCE OF THE CAC DURING THE PERIOD OF MASS ISSUANCE. 
> D.   THE EXPIRATION DATE FOR THE CAC WILL BE THE DATE ELIGIBILITY 
> 
> TERMINATES OR THREE YEARS FROM THE DATE OF ISSUE, WHICHEVER COMES 
> FIRST. 
> 10.  THE FOLLOWING SUPPLEMENTAL GUIDANCE APPLIES TO DOD CIVILIAN 
> PERSONNEL: 
> A.   THE CAC WILL BE ISSUED TO ALL ELIGIBLE DOD CIVILIAN EMPLOYEES 
> AND IN ADDITION TO NETWORK, SYSTEM AND BUILDING ACCESS WILL SERVE AS 
> AN OFFICIAL ID CARD.  THE DA FORM 1602 (DEPARTMENT OF THE ARMY 
> CIVILIAN ID CARD) WILL BE RETRIEVED UPON ISSUANCE OF THE CAC. 
> B.   DOD CIVILIAN PERSONNEL NOT ENROLLED IN DEERS OR LISTED WITH 
> EXPIRATION DATES IN DEERS MUST PROVIDE A SIGNED DD FORM 1172-2 AS THE 
> SOURCE DOCUMENT FOR DEERS ENROLLMENT/UPDATE.   DD FORM 1172-2 MUST BE 
> COMPLETED BY THE APPLICANT AND VERIFIED BY THE LOCAL CIVILIAN 
> PERSONNEL OFFICE REPRESENTATIVE.    THE CIVILIAN PERSONNEL OFFICE 
> REPRESENTATIVE MUST HAVE A SIGNATURE CARD (DD FORM 577) OR SIGNED 
> MEMORANDUM ON FILE WITH THE DEERS/RAPIDS WORKCENTER TO BE AN 
> AUTHORIZED VERIFYING OFFICIAL ON THE DD FORM 1172-2. 
> C.  THE EXPIRATION DATE FOR THE CAC WILL BE THE DATE EMPLOYMENT 
> TERMINATES OR THREE YEARS FROM THE DATE OF ISSUE, WHICHEVER COMES 
> FIRST. 
> D.   IMMEDIATELY UPON TERMINATION OF EMPLOYMENT, PKI CERTIFICATES 
> 
> 
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> MUST BE REVOKED AND THE CAC TURNED IN TO THE SUPPORTING DEERS/RAPIDS 
> WORKCENTER. THE CIVILIAN PERSONNEL OFFICE MUST THEREFORE ENSURE THAT 
> ALL CIVILIAN PERSONNEL OUTPROCESS THROUGH THE NEAREST SUPPORTING 
> DEERS/RAPIDS WORKCENTER.  IN INSTANCES WHERE CIVILIAN PERSONNEL ARE 
> EMPLOYED IN REMOTE LOCATIONS WHERE TRAVEL TO A DEERS/RAPIDS 
> WORKCENTER IS NOT FEASIBLE, THE CIVILIAN PERSONNEL OFFICE OR 
> SUPERVISOR IS RESPONSIBLE FOR RETRIEVING THE CAC FROM THE EMPLOYEE 
> AND  RETURNING THE CAC TO THE SUPPORTING DEERS/RAPIDS WORKCENTER. 
> 11.   THE FOLLOWING SUPPLEMENTAL GUIDANCE APPLIES TO ELIGIBLE DOD 
> CONTRACTOR PERSONNEL: 
> A.  AN ELIGIBLE CONTRACTOR IS A DOD CONTRACTOR EMPLOYEE, WORKING 
> UNDER THE TERMS AND CONDITIONS OF A DOD/ARMY CONTRACT, WHO HAS A 
> VALID AND RECURRING REQUIREMENT FOR PHYSICAL AND/OR VIRTUAL ACCESS TO 
> ARMY/DOD FACILITIES AND/OR SYSTEMS PURSUANT TO THE TERMS AND 
> CONDITIONS OF THE CONTRACT.  THE ELIGIBLE CONTRACTOR MUST BE 
> 
> PERFORMING IN AN OFFICIAL CAPACITY REQUIRING THE FUNCTIONAL USE OF AT 
> LEAST ONE OF THE CAC'S MULTIPLE TECHNOLOGIES, IE., ICC, MAGNETIC 
> STRIPE, OR BAR CODE IN ORDER TO CARRY OUT CONTRACTUAL OBLIGATIONS. AT 
> THIS TIME, THE CAC WILL NOT BE ISSUED TO CONTRACTOR PERSONNEL SOLELY 
> FOR THE PURPOSE OF VISUAL/PHOTO IDENTIFICATION. INSTALLATIONS MAY 
> EMPLOY OTHER EXISTING MEANS AT THEIR DISPOSAL, IE., DEPARTMENT OF THE 
> ARMY CIVILIAN IDENTIFICATION CARD (DA FORM 1602) OR SOME OTHER FORM 
> OF ARMY SECURITY  IDENTIFICATION CARD OR BADGE IAW PARA 7.6, REF A. 
> TO SUPPORT VISUAL/PHOTO IDENTIFICATION REQUIREMENTS.  THE FUNCTIONAL 
> PROPONENT FOR THE ABOVE CONTRACTOR DEFINITION IS THE ODCS, G4. 
> B.  THE CAC WILL BE ISSUED TO ELIGIBLE DOD CONTRACTOR PERSONNEL TO 
> REPLACE DA FORM 1602, DD FORM 489 (WHERE APPLICABLE), DD FORM 2764 OR 
> DD FORM 2765 AND TO THOSE HAVING A FUNCTIONAL REQUIREMENT TO UTILIZE 
> THE CAC FOR CAC-ENABLED SYSTEMS, NETWORKS, AND/OR FACILITY/BUILDING 
> ACCESS. 
> C.   THE COMPLETED DD FORM 1172-2 MUST BE VERIFIED BY THE CONTRACTING 
> OFFICER (KO), CONTRACTING OFFICER REPRESENTATIVE (COR) OR DESIGNATED 
> REPRESENTATIVE FOR THE CONTRACT TO ENSURE THE BEGIN AND END CONTRACT 
> DATES ARE ACCURATE.   THE APPROPRIATE SECURITY MANAGER (IF CAC IS TO 
> BE USED FOR FACILITY/BUILDING ACCESS), OR THE DOIM/SYSTEMS 
> 
> ADMINISTRATOR AS APPROPRIATE FOR ACCESS TO COMPUTER SYSTEMS OR 
> NETWORKS WILL ALSO SIGN THE FORM BY ADDING THE FOLLOWING STATEMENT IN 
> ITEM 35 (REMARKS):  "THE INDIVIDUAL IDENTIFIED ABOVE IS PERFORMING IN 
> AN OFFICIAL CAPACITY ON THE REFERENCED CONTRACT AND REQUIRES A CAC IN 
> THE PERFORMANCE OF DUTIES IN ACCORDANCE WITH THE CONTRACT TERMS AND 
> CONDITIONS."   A SIGNATURE BLOCK MUST BE CREATED DIRECTLY BELOW THE 
> STATEMENT AND SIGNED BY THE VERIFYING AUTHORITY.    FOR EACH DEERS 
> ENROLLMENT, THE DD FORM 1172-2 OF A DOD CONTRACT EMPLOYEE MUST BE 
> COMPLETED BY THE CONTRACTING OFFICER (KO) OR DESIGNATED 
> REPRESENTATIVE AND THEN VERIFIED BY THE COR FOR THE CONTRACT.    THE 
> COR MUST HAVE A SIGNATURE CARD (DD FORM 577) OR SIGNED MEMORANDUM ON 
> FILE WITH THE DEERS/RAPIDS WORKCENTER TO BE AN AUTHORIZED VERIFYING 
> OFFICIAL ON THE DD FORM 1172-2. 
> D.   THE COR IS RESPONSIBLE FOR DETERMINING THE CONTRACTOR'S GS 
> EQUIVALENT (GSE) GRADE TO BE PLACED IN BLOCK 6.  PAY GRADE, DD FORM 
> 1172-2.   GRADE EQUIVALENCY FOR CONTRACTORS ACCOMPANYING THE ARMED 
> FORCES DEPLOYED TO A THEATER OF OPERATIONS WILL BE AS FOLLOWS: 
> NON-SUPERVISORY OR NON-MANAGERIAL CONTRACTOR PERSONNEL WILL BE 
> ASSIGNED A GS-12 EQUIVALENCY.  SUPERVISORY OR MANAGERIAL CONTRACTOR 
> PERSONNEL WILL RECEIVE A GS-13 EQUIVALENCY. 
> 
> E.   THE EXPIRATION DATE FOR THE CAC WILL BE THE CONTRACT END DATE 
> OR THREE YEARS FROM THE DATE OF ISSUE, WHICHEVER COMES FIRST.  IF A 
> CONTRACT IS RENEWED, A NEW CAC IS REQUIRED.  THE START AND END DATE 
> FOR THE CONTRACT EMPLOYEE'S NEW CAC MUST REFLECT THE NEW CONTRACT 
> DATES. 
> F. THE CAC RECIPIENT OR THE RECIPIENT'S UNIT/ORGANIZATION WILL BE 
> RESPONSIBLE FOR SCHEDULING CAC ISSUANCE WITH THE SUPPORTING 
> DEERS/RAPIDS WORKCENTER. 
> G.   THE CONTRACTING OFFICER (KO) WILL ENSURE THAT ALL CONTRACTS 
> INCLUDE WORDING TO REFLECT THAT THE CAC MUST BE RETURNED TO THE 
> ISSUING DEERS/RAPIDS WORKCENTER AND THAT THE DEERS/RAPIDS WORKCENTER 
> BE NOTIFIED TO REVOKE THE PKI CERTIFICATES WHEN A DOD CONTRACT 
> EMPLOYEE'S EMPLOYMENT IS TERMINATED OR THE CONTRACT EXPIRES.  THE COR 
> IS RESPONSIBLE FOR ENSURING THAT THE DEERS/RAPIDS WORKCENTER IS 
> NOTIFIED TO REVOKE THE PKI CERTIFICATES AND FOR RETURNING THE CAC TO 
> THE SUPPORTING DERS/RAPIDS WORKCENTER. 
> 12.    ISSUANCE OF THE CAC TO RECIPIENTS NOT LOCATED AT OR NEAR THEIR 
> HOME STATION.   IN SOME INSTANCES, ELIGIBLE CAC RECIPIENTS SUCH AS 
> DOD CIVILIANS, RECRUITERS, ROTC INSTRUCTORS, ETC., ARE STATIONED 
> REMOTELY FROM THE LOCATION WHERE PERSONNEL SERVICE SUPPORT IS 
> 
> NORMALLY RENDERED.   IN THIS CASE, INDIVIDUALS MAY REQUEST ISSUANCE 
> OF THE CAC AT THE NEAREST AVAILABLE DEERS/RAPIDS SITE, REGARDLESS OF 
> SERVICE OR COMPONENT.    THE NEAREST DEERS/RAPIDS SITE MAY BE LOCATED 
> UTILIZING THE DEFENSE MANAGEMENT DATA CENTER'S WEB SITE LOCATED AT: 
> HTTP://WWW.DMDC.OSD.MIL/RSL/.  INDIVIDUALS ARE ADVISED TO COORDINATE 
> TELEPHONICALLY WITH THE SUPPORTING RAPIDS SITE PRIOR TO ARRIVAL. 
> THE CAC PROGRAM CURRENTLY DOES NOT SUPPORT A MAIL-IN ISSUANCE 
> CAPABILITY; THEREFORE, ALL CAC RECIPIENTS MUST APPLY FOR A CAC IN 
> PERSON AT A DEERS/RAPIDS SITE.   MAIL-IN PROCEDURES FOR DEPENDENT AND 
> RETIREE TESLIN ID CARDS REMAIN IN EFFECT. 
> 13.    REPLACEMENT CARDSTOCK IS BASED ON ONE HUNDRED PERCENT 
> ACCOUNTABILITY.   THIS MEANS THAT ANY CACS ISSUED THAT CANNOT BE USED 
> OR THAT MUST BE REISSUED (I.E. SCRATCHED, DIRTY, IMPROPERLY PRINTED) 
> MUST BE RETURNED TO DEERS/RAPIDS ASSISTANCE CENTER IN ORDER TO BE 
> REPLACED WITH NEW CARDSTOCK.  PROCEDURES FOR REQUESTING AND RETURNING 
> CARDSTOCK ARE PROVIDED DURING THE INITITAL DEERS/RAPIDS TRAINING 
> SESSION.   ALL DEERS/RAPIDS SITES SHOULD HAVE RECEIVED THE LATEST 
> RAPIDS SOFTWARE UPGRADE DISK (RAPIDS 6.0.1.15).   THIS UPGRADE 
> PACKAGE ALSO CONTAINS THE RAPIDS 6.0 TRAINING GUIDE, A CAC ORDER 
> FORM, A CAC RETURN FORM, AND A TRI-FOLD INFORMATIVE PAMPHLET DESIGNED 
> 
> FOR GENERAL DISTRIBUTION.   IF YOU HAVE NOT RECEIVED THIS UPGRADE 
> PACKAGE, CONTACT THE DEERS/RAPIDS ASSISTANCE CENTER AT 1-800-3RAPIDS. 
> 14.   PROHIBITION ON COPYING OR DISTRIBUTING SAMPLE CARDS.  TITLE 18, 
> UNITED STATES CODE, SECTION 701 PROHIBITS PHOTOGRAPHING OR OTHERWISE 
> REPRODUCING OR POSSESSING DEPARTMENTAL IDENTIFICATION CARDS IN AN 
> UNAUTHORIZED MANNER, UNDER PENALTY OF FINE OR IMPRISONMENT OR BOTH. 
> CONSEQUENTLY, FOR PURPOSES RELATED TO COMMUNICATION WITH USER 
> COMMUNITIES WITHIN THE DEPARTMENT OF DEFENSE, THE CAC SHALL NOT BE 
> POSTED OR SHOWN ON WEB SITES, OR SHOWN ACTUAL SIZE,  AND IT WILL 
> ALWAYS BE SHOWN WITH "SAMPLE" ON IT. 
> 15.   A MESSAGE CONCERNING SPECIFIC PROCEDURES AND RESPONSIBILITIES 
> OF THE VO/LRA, SITE SECURITY MANAGER, AND THE SPECIFICATIONS FOR A 
> WEEKLY CAC ISSUANCE REPORT WILL BE PROVIDED IN THE NEAR FUTURE. 
> 16.   THE POC FOR THIS MESSAGE IS MRS. C. K. SUBLETT AT (703) 
> 325-0202, DSN 221-0202 OR EMAIL SUBLETTC@HOFFMAN.ARMY.MIL. 
> 17.   ADDITIONAL LINKS FOR INFORMATION ON THE COMMON ACCESS CARD 
> INCLUDE THE ARMY SMART CARD  WEBSITE AT 
> HTTP://WWW.SECUREWEB.HQDA.PENTAGON.MIL/ARMYC4ETECH/,    THE PRODUCT 
> MANAGER, SECURE ELECTRONIC TRANSACTIONS - DEVICES WEBSITE AT 
> HTTPS:/SETDWEB.BELVOIR.ARMY.MIL/INDEX3.HTML,  AIR FORCE WEBSITE AT 
> 
> 
> FINAL SECTION OF 04 
> HTTP://WWW.AFPC.RANDOLPH.AF.MIL/DEERS, THE NAVY WEBSITE AT 
> HTTP:05WWW.DONSMARTCARD.COM, OR THE DEFENSE MANAPOWER DATA CENTER 
> WEBSITE AT HTTP://WWW.DMDC.OSD.MIL/SMARTCARD/ . 
> EXPIRATION DATE CANNOT BE DETERMINED. 
> BT 
> #0525 
> NNNN 

